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Creating awareness related (o policy and isms fall under clause
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Juestion: Marks:

Assigning  resources,  assigning  roles, and communicaling  roles fall
undey clause
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In security transformation model ownership of validation of controls lies
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Stage 2 of security transformation model refers to
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An authentic information security head always
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Take credit of everything

Never admit mistakes and failure

Give credit where 1L is due
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Network performance degradation issues can be faced m step of VM
cyde

Analyzmg the ascets

Runoing the scanner
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ISO 31000 guidelines are centered on
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All network traffic 10 or from the intemet must pass through to filter -
mnanthorized connections ; :
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Marks:

ds based on report format are
e j &5 enl. assessment methods
In which phase of secunty assessIm
decaded?
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Automated tools should be used to veify and com

b pare the network devices configuration

Approved security configuration
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Question! 18

Under security transformation model which team is responsible for validaticn of
controls?
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[he compuler secunty resource center (CSRC) website guides users 1o
resources

CIS resources on computer, cyber, mformation security and privacy
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Complex passwords should be enforced to survive
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duostiony

activities are camed out in phase 1 (pilot) of information secunty

transformation program

I Perform hardening of key IT assets in test environment
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Candidness quality of infosec head means that he

<

Promote performance and merit

Encourage solo-flight of team members

Honesty and straight talk
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is the goal of parformmg audit

“ Testing secunty that 1s assumed to be secure
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’ Technical assessment designed to achieve specific goal

Tofix 25 many things as possible as efficiently as possble
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Under security transformation model which team is responsible for implementing
controls? |\
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Quostion: 31" (Matks:"

In assessmenl tester has full access to all intemal information available
sbout the target
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assessments is designed to determine whether an attacker can achieve
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specific goals when facing your current secunty posture
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Questiont 38 ATk

action is recommended for organizations having very good secunity
posture and have score higher than 85%
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| Go for nsk assessment

| Third party secunty review
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.'; | Go for is02700) cetification
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version of security related updates should be applied on network dewvices
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Latest and stahle
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Most of the problems associated with weak secunty posture are due to
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Lack of awareness
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The mformation secunity policy neads to be

’i ) Reviewed once in thres years
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| Updated once in five years
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Locked in a drawer and kept confidentia)
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Regularly reviewed =d 2pproved for (he changes
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In ;:: of finanaal sector regulations need to be reviewed and
understood (0 raise management support for security transformation
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Which prnciple should be used when setting up a user in database?

2

— —— — — -
e e —

—_ —

't

Pnnciple of admmistrative ysa

Praciple of Jeay privilege
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