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Question # 10 of 10 ( Start time: 10:21:38 AM, 06 June 2023 ) Total Marks: |

“Autoplay must be disabled for all the drives”, this rule in DISA belongs to severity level

Select the correct option a Reload Math Equations
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Question # 9 of 10 ( Start time: 10:20:48 AM, 06 June 2023 ) Total Marks: |

protocol is used for remote administration of a system.

)

Select the correct option ) Reload Math Equations
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CS205 - Information Security (Quiz No.2) Quiz Start Time: 10:09 AM, 06 June 2023

Question # 8 of 10 ( Start time: 10:19:16 AM, 06 June 2023 ) Total Marks: 1

In terms of security hardening, is the highest level of security stig

Select the correct option a Reload Math Equations
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Question # 8 of 10 ( Start time: 10:19:16 AM, 06 June 2023 ) Total Marks: 1

In terms of security hardening, is the highest level of security stig

Select the correct option @ Reload Math Equations
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Question # 7 of 10 ( Start time: 10:18:24 AM, 06 June 2023 ) Total Marks: 1

In security hardening for Solaris, command is used to check any shells found on the system

Select the correct option

# find | -name "*sh” | xargs -nlls -IL

# cat [etc/shell§ | xargs -nl 1s -IL

# chmod 0755 <shell>

# find [ -hash "sh’ | xargs -nl s -IL
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Question # 6 of 10 ( Start time: 10:16:37 AM, 06 June 2023 ) Total Marks: 1

For security hardening of internet Explorer browser, users can allow or deny add-ons through

Select the correct option

Active Directory

Work Group

Domain Admins

Add-On Manager
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CS205 - Information Security (Quiz No.2) Quiz Start Time: 10:09 AM, 06 June 2023

Question # 5 of 10 ( Start time: 10:15:55 AM, 06 June 2023 ) Total Marks: |

In security hardening for Sclaris, CCl stands for

Select the correct option @ Reload Math Equations

Control Correlation Identifier

Continuous Correlation Identifier

Congestion Correlation ldentifier

Case Correlation Identifier
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Which of the following protocols are used for remote administration of a system?

Select the correct option

O

TCP and UDP

TCPand IP

S5H & Telnet

SSH and FTP
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CS205 - Information Security (Quiz No.2) Quiz Start Time: 10:09 AM, 06 June 2023

Question # 3 of 10 ( Start time: 10:13:42 AM, 06 June 2023 ) Total Marks: |

As per CIS control “sa” login account must be

Select the correct option

DELETED

RENAMED

DISABLED

UNCHANGED
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C€S205 - Information Security (Quiz No.!) Quiz Start Time: 10:09 AM, 06 June 2023

Question # 2 of 10 ( Start time: 10:12:17 AM, 06 June 2023 ) Total Marks: 1

Which of the following security practices come under "governance” function of software assurance maturity model?

Select the correct option

O

Threot assessment, security requirements, security architecture

Design review, code review, security testing

@]

Environment hardening, vulnerability management, operational enablement

Education & guidance, policy & compliance, strategy & metrics
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CS205 - Information Security (Quiz No.2) Quiz Start Time: 10:09 AM, 06 June 2023

Question # 10f 10 ( Start time: 10:09:29 AM, 06 June 2023 ) Total Marks: |

Default value of oracle “remote_os_roles” parameter is

Select the correct option e\ Reload Math Equations

FALSE
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Question # 8 of 10 ( Start time: 08:26:58 PM, 26 May 2023 ) Total Marks: |

are important tasks where the information security mi@inager should be involved.

Select the correct option

O

Developing sops and guidelines

Threat intelligence

Signing off critical change requests, monitoring the vulnerability management program, facilitate incident management process

Security webinars
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Question # 6 of 10 ( Start time: 08:24:18 PM, 26 May 2023 )

Total Marks: |

What is the function of security team in security hardening?

Select the correct option

Ensure it ops team receives required guidance and support

Conduct validation of implemented security controls

Report the completion of controls implementation to ISMC

Study the security controls
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Question # 5 of 10 ( Start time: 08:23:11 PM, 26 May 2023 )

Total Marks: |

People, process and technology can be described as

Select the correct option

The responsibility of top management

A business implementation approach for effective project management

A three-tiered approach for eyber security standards implementation

Three important areas which have to be addressed for effective information security implementation
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Question # 5 of 10 ( Start time: 08:23:11 PM, 26 May 2023 ) Total Marks: |

People, process and technology can be described as

Select the correct option

The responsibility ©f tep management

A business implementation approach for effective project management

Athree-tiered approach for eyber security standards implementation

Three important areas which have to be addressed foreffective information security implementation
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€5205 - Information Security (Quiz No.1) Quiz Start Time: 08:18 PM, 26 May 2023

Question # 4 of 10 ( Start time: 08:22:03 PM, 26 May 2023 ) Total Marks: |

People, process, and are together referred to as the Information Security Triad.

Select the correct option

Technology

Standard
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What is disaster recavery (DR) in an enterprise IT network?

Select the correct option

A pre planned approach for establishing it functions at alternate site

Designed to minimize downtime with the help of redundant components

Assures a high level of operational performance for a given period of time

All of the given
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Question # 2 of 10 ( Start time: 08:19:28 PM, 26 May 2023 ) Total Marks: |

A policy is

Select the correct option

Mandatory and limited in scope to a department

Signed off by information security department

Mandatory and applies to entire organization; signed off by senior management

Not mandatory but a guideline only
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Select the correct option a Reload Math Equations
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