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IT: Information Technology *
IS: Information security Q
FW: Fire wall 8
APT: Advance Persistent Threat O
IPS: Intrusion prevention system c_)
DDOS: Distributed denial of service \
DLP: Data lose prevention

HLD: High level design

DHCP: Dynamic hot control protocol

OSI|: Open system interconnection )

PMI: Product manufacturing information @
Sy,

ISMC: Information security management comity \Q

ClO: chief information officer (D
CISO: chiefinformation security officer ﬁ\.’
CSMM: Cyber security maturity matrix S

&
ISO: International standardization organization 6
PCSA: Pakistan Cyber Security Association ‘b
CIRT: computer Incident Response Team O
ISACA: Information system audit and control association

OWASP: The open web application security project
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ISC2: The international information security system certification consortium
SANS: System admin audit network and security

SOP: standard operating procedure

DSS:  Data security standard

ISMS: Information Security Management System

DBIR: Data Breach Investigations Report ; @

ISTR: Internet Security Threat Report d‘/‘

PECA.: Pakistan Electronic Crimes Act (2016)

L+
NAC: Network admission control {96

DMZ: Demilitarized zone

SCAP: Security Content Automation Protocol @

CIS:  The center of Internet security

DISA: Defense information system agency

STIG: Security Technical implementation Guide

CVE: cCommon Vulnerabilities and exposure

NVD: National Vulnerability data

OTP: One time password

DMARC: Domain-based Message Authentication, Reporting and Conformance
SPF: Sender Policy Framework

DKIM: Domain Keys Identified Mail

DEP: Execution Prevention
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DNS: Domain Name System

WIDS: wireless intrusion detection system

EAP/TLS: Authentication Protocol-Transport Layer Security
WAF:  Web Application Firewalls

COBIT: cControl Objectives for Information & Related Technology
CMMI: capability Maturity Model Integration

SDLC: systems development life-cycle
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