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©5205 - Information Security (gQuiz No.3)

Question # 10110 { Start time: 02:23:19 PM, 19 August 2022 )

select the correct option

Metwork-based intrusion prevention (ips) system

Host-bosed intrusion detection (ids) sensors

Host-bosed intrusion prevention | pﬂ} system

Metwork-based intrusion detection (ids) sensors

Which of the following can be used to look for unusual attack mechanisms on organization’

Time Left

Quiz start Time: 02:23 PM, 19 August 2022

Total Marks:

s network boundaries?
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€5208 - Information Security (Quiz No.3)

®

Quiz Start Time:

Juestion # 10110 { Start thme: 06:48:35 PM, 18 August 2022 )

It Pt~ esstor outhantication s not suppartad then user occounts shall be regulited oY

Salect the correct option

Usa datoull pasewords

Lisa SOt pOoIgwonds which one eany Lo rermenDar

Use some password on all the systems

Lis= pasywords jonger than 14 charoclen

1]
O
A
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Quostion # 2 of 10 { Start time: 06:49:13 PM, 18 August 2022 )

g %OBIE = all vl

+ O

Which of the fallowing ols aritical controd |s discussed inthis module?

Select the correct option

Boundory defense

-1

| Dota pratedtion

| Molwore defenss

Socure configuration far network devices

Click ta 5o
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Question # 3ol 10 { Start time: 08:49:58 PM, 19 August 2022 )

Which cloud storage ehould be allwoed (o use in organization as por cis?

Select the correct option

| Pubilc cloud storags

| Authamzed cloud storoga

| Hytarid cloud storage

| Privote cloud starage

1]
O
A
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Quostion # 2 o 10 { Stort time: 08:45:49 PM, 12 August 2022 )

A per cie critical secutity irarmewotk what is recornmended for netwark boundaties of on organlzation?

sdcﬂ'l'llfmmopﬂm

Dany cormsmumcotion with ofl opon pors

O

BNy comemunicoron ool unoauthonrad TCP port

Bany commumcotion oeer unouthonoed UOP poris

Peny comerunicot on creer unauthorn ped TOP oF DR |||,|-'|p

e ‘o @

@ & wimsvuedupk/Quiz/Quiz [3

<4 = T


skp
Rectangle


6:51 N 222l il

(3 @& vumsvuedupk/ + ([

Question # 4 of 10 [ Start time: 06:51:05 PM, 19 August 2022 )

Which of the followinig can be us=d to biock malicious traffic on organiration’s netwaotk boundarnes?

Select the correct option
Hetwork—Domed itrusion prevention (ps) systam

Heat- pased intrusion prevention (ips) system

Metwork-based inliusion detoction (igs) ssneote

Host-based intrusion detection (ids) sensors

Click 1o Save Atiiwed

1
O
A
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€5205 - Information Security (Quiz Ne.3)

Question # 5 of 10 ( Start time: 06:52:27 PM, 19 August 2022 )

| |
In which mode should vulnerabillity scanning be performed?

Select the correct ogtinn

Authenticated mode
O

Deep scan mode

O

Dedicated mode

®

Un-guthenticated mode

@

]
O
O


skp
Rectangle


6:53 N2 il

(3 @ vumsvuedupk/ + ([

&s per cis which authentication protocals should be used by wireless networks?

Select the correct option
Which require smart cards for authenticanon

Which reguire mutual muiti-fagtor authentication

Which require blo-metrics tor outhentication

Which require digital certificates for outhentication
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Which cis contral is desorbed in this module?

Select the correct option

|
| Malware defenses

| ‘
{1 F,
|

s

| Data recovery capabliities
."'\-\.

N

| Wireless access control

i |

I'"’/|

I Boundary delenses

1]
O
A
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Wnich policy s recommencen by data protection control of cls lor mabile devices usage in an arganizotian?

Illlo'.lmmmctﬂ\

Hord drmve of mokie devices ahould De encryplted

Moblie devices should not be ollowed

Employees shauld use anly parsonol mabile devices

Moblle devices are allowed for Mgher manogement ahly

Ciek 1o Sonvee An

|1
®
O
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CS52056 - Infarmation Security (Quiz No.3) Quiz &

Juestion # 7 of 10 ( Start time: 06:55:04 PM, 19 August 2022 )

From which type of systems URL requests should be logged in order 1o identily potentially malicious activty?

Select the correct option

O

Maobile devices

On-site devices

Each of the organiration’s system

Oif-site clevices

O
O
O

Click to Save

) E] vulms.vu.edu.pk/Quiz/Quiz. [13)
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What should stondard secure configuration imoges repreasnt?

Seloct the correct option
[ ] Dataull configuration version of ©S only
[
I Hoardaned versions of O5 only
.-H_- )
— Hordaned versions of undertying 05 and opplicaotion instolied on system
§ |
Horgened vargons of application nstolled on Systan onty
( ]

Click to 54

1]
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Question & 161 10 | start dme: 070257 P 19 August 2012 ) Totel Merics: |

i sy s mn eegeiEnbon gets coimprorseeil ol San we prevenl. on ithicisr b smerorisen e ssighborng sysbesm s

Szinct the correct option

Through metivrus

Throsagiit neteoft bosed intrss prevdtsn sysmm (s

Thioeagih et bosed mit ey debecdion wyebe® | S

Tl dyptteeti fosmil

11
O
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52U - INTormation secunty (Uuiz NO.4) yuz

Question # 7 of 10 ( Start time: 07:14:22 PM, 19 August 2022 )

Automated confliguratian monilorng toods should compliaont with which protocol 1o streamlineg reporting =

Select the correct option
Scop

L
Cis

- ]
Fisrmic

{1
Disa

=

[ __/I

Cilck to Son

1]
O
A
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| C€5205 - Intormation Security (Quiz No.3)

Question # 8 of 10 ( Start time: 07:14:58 PM, 19 August 2022 )

why security engineernng is ploced ot layer 3 of transformation mode!?

Select the correct option

I Requires very lass time and effort

| Consists of comiplicated security activities which toke more time and effort

| Its not vary baneficial to implement so kept at the later stoge

| Becouse its a low hanging fruit
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Question # 9 of 10 ( Start time: 07:15:40 PM, 19 August 2022 )

As per cls which outhentication protocols should be used by wireless networks?

Select the correct option

Which require blo-metrics for authentication

\

Which require mutudl mult-factor authentication

Which raquire digitol certificates for authantication

Which require smart cards for authenticatlon

1]
U
A
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©5205 - Information Security (gQuiz No.3) Quiz start Time: 02:23 PM, 19 August 2022

Question # 2 of 10 ( Start time: 02:25:34 PM, 19 August 2022 ) Total Marks: |

What should an organization do to control access to sensitive information on need-to-know basis?

Locate all sensitive information on separate vlans

Store sensitive information on multiple servers

Store all sensitive information on single server

Locate all sensitive information on single vians
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©5205 - Information Security (gQuiz No.3) Quiz start Time: 02:23 PM, 19 August 2022

Question # 3 of 10 { Start time: 02:27:16 PM, 19 August 2022 ) Total Marks: |

If multi-factor authentication is not supported then user accounts shall be required to?

select the correct option

Use short passwords which are easy to remember

Use defoult passwords

Use same password on all the systems

Use passwards longer than 14 characters
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©5205 - Information Security (gQuiz No.3) Quiz start Time: 02:23 PM, 19 August 2022

Question # 4 of 10 { Start time: 02:28:24 PM, 19 August 2022 ) Total Marks: |

As per cis framework what is the best practice to store logs generated from system?

select the correct option

Store logs on a machine other than which gensrotes

Store logs on the same machine which generates

Rogregate logs to a central management system

Store logs on different dispersed locations
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©5205 - Information Security (gQuiz No.3) Quiz start Time: 02:23 PM, 19 August 2022
Question # 5 of 10 { Start time: 02:30:00 PM, 19 August 2022 ) Total Marks: |

Before deploying any new devices in a networked environment what should be done with passwords?

select the correct option

Create very small passwords

Keep the default passwords

Change the default passwords

Rermove the passwords
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©5205 - Information Security (gQuiz No.3) Quiz start Time: 02:23 PM, 19 August 2022

Question # & of 10 { Start time: 02:31:08 PM, 19 August 2022 ) Total Marks: |

Wireless access control comes under which category of cis top 20 controls?

select the correct option

Foundational

Advanced

Crganizationa

Basic
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©5205 - Information Security (gQuiz No.3) Quiz start Time: 02:23 PM, 19 August 2022

Question # 7 of 10 ( Start time: 02:32:36 PM, 19 August 2022 ) Total Marks: |

why security engineering is placed at layer 3 of transformation model?

Selecpthecocactoption,

Consists of complicated security activities which take more time and effort

Requires very less time and effort

Because it's a low hanging fruit

Its not very beneficial to implement so kept at the later stage



skp
Rectangle


2:33 d I Frall 63% =

X ﬁQuiz < 0

vulms.vu.edu.pk

C 56! |
BC210424756: PALWASHA ALTAF Time Left

©5205 - Information Security (gQuiz No.3) Quiz start Time: 02:23 PM, 19 August 2022

Question # B of 10 ( Start time: 02:33:41 PM, 19 August 2022 ) Total Marks: |

Which policy is recommended by data protection control of cis for mobile devices usage in an organization?

select the correct option

Mobile devices are allowed for higher management only

Employees should use only personal mobile devices

Mobile devices should not be allowed

Hard drive of mobile devices should be encrypted
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question # 9 of 10 { Start time: 02:35:07 PM, 19 August 2022 ) Total Marks:

Each person with administrator occount should be authorized by?

select the correct option

O

Senior executive

Help-desk team

MNetwork administrator

Systemn administrator

O
O
O

Click to Sowve Anawer & Mowve to Next Question
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Question # 10 of 10 ( Start time: 02:36:31 PM, 19 August 2022 ) Total Marks: |

Frequency of running automated vulnerability scanner against all systems on a network in an enterprise should be?

select the correct option
O Weekly
O Fortnighthy
O Monthly
O Quarterty

Click to Sove Answer & Move to Mext Quastion
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022

Question # 10f 10 ( Start time: 02:37:28 PM, 19 August 2022 ) Total Marks: |

As per malware defense control why DNS query logging should be enabled?

Select the correct option

O

Continuously monitor and defend organization’s servers and workstations

analyze and block inbound email attachments with malicious behavior

To lower the chance of spoofed or modified emails from valid email addresses

To detect host-name lockup for known malicious domains

O
O
O

Click to Save Answer & Move to Next Question
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€S5205 - Information Security (Quiz No.3)

Quiz Start Time: 02:37 PM, 19 August 2022

Question # 2 of 10 ( Start time: 02:38:50 PM, 19 August 2022 )

Total Marks: |

Frequency of running automated vulnerability scanner against all systems on a network in an enterprise should be?

Select the correct option
Quarterly

Monthly

o] o

| Weekly

| Fortnightly

O || O

Click to Save Answer & Move to Next Question
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022

Question # 3 of 10 ( Start time: 02:39:32 PM, 19 August 2022 ) Total Marks: |

After getting vulnerability scanning results patches should be applied to?

Select the correct option

Client machines only
, /l

Network devices only

A

Critical servers only

All the systemns throughout the organization

Click to Save Answer & Move to Next Question
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CS205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022
Question # 4 of 10 ( Start time: 02:40:47 PM, 19 August 2022 ) Total Marks: |

Which policy Is recommended by data protection control of cis for mobile devices usage in an organization?

Select the correct option

O

Hard drive of mobile devices should be encrypted

Employees should use only personal mobile devices

Maobile devices should not be allowed

Mobile devices are allowed for higher management only

O
O
O

Click to Save Answer & Move to Next Question
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| ©5205 - Information Security (Quiz No.3)

Time Left

Quiz Start Time: 02:37 PM, 19 August 2022

Question # 5 of 10 ( Start time: 02:42:01 PM, 19 August 2022 )

Total Marks: 1

which of the following system configuration management tool is used for Linux systems?

Select the correct option

O

Puppet

Cis cat pro

Fim

Active directory

O
O
O

Click to Save Answer & Move to Next Question
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€5205 - Information Security (Quiz No.3)

Time Left

Quiz Start Time: 02:37 PM, 19 August 2022

Question # 6 of 10 ( Start time: 02:43:36 PM, 19 August 2022)

Total Marks: |

Boundary defense controls comes under which category of cis critical controls?

Select the correct option
——
| Basic controls
O
g

Organizational controls

Foundational controls

Advanced controls

|

Click to Save Answer & Move to Next Question
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€S$205 - Infermation Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022
Question # 7 of 10 ( Start time: 02:44:32 PM, 19 August 2022 ) Total Marks: |

When a vulnerability scan is run and report Is generated and shared with respective resources, which vulnerabilities they should fix
on priority basis?

select the correct option

Medium risk vulnerabilities

High risk vulnerabilities

Critical risk vulnerabilities

Low risk vulnerabilities '

Click to Save Answer & Move to Next Question
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022
Question # 8 of 10 ( Start time: 02:45:35 PM, 19 August 2022) Total Marks: |

From which type of systems URL requests should be logged in order to identify potentially malicious activity?

Select the correct option

O

On-site devices

Mobile devices

Off-site devices

Each of the organization’s system

Click to Save Answer & Move to Next Question
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022
Question # 9 of 10 ( Start time: 02:46:42 PM, 19 August 2022 ) Total Marks: |

Which cis control is described in this module?

Select the correct option

Wireless access control
o

Boundary defenses
r
l.\ _.f.l

Malware defenses
9

Data recovery capabilities
L}
L

Click to Save Answer & Move to Next Question
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C€$205 - Information Security (Quiz Ne.3) Quiz Start Time: 02:37 PM, 12 August 2022
Question # 10 of 10 ( Start time: 02:48:35 PM, 19 August 2022 ) Total Marks: |

Automated configuration monitering tools should compliant with which protocel to streamline reporting?

Select the correct option

Disa

scap

e
[5:]

ma
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Question # 10f 10 { Start time: 03:03:21 PM, 19 August 2022 ) e

Why should we use scop vaolidaoted vuinsrability scanner?

select the correct option

Becaouse it looks lor both code-bassd ond configurotion-based vulnerabilities

Because of iIn-depth scanning leature

Becaouse it looks for code-based vulnerabilitiss

Becouse of excallent reporting featurs

CHek to Sove Answer & Move 1o Next Que
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Which of the following tools can be used to enforce occess controls to dato?

Select the correct option

Network-based intrusion detection system

Host-based data loss prevention (dip)

File integrity monitoring solution

Security Information and event manogement system

Click to Save Angwer & Move to N
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!cszns- Information security (Quiz No.3) Quiz Start Time: 03:03 PM, 19 August 3

Question # 30t 10 { start time: 03:05:08 PM, 19 August 2022 ) Total Mai

Why cis recommends to configura monltoring system In on organization's network?

Select the correct option

To biock dota less through orgonizotion's network boundaries

To record the network pockets passing through the boundary

To block maliclous troffic ot erganfzation’s network boundaries

To detect compromise of systerns ot organizotion's network boundarles

Click to Save Apswer & Move to Next Quest
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Question # 4 of 10 ( Start time: 03:06:04 PM, 18 August 2022 ) Total |

It o systern in an organizotion gets compromised, how can wa prevent an attocker to compromise the nelghboring systems?

select the correct option

Through network-based Intrusion detection aystem({ips)

Thraugh system firewal|

Thraugh network-based Intrusion prevention systemips]

Through antivirus

Cilck to Save Answer & Move to Next Qus
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Question # 5 of 10 ( Start time: 03:06:29 PM, 19 August 2022 )

Centraily monoged anti-malware software shouid be used In an orgonization to

select the correct option

Continugusly manitor and detend organization’s servers

Continuoushy manitor and detend organization's workstations

Continuously menitor and defend orgonizotion's servers and workstations

Continuously monitor and defend organization’s edge routers

Click to Save Anawer & Move b
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£5205 - Information security (Quiz No.3) Quiz Start Time: 03:03 PM, 19 August 2022

Juestion # 6 of 10 ( Start time: 03:07:30 PM, 18 August 2022 ) Total Marks:

As per maiware defense contral why ONS query logging should be enabled?

select the correct option

T
| Continuousty menitor and defend organization's servers and workstations

To detect host-name lookup for known maollcious domaing

—
| analyze and black inbound email attochments with melicious behovior

| Tes lower tha chance of epoofed or modified emails from valld emoll addresses

Click to 5ave Arswer & Move to Next Qusation
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question # 7 of 10 ( start time: 03:08:17 PM, 19 August 2022 ) RS

in an enterprise which sottwares should be allowed to install and execute?

select the correct option

Cnly poid software

Softwares included in whitelist

Softwares dispiayed on nobce board

Any freely ovollable software

Click to Sove Answer & Move to Next Gus
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Question # 8 of 10 { start time: 03:08:00 PM, 19 August 2022 ) Total Marks: |

when o vuinarobility scan is run ond repost is genarnted ond shared with respactive resowces. which vulnerabilities they should fix on priority
bosis?

gislsctihe correct option

Critical risk vulnerakilities

Law risk vuinsrabifities

Meadium risk vulnarobiiites

High risk vulnerbilities

Click to Sove Answer & Move to Noxt Ousstion
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| £5205 - information security (Quiz No.3) Quiz Start Time: 03:03 M, 19 August 3
Question # 10 of 10 { Start time: 03:11:08 PM, 18 August 2022 ) Total Mal

Autormated toois sholid be used to verify and compare the network devices confliguration with

Select the correct option

Latest security configuration released by vendor

Some 3rd party recommended configuration

Approved security configurotion

Default security configuration refeased by vendor

Ciick to Sove Answer & Move o Next Cuestiol
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C5205 - Information Security (Quiz No.3)

Question # 9 of 10 ( Start time: 03:09:35 PM, 19 August 2022 )

What should an organization da to control access to sensitive information on need-to-know basis?

Select the correct option

Locate all sensitive information on separate vians

Store sensitive Information on multiple servers

Locate all sensitive information on single vians

Store all sensitive information on single server
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Question & 1ol 10 { stort time: 031808 Pal 19 August m0n) Total Marks: |

Selgct the comect aption
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question £ 2af 10 [ start thme: 02:12:42 P, 19 August 2022 ) Total Marks: |

Salect the correct option
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Question & 3 of 10 [ Start tirme: 03:20:28 PM. 18 Auguat 2032 ) Tolol Marks:

Select the correct option
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question # 4 of 10 [ srort tme: 03:-32-08 Pad. 19 August 2037 ) Total Marks: |
N | i at | | [ W 1 engmmizTtic

Select the correct option
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Question # § of 10 [ start time: 03:22:10 M. 19 August 2021 )

Quiz Stort Teme: 0318 P 19 August 2022

Total Matke: |

select the correct option
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question # 6 of 10 | start trme: 03:24:00 P, 19 August 2022 )

Select the correct option

Quiz s1ort Time: 03:18 PM, 19 August 2022

Tetal Marks:
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€5206 - infermatien Security {Quit Ne.3)

question # 7ol 10 [ start time: 03:24:51 PAL 19 August 2022 )

Select the correct option

Quiz s1ort Time: 03:18 PM, 19 August 2022

Tetal Marks:
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€5205 - infermatien security (Quiz Ne.3) Quiz s1ort Time: 03:18 PM, 19 August 2022

Tetal Marks:

question # 8of 10 | Start trme: 03:25:36 PML 10 August 2022 )

Select the correct option
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€5205 - infermatien Security (Quiz Ne.3) Quiz s1ort Time: 03:18 PM, 19 August 2022

Tetal Marks:

question # 90110 ( start tme: 03:27:04 P8 19 August 2022)

Select the correct option
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€5206 - infermatien Security {Quit Ne.3)

question # 10 of 10 [ Start tirme: 02:27:39 Pa, 19 August 2022 )

Select the correct option

Time Left

Quiz s1ort Time: 03:18 PM., 19 August 2022

Tetal Marks:
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5205 - Information Security (Quiz No.3) Quiz Star

Question # 1of 10 { Start time: 04:10:18 PM, 19 August 2022 )

It o syslem In an arganimtion gels compromised, haw canwe prevent an altocker lo compromise the neighboring syslems?

Select the correct option

Threugh network- bozed intrusion detection systemiips)

Through systam firewall

Through network-basod Intrusion preventlan systom(lps)

Threuch antivires

Click to Save An
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€5205 - Information Security (Quiz No.3)

Question # 2 of 10 ( Start time: 04:11:28 PM, 19 August 2022 )

&g par cis criticol security framewaork what 1s recommeanded for network boundaries of on organizabion?

Select the correct option

Deny communlcatien over upautharlzed TCF perts

®

Demy communlcation with all apen ports

Deny communlcation over upauthaorlzed UDP ports

Deny communication over unadthorized TCP or UDP ports
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Question # 3 of 10 ( Start time: 04:12:22 PM, 19 August 2022)

[ |
Which of the followlng cis critleol contral 1s discussed In thls module?

Select the correct optiun

Dato protection

O

Boundary defanse

Malware defense

Secure conflguration for network devices

O
O
@
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CS205 - Information Security (Quiz No.3)

Question # 4 of 10 ( Start time: 04:13:10 PM, 19 August 2022 )

it multi-foctor authentication is not supportad then user accounts shall be required to?

Select the correct nptlon

®

Use short posswords which are easy to remember

Use posswords longer thon 14 ohorocotsrs

Use sarme password on all the systems

Use default passwords
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€5205 - Information Security (Quiz No.3) Quiz Start

Question # B of 10 ( Start time: 04:13:42 PM, 19 August 2022 )

Altormoted conflguration rmonitanng wels should corpglant with which pretesol to soadrmiline reportng?

Select the correct option

Scop
O
Q

Oise
: 7
@,

Click to Save Ans
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Question # 6 of 10 ( Start time: 04:14:26 PM, 19 August 2022 )

What should a system do wheanever an administrator account is odded or removed?

Select the correct option

O

Should block that account

Should nat ollow

Issue a |Dg entry and alert

O
O
L

Require super admin rights
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| CS205 - Information Security (Quiz No.3)

Question # 7 of 10 ( Start time: 04:15:29 PM, 19 August 2022 )

What type of machine should network administrators use for administrative tosks?

Select the correct option

Used for composing documents

&

Isolated from organization’s primary netwark

Hove internet occess

Ermnall and browsing facility availabla

O
®
O
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‘ CS205 - Information Security (Quiz No.3) i

Question # 8 of 10 ( Start time: 04:16:22 PM, 19 August 2022 )

What should an orgonization do to control occess o sensitive information on need-to-know Rosis?

Select the correct option

O

locats all sensitive infarmation on separals vians

Store sansltive Information on muitple sarers

Store all sensitive information on single server

Locate all sensitive Information on single vians

Click to
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€$205 - Information Security (Quiz No.3)

Question # 9 of 10 ( Start time: 04:17:05 PM, 19 August 2022)

Which of the following system configuration management teol is used for Linux systems?

Select the correct option

Puppet

@,

Active directaory

Firmi

Cis catpro

e @ e
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Question # 10 of 10 ( Start time: 04:17:58 PM, 19 August 2022 )

which policy Is recommended by data pratection control of cls for moblle davicas usoge N an arganlzation?

Select the correct option

Hard drive of moblle devices should be encrypted

wMabille devices should not be alicwead

Employees should use only personal mobile devices

Moebile davices are allowed far higher manogamant only
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uestion # 10f 10 ( Start time: 04:20:07 PM, 19 August 2022 )

51)
u

Tot

From which type of systems URL requests should be logged in order to identify potentially malicious activity?

elect the correct option

O

Off-site devices

On-site devices

Mobile devices

Each of the organization’s system

O
O
O

Click to Save Answer & Move to Next Q
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wuestion # 3 of 10 ( Start time: 04:22:59 PM, 19 August 2022 )

Total Mai

Centrally managed anti-malware software should be used in an organization to.

elect the correct option

O

Continuously monitor and defend organization’s servers

O

Continuously monitor and defend organization’s servers and workstations

Continuously monitor and defend organization’s workstations

Continuously monitor and defend organization’s edge routers

1] O

Click to Save Answer & Move to Next Questiol
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€5205 - Information Security (Quiz No.3)
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Quiz Start Time: 04:20 PM, 19 August 2

Question # 4 of 10 ( Start time: 04:24:12 PM, 19 August 2022 )

Total Mar

Which cis control is described in this module?

Select the correct option

O

Boundary defenses

Malware defenses

Wireless access control

Data recovery capabilities

@)
O
O

Click to Save Answer & Move to Next Question
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juestion # 5 of 10 ( Start time: 04:24:46 PM, 19 August 2022) Total Mar

Which policy is recommended by data protection control of cis for mobile devices usage in an organization?

ielect the correct option

Employees should use only personal mobile devices

Mobile devices should not be allowed

Hard drive of mobile devices should be encrypted

Mobile devices are allowed for higher management only

OfoO|O| O

Click to Save Answer & Move to Next Question|
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€5205 - Information Security (Quiz No.3)
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Quiz Start Time: 04:20 PM, 19 August 20.

Question # 6 of 10 ( Start time: 04:25:21 PM, 19 August 2022)

Total Mark

Which of the following can be used to block malicious traffic on organization’s network boundaries?

Select the correct option

O

Host-based intrusion prevention (ips) system

Network-based intrusion detection (ids) sensors

Network-based intrusion prevention (ips) system

O
®
O

Host-based intrusion detection (ids) sensors

Click to Save Answer & Move to Next Question
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 04:20 PM, 19 August 2

Question # 7 of 10 ( Start time: 04:25:58 PM, 19 August 2022 ) Total Mar

Why should we use scap validated vulnerability scanner?

select the correct option

Q

Because it looks for both code-based and configuration-based vulnerabilities

Because of in-depth scanning feature

Because it looks for code-based vulnerabilities

Because of excellent reporting feature

Q
O
O

Click to Save Answer & Move to Next Question|
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Question # 8 of 10 ( Start time: 04:26:45 PM, 19 August 2022 ) Total

How can an authorized wireless access point connected to a wired network can be detected and alerts can be generated?

Select the correct option

O

Through network vulnerability scanning tools

Through host-based data loss prevention (dip)

O

Through file integrity monitoring solution

Through network-based intrusion detection system

Click to Save Answer & Move to Next Quest
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©5205 - Information Security (Quiz Ne.3) Quiz Start Time: 04:20 PM, 19 August 202

Question # 9 of 10 ( Start time: 04:27:17 PM, 19 August 2022 ) Total Marks

In an enterprise which softwares should be allowed to install and execute?

Select the correct option

Softwares displayed on notice board

Q

Any freely available software

Only paid software

Softwares included in whitelist

®
@)
L

Click to Save Answer & Move to Next Question

1] O <
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 04:20 PM, 19 August 2

Question # 10 of 10 ( Start time: 04:27:44 PM, 19 August 2022 ) Total Mat

Which of the following system configuration management tool is used for Linux systems?

Select the correct option

Q

Fim

Cis cat pro

Active directory

Puppet

O
O
O

Click to Save Answer & Move to Next Questiol

1] O <
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CS206 - Information Security (Quiz No.3)

Question # 10 of 10 ( Start time: 04:31:33 PM, 18 August 2022 )

Each persen with administrator account should ke authorized by?

Select the correct option

Help-desk team

@,

System administrator

Metwork administrator

Sanlor executive
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C5206 - Information Security (Quiz No.3)

Question #10f10 ( Start time: 04:44:02 PM )
AS per cis critical contrals Irorm RowW many mirnirmur " i - ) ; ) ; L 1
i ¥ s [ rna i noulg eineve tima?
I
Selact the correct option
.
| =
|
| | —
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( Start time: 04:45:35 PM, 19 August 2022)

‘boundary defense control of cis what should be done with network traffic at proxy?

w

the network traffic

Erypted network traftic prior to analyzing the contant
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CE206 - Information Security (Quiz No.3) Total Questions :10
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©5205 - Information Security (Quiz Ne.3) Quilz Start Tin

Question & 2 o 10 ( Stort time: D8:37:44 PM, 18 August 2022 )

Thie dedicoted moching used by administrators for administroliva tosks shoukd have following features

Salect the correct option
Isoialad lrom arganzallon’s primery network

Heve intermet occese

All routine operational functions con be performed on it

Emai and browsing foclity avalobe

Cliek [0 Sowl Armw

Q Search... = (R

@ O )
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C5205 - Information Security (Quiz No.3)

224
K%

Question # 3 of 10 { Start time: 06:38:51 PM, 19 August 2022 )

why security engineering is placed at layer 3 of branstormation model?

Select the correct option

i Becouse it's a low hanging fruit

i)

L J

-

1

[ Consists of complicated security activities which take more time and effart
o

|\_j|

—

; its not very beneficial to implement so kept ot the loter stoge

N

)

| C

i Requires very less time and effort

®

Q, Search... @ =

G O )
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C€5205 - Information Security (Quiz No.3)

Question # 4 of 10 ( Start time: 06:39:28 PM, 19 August 2022 )

Why should we use scap validated vulnerabillity scannar?

Becouse |t looks for both code-based and conliguration-based vulnerabilities

Becouse [t looks for code-basad vulnerabllities

@&

Because of in-depth scanning feature
@
./

Because ol excellent reporting leature
-

Il
B

Q, Search.. @

G O )
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Question # 5 of 10 { Start time: 06:40:02 PM, 18 Augusi 2022 )

Before deploying ahy new devices In o nelworked enviranimen! what should be done with passwords?

Select the correct option

@

Change the defoull posswords
\_J

Remove the passwoids

Creale very small posswonds

)

Kesp the defoult poaswords
L

Clck 1o Biree AF

Q Search... @ = (R

@ O )
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Question # 6 of 10 { Start time: 06:40:56 PM, 10 August 2022 )

From which type of aystems URL requests should be iogged in ordar [o igentity potantially malcious ootivity?

Select the correct oplion
Motils devices

®)

On-aite devices

e

Dff-site gevices

@

Eoch of the argonizolion’s systam

Q, Search.. @ = m

@ O )
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Question # 7 of 10 ( Start time: 06:42:10 PM, 19 August 2022 )

As per molware detense control why DNS query logging should be enabled?

Select the corroct option

analyze and block inbeund emall attachments with malicious behavior

To lower the chance of spoofad ar modified emails from valid email addresses

Continuously menitor and defend orgonization’s servers and workstations

To detect host-name lookup for known malicious domains

Q_ Search... = ()

G O )
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’ C5205 - Information Security (Quiz Ne.3)
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Question # B of 10  Start time: 06:43:27 PM, 19 August 2022 )

What should standard secure configuration images represent?

Select the correct option

Hardened versions of application Installed on systern only

®

Hordened versions of underlying 08 and application installed on system

Hordened versions of OS5 only

Detault configuration version of O5 anly

Q, Search... @ =

G O )
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Question # 9 of 10 { Start time: 06:44:32 PM, 19 August 2022 )

Autormated tools should be used to verity and compare the network devices configuration with

Approved security configuration

Soma 3rd party recommended configuration

Default security configuranon releosed by vendor

Latest security configuration released by vendor

Q, Search.. @ = Q

G O )
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C5205 - Information Security (Quiz No.3)

Question # 3 of 10 { Start time: 06:38:51 PM, 19 August 2022 )

why security engineering is placed at layer 3 of transtormation model?

Select the correct option

Bacause it's a low hanging fruit

O

Consists of complicated securlty activitiss which take more time and effort

its notvery beneficial to implement so kept ot the |oter stoge

Requires very less time and effort

O
@
O

Q Search... @ = (3

G O )
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| €5208 = Information Security (Quiz No.3)

Question # 10 of 10  Start time: 06:45:38 PM, 19 August 2022 )

Whaot should an organization da to control access to sensitive information on nesd-to-know bosis?

Select the correct option
locote all senstive iInfarmation on single vians
o
[ )
Store sensitive information on multlple servers

Locate all sensitive information on separate vians

Store all senslive information en single server

Q, Search... =

G O )

Click to 54
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C5205 tarmation Security (Quiz No.3) Total Quostiens 110
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| ©5205 - Information Security (Quiz Ne.3) Quiz Start

Question #1010 { Start time: 06:48:56 PM, 18 August 2022 )

It mutti-lactor authentieotion is not supported then user accolms shall e regquiead oy

Use passwords longet than 14 characters

Uso ghort posswords which are sogy to rememibor

U sopme 0 Ssword on oll iFe systoms

Use defoult powswaords

e o o o

Clhek 1o Save AN

@ O vulmsvuedupk/Quiz/Quiz [
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Question & 3of 10 { Start time: 06:60:48 PM. 19 August 2022 )

It @ gystsm n on orgmn Eation gets compromissd, how con we prevent an atiacker o compromis:s the neighbanmg aystems

Salect tha corract option

O

e gh anthdines

Through network-based intrusion delecticn eystomi{ipa)

Thiough nelwork-posed |nifusEon prevenbon sysiemlips)

Throwgn eyEierm fireswyol

O
O
O

Click to fowe Anmwe i & Move 1o

13] E] vulms.vu.edu.pk/Quiz/Quiz. [13)
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| CS20%5 - information Security (Quir No.3) Quix Start Thma: 06:48 Py

Quastion & 4 o110 { Start time: 0&:5E38 M, 19 August 2022 )

winat shouid an ergunizotan oo 1o control ecass to ssnative nfomotion oo need-1o-know hos?

Select the correct option

O

locma all Eensitive informeation of faeporaTe vions

Store sennlthes rdommolicn ano multiple perves

lpeois all semtithva information on single viona

Store al| =nsitive Information an singie sana

O
O
O

AL V2 S0VE Answiid | LS LS

@ O vulms.vuedupk/Quiz/Quiz [3)
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| €520 - Intormation Sscunty (Quiz No.3) QuiE Start Teme: Ds:a)

Queation # 5ol 10 ( Btart time: 06:52:20 PM, 18 August 2022 )

why saCurty sngineering (s plooed of loyor 3 of tronefrmotion modal?

Saloct the correct option

O

H||||.||I|'.ﬁ wory ess rnma ond aifort

Bevouse (s a low hanging rul

Consigls of compilcoted e ity octivities which toke mom Hime ond affort

ltn not vary banahicial o Implormant 26 oot ot the Ioter stoge

O
O
@)

Gk b SoyE AnGwes & WMovE

@ O vulms.vuedupk/Quiz/Quiz [B3)
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C5205 - Infarmation Security (Quiz Mo}

LAL29%

Cruir Stort Timo: 0540 PR 10 Augpumt

Quaetion & & of 10 { Start tima: DE:S3:00 PM, 19 Auguet 2022 )

Tated Mo

Wiy CEETECOITIMEn s 10 eofifiure mon borimg oy FTaem 6 a9 Gronriaamnoy & NotworE?

Salect the correct optlon

T iplock datn loss theough mrgenamtion's netwnrk boundoriae

@]

Ta plack malkcisin trdfic of egorenfion’s nabaork Bordarme

Tt ol Ui v e O bisls, prrssw Bl Les Lty

|O

T SOLEET COTTHIMNTIIES OF SyEiRms of Qrgoncicy G Natwory Doundories

O

@ & wimsvuedupk/Quiz/Quiz [3

<

Claih Lo S drimuer & ows L0l Omesd i
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What type of machine should network administrotons uss for adomil Bistrative toske?

Salect the correct option

leaiated fram arganizmtion’s primary netwark

Emall and browsing fac|ity avallable

Used tor composing documents

CHick to 50

|1
O
A
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| ©5205 - Infarmation Security (Quiz No.3) Quizs

Quaestion # 8 of 10 ( Start time: 06:56:22 PM, 19 August 2022 )

Automated canfigurdtion manitoring tools should cormpliont with which protocol to streamiline reporting?

Select the correct option

O

Disa

Fliec

O

scop

@ & vums.vuedupk/Quiz/Quiz [3
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©3205 - informotion Security (Quir No.3) Quiz Start Time: 0848 PM, 10 August 20

Question & 8 of 10 | Start time: DE:E7:19 PM, 1§ August 20232 ) Total Mark
Ve oosiinsronilEy soew by run oed sepor = gnnﬂ':ruzl ond sheren with merpecT we resources, @hich v inerobd ties thay showild fie =ny r,rnm’
broais?

Select the correct option

I'-IEII rimil wnghermbilibies

Criticol ek vidnarobiiles

bz Al 6b uirEnaballilles

i Ty i v il it

oo e e

Chrey o Soge drssser & Wenas o Haeit O yestsnn

13] E] vulms.vu.edu.pk/Quiz/Quiz. [13)
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As per malware defanse control why DNS query lagging shoula De

jelect the correct option
i |
Continuously |

| To lower ths

p T";'FI'E here to search
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oelanse controls comes undes which cateqory of cis critical controls?



skp
Rectangle


07:01:15 PM, 10 August 2022 )

which softwares should be allowed to install ond executa?

Select the correct option

Any freely available softwar

—

Unly paid software

Softwares dis play

L Type here 1o search
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Select the carrec! option
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Security (Quiz No.3)

ﬂﬂ(itm‘lﬂmu.ﬁ 0029 PM. 19 Augus : )

As per malware defense control why DNS Query logging should be enablea?

Select the correct option

YHE Nere 1o search
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SHhould @ SVSterm 00 whenever an aoMmMInsstrator account is added or removed,

D Type heve 1o seanch
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©5205 = Information security {Quiz No.3) Quiz Start Tim e: 07:01 PM, 19 August 2022
Question #10f10 ( start time: 07:01:53 P, 19 August 2022) Total Marks:1

why secunty engineering is ploced ot loyer 3 of transformation model?

select the correct option

Consists of complicated security activities which take moretime and effort
—
®

Becaouseit's a low hanging fruit

Its not very beneficial to implem ent so kept at the |ater stage

Requires very less time and effort

Chick o Sove Arswer & Move to Next Question
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ecommends to configure monitonng systam in an orgoniZation's network?
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©5205 = Information security {Quiz No.3) Quiz Start Tim e: 07:01 PM, 19 August 2022
Question # 2 of 10 ( start tim e: 07:03:02 PM, 18 August 2022) Total Marks:1

Boundary defense controls comes under which cotegory of cig critical controls?

Select the correct option
Basic controls
()
Organizational controls
M)
Foundational controls
__ | Advanced controls
®

Chick o Sove Arswer & Move to Next Question
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©5205 - Information Security (Quiz No.3)

Tim e Left

Quiz Start Tim e: 07:01 PM, 19 August 2022

Question # 3 of 10 ( start time: 07:03:54 PM, 19 August 2022)

Total Marks: 1

In which mode should vulnercbility scanning be performed?

Select the correct option

Un-outhenticated mode

()

Deep scan mode

Dedicoted mode

Authenticoted mode

Chick o Sove Arswer & Move to Next Question
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©5205 - Information Security (Quiz No.3)

Tim e Left

Quiz Start Tim e: 07:01 PM, 19 August 2022

Question # 4 of 10 ( start time: 07.05:54 PM, 18 August 2022)

Total Marks: 1

Which of thefollowing can be used to block malicious traffic on organization's network boundaories?

Select the correct option

Host-based intrusion detection (ids) sensors
O

Host-based intrusion prevention (ips) system

MNetwork-based intrusion detection (ids) sensors

Metwork-based intrusion prevention (ips) system

Chick o Sove Arswer & Move to Next Question
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{Start time: 07:08:07 PM, 180 August 1022)

‘ol the following can be used to look tor unusual attack mechanisms on organization's network boundaries?

Select the correct option

1 Host=based intrusion prevention L

|n+r:.gf, based int

| Network-based intr

MatWOrk-Dasaea intr

[
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©5205 = Information security {Quiz No.3) Quiz Start Tim e: 07:01 PM, 19 August 2022
Question # 7 of 10 ( start tim e: 07.08:08 PM, 19 August 2022) Total Marks:1

As per limitation and control of network control of cis active ports, protocols ond services should be ossociated to.

select the correct option
All the assstsin asset inventory
—
®
Software assets in assst inventory
@

Active directory domain

Hardware assets in asset inventory

Chick o Sove Arswer & Move to Next Question
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machine used by administrators lor administrative tosks should have fallowing features

Select the correct option

Email and brawsing facilin,

All routine operational lunet - e a—

Hova internet aecps: -

|
isolated rorn
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©5205 - Information Security (Quiz No.3)

Tim e Left

Quiz Start Tim e: 07:01 PM, 19 August 2022

Question #5 of 10 ( start time: 07.0713 PM, 19 August 2022)

Total Marks: 1

From which type of systems URL requests should be logged in order to identify potentially malicious octivity?

select the correct option

Eoch of the organization’s system

()

Off-site devices

On-site devices

Mobile devices

Chick o Sove Arswer & Move to Next Question
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©5205 - Information Security (Quiz No.3)

Tim e Left

Quiz Start Tim e: 07:01 PM, 19 August 2022

Question # 9 of 10 ( start time: 0711:04 PM, 19 August 2022)

Total Marks: 1

Which policy is recommended by doto protection control of cis for mobile devices usage in an orgonization?

Select the correct option
Mobile devices should not be allowed
—
®
Employees should use only personal mobile devices
M)
Mobile devices are ollowed for higher management only
()

Hard drive of mobile devices should be encrypted

Chick o Sove Arswer & Move to Next Question


skp
Rectangle


7:11

X @ Quiz

vulms.vu.edu.pk

46
107w

< H

DC190200248: FIZA ASMA

©5205 - Information Security (Quiz No.3)

Tim e Left

Quiz Start Tim e: 07:01 PM, 19 August 2022

Question #10 of 10 ( start time: 0711:44 PM, 19 August 2022)

Total Marks: 1

The dedicoted machine used by administrators for odministrative tosks should hove following features.

select the correct option
All routine operational functions can be performed on it
—
®
Isolated from organization's primary network
r

Have internet access

Email and browsing facility availoble

Chick o Sove Arswer & Move to Next Question
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Iﬂlﬂlrdﬂm! control of cis what should be done with network traffic ot proxy?
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juestion # 2 of 10 ( Start time: 07:11:16 PM, 19 August 2022 )

Belois denlu-,-lug oy new devices In o networked environmsant whal should be dons with passworcs?

ielect the correct option

Create vary small passwords

Kesp the defoull posswords

Ramova the posswords

Change the delaull posswords

Click Lo Save
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Question # 3 of 10 ( Start time: 07:11:48 PM, 18 August 2022 )

Which of tha foflowing toals can ba used 10 anforce occess controls to data?

select the correct option

;' File integrity monitoring solution

»

| Security iInformetion and event managemeant systsm

| Hoat-based data ioss prevenbon (dip)

Matwork-tased Intrusiaon detection syslem

1]
O
A
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C$205 - Information Security (Quiz No.3)

Question # 6 of 10 ( Start time: 07:08:19 PM, 19 August 2022)

Which cis controlis described in this module?

oY

Wireless access control

Data recovery capabilities

Boundary defenses

Malwvare defenses

O | O] O ||O
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©5205 = Information security {Quiz No.3) Quiz Start Tim e: 07:01 PM, 19 August 2022
Question # 8 of 10 ( start time: 71016 PM, 19 August 2022) Total Marks:1

As per molwore defense control why DNS query logging should be enobled?

Select the correct option
analyze and block inbound email attachments with malicious behaviar
—
®
To lower the chance of spoofed or medified emails from valid email addresses
r

Continuously monitor and defend organization’s servers and workstations

To detect host-name lockup for known malicious domains

Chick o Sove Arswer & Move to Next Question
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whal type ol machine should network administrators use lor odministrotive tasks?

gelect the correct option

Isolated Irom organization's primary network

Emall and browsing facliity available

Have internet occass

e

Used for composing decuments

1]
O
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Whaot should standard secure configuration images representy’

Select the correct option

Hardened verslons of OS only

Default conflguration varsion of OS5 only

Aargened versions ol ﬂi’-"["”'."'.'ll on installed on system anly

Hardened verslions of underlying 05 ond application Instolled on systenr
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Quaestion # 8 of 10 { Start time: 07:13:38 PM, 18 August 2022 )

As per boundory defense controd of gis what should be done with network troftic ot proxy?

Select the correct option

Block all the network trafMo

| Decrypt all encrypled netwark traflic prior o anolyzing (he content

Click to Sove

]
O
A


skp
Rectangle


713 B8 (® 0O N 2ZB2= .l

(3 @ vumsvuedupk/ + ([

| ©5205 - Information Security (Quiz No.3) Quiz Sto

Question # & of 10 ( Start time: 07:13:06 PM, 10 August 2022 )

From which type of syntems URL requasts should be logged in order to identity potentially malicious octivity?

Or—site devices

Eoch of the arganizolion’s systam

Off-site devices

Mobile davices

Click o Strve A

]
O
A
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©5205 - Information Security (Quiz No.2)

Question # 2 of 10 { Start time: 07:13:28 PM, 19 August 2022 )

arm do whenever an administrmior account is odded or removed?

Select the correct option

Redy | =3 I CErTen rlg
Issue o ey cncd o
I | Black that a il
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CS205 = Infarmation Sscurity (Quir No.3) Quiz

Quection # 2 of 10 | Stort timo: 071441 PM, 18 August 2027 )

By e [ fiory feor ontrol of i whol shic I o gkt W roallic I| (1§

Ezloct the correol option

Riock ofll tTis nabvweore trret

Dhesst: VL @l ey pled rislvwoel Lralbc prion Lo dnalyeing e carilenl

Uss Blockilst to ofow ocoess o eies wihout gscryping
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£5205 - Infarmation Security (Quiz No.3)

Question & 4 of 10 ( Start time: 07:15:45 PM, 19 August 2022 )

Fach person with odministmtor occcount should be outhorized by?

Select the correct option

Systerm administrator

SENIor executivo

. Ir'-'I.'-‘:']—:!'.k' IBCm

Hetwork aorministrator
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€$205 - Information Security (Quiz No.3)

Question # 10 of 10 ( Start time: 07:16:11 PM, 18 August 2022 )

Which of the following cis critical control is discussed in this module?

Select the correct option

Boundary defense

Data protection

Malware defense

Secure configuration for network devices

1]
O
A
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after getting vulnerabifity sconning results patches should be opplied to?
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Question # B of 10 [ Start time: 07:17:23 PM, 19 Auguset 2022 )

Which af the lollowing (oods con be used [o enlorce nocess aonirols (o dolo?

Salact the corract option

merwork-biose i N daTact o SyEre
I Cariky T rl !
cur T OFTTI id even 1 T vElE

t-based datn loss prevantion (dip;
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CSI05 = Information Security (Quiz Na.1) Quir 5ti

Quaation ® 7ol 10 [ Starl tme: 07:10:05 PR, 18 August 2023 }

Aot typs of mic r { ri v froinistrotors uso for ocdministrobtive in

Salect The correct option

Jead Tar composing dosumeant
Email and browyeing taciity Lellla el
3] it 1
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Ag par mahwane delensa contfol why DNS gueary logaing should Be ancbied®

Select the correct option

To detect host-name loo¥up for known malicious domains

Continuously monitor ond defend orgonirolion's servers ond workstations

analyze and olock Inbound emall attachmaents with mallSlous Dehoion

Ta [ower the chance of spadaled or modiliad aamalls frem wallid emall adaressas
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CGuestion @ 10 of 10 | Stert time: 071035 FM, 19 Auguest 2022 )

b el eea st rrnie fires Gseed By csdrranisiraioss for adrrissdslraiive tesks shouied Rerve lewwairicy Fesluie

Solect tha correct option

All rou | itl netior i Etfoirmied of
Ermnil and brr | fon ¥ t
I 1 t | rTTH T I
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