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TOPIC 01

Week 1

Network Modeling and Simulation

Course code CS432
Credits 3+0
Instructor

Dr. Ali Hammad Akbar
Lecturing style

Video lectures of short
duration

(5-7 minutes)

Evaluation
® (Quizzes
® Assignment

® Simulation modules

® Mid-term and final




Enter the complex world

of networks

e Can we simplify it?
* Or at least the discussion

of 1t?

Knowing me
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® Wireless Networks
Distributed Systems
Enterprise Network
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S Introduction to Network
Data Communication _
""" " Design & Analysis

(C5601)

: (CS206)
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Computer Network Routing and Switching

CS610) S— (C5407)

Modeling and Simulation
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TOPIC 02

Need for NeMS

In this module

Let us explore the need and
motivation to perform Network
Modeling and Simulation
(NeMS)

Technology Landscape

(1 0of 4)

Communications systems:
Evolving rapidly

User demands:

High performance networks
Service providers: Rapidly
expanding their network
infrastructure

Technology Landscape

(2 of 4)

Network researchers face the
protocol war

Developing new communications
techniques, architectures and
capabilities
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Technology Landscape
(3 of 4)

Equipment vendors:
Release new devices with
increasing capability and

complexity
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Technology Landscape

(4 of 4)

Technology developers and
OEMs:

Developing NG equipment
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CISCO

Stakeholders challenges
® Network developer
® Network Designer
® Operational Engineer
® Architect

Network designer/developer
® How do I satisfy the QoS
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demands of users amidst
emerging technologies and
techniques viz a viz legacy
counterparts?

Network Engineer in
operations
® What is the right approach to
solving my problem?
® Do [ buy latest device from
company X that claims to solve
all my problems?
® Do I replace underlying
technology of my system with
the latest generation?

Next Generation Network

Architect
® How do I know how this new
approach will interact with
already existing protocols?
® How do I build confidence in
the utility of this approach
without producing and
deploying the technology?

NO

® Prototyping & empirical
® testing

® Trial field deployment

® Modeling and Simulation
® (M&S)

® Analysis

COST Abstraction
END
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What is NeMS?

In this module
We shall understand NeMS as a single concept and break it further down
® What is modeling?
® What is simulation?
® Network Modeling and Simulation is often considered a single term.
Simulation is
Imitation of behaviour of real-world system
Computational re-enactment
According to rules described in model
Modeling precedes simulations
Together they form an iterative process
Approximate the real world systems

What is NeMS?

Design unsatisfactory:
Reconsider

Validation
Thru

Modeling
For

® (onsider a simple signal detection circuit
of users with DBMS




® [ts simulation could give out
— Correct result
— Incorrect result
— No result

Why!
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® Because its behaviour has to be governed by its model
— Transceiver design (Detection theory)
— Digital circuit (Boolean algebra)
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Vour

Model
® [ogical representation
— Complex entity
— System




— Phenomena
— Process
Network Model
® [n communications
— Analytical representation
— Mathematical form
— State Machine
— Closed or approximate form
Computer Simulation
® Computer software
— Reproduces behavior
— Certain degree of accuracy
— Provides visual insight

END

TOPIC 04

What is Model?

In this module
We shall learn
® What is a computer model?
® What are types of models?
Computer Model
® A template on which a computer program runs
* Inputs
* Qutputs
. Behaviour
* Model definition
® Descriptive
® Analytical
® Mathematical
® Algorithmic
Types of computer models
® Stochastic vs Deterministic
® Continuous vs discrete
® Steady state vs Dynamic
® [ ocal or Distributed
® Linear or nonlinear




® QOpen or closed

Stochastic vs Deterministic
® Deterministic models have no randomness
® Given input always produces same output
® Defined as a state machine Most common type of computer model

Stochastic vs Deterministic
® Stochastic models don't have unique input—output mapping
® Unpredictable execution
® Associated simulations are pseudo-random using random number generators
® Not widely employed

Continuous vs Discrete
» State variables assume
any value in continuous
» State variables assume only discrete values in discrete-state models
® Continuous or discrete-time models
* Discrete computer models need clocks and timers

Steady state vs Dynamic
® Steady state models establish input-output relation in equilibrium
® Simpler
® Dynamic models integrate internal changes to the system with changing inputs
® Complex

Local or Distributed
* A distributed model would require multiple computing platforms
® Distributed networking
® Need synchronization
® Better emulate real world
* Local models require single platform
Simpler to implement

Linear or Nonlinear
* A model that maps inputs to outputs linearly is simpler
* Nonlinear models involve complex functions
® Difficult to implement

Open or Closed
* Open model define and require external inputs
* A model that does not take external inputs is closed
® Automated systems




What is Model?

Stochastic Continuous Linear
Deterministi Discrete Nonlinear

~

Supra-modeling
potey

End

TOPIC 05

Modeling Perspective & Intra-Model Relation

In this module
We shall learn
® What needs to be modeled?
® Which is the most suitable model?
® How to do most appropriate modeling?

Model only what you understand
« Utility of model is as good as it mimicks real world system
* Knowledge of system is pre-requisite
*  Wireless model requires




® Free space path loss
® Hidden terminal
® Absorption

-
Understand Your Model

*  Your model has

® Your perspective

® Your assumptions

® Your analytics/maths
* Caching server

® Response time

® Infinite buffer

® Queuing theory

Caching server

L Client }

> N J Web Server}
-

v/_

<
<

End-to-end response time

Average Response Time = Average Number in System / Average Throughput

Model what you need & no more
* Underdefined model
— Simplified analysis
— Easier Simulations
— But, untrustworthy
* Overdefined model
— Harder to realize
— Complex analysis
— Long run simulations
— Very reliable
— But, increased error




* A. Poor utility
* B. Optimum utility
« C. Marginal increase in utility

Modeling Perspective & Intra-Model Relation ;\

Owvarsimplistic

- % . Practical
L=
—_
SE
[ B
I Unachievable
Modeling Fidelity
End

A. Poor utility

B. Optimum utility

C. Marginal increase in utility

! ‘

What is Simulati o
In this module

We shall under?
® Simul tputs

>

>




What is Simulation?

Modaled Inpuls

Computer
Software

Algorthms

Modeling and Simulation

Simulated outputs
END

Terminoclogies




TOPIC 07

What is Simulation?

In this module
We shall explore and learn
® A simple use-case
® What is its simulation?
® What are modeling and simulation terminologies

Please recall that
® Simulations are pieces of computer software
® [mplement algorithms
® Take inputs
® Give outputs

* *

w

A simple use case: One-hop Communication Network




What is Simulation?

Computer
Software

Modeled Inputs PO DA Simulated Outputs Q
H'.nl.r;innn —=mn "

Modeling and Simulation
Terminologies

o4
& Modeled inputs

V. 4

Modeled inputs










imulated outputs

END O

tion Building Process

In this module

We shall explore and learn
® Simulation building process
® [nside computer




® Simulation run

Remember!
® One hop communication scenario
Simulation building process
® Entities
® Wireless computers
and their packets (multiple instances)
® WiFi AP (single instance)

Simulation building process
® Entities (continued...)
® Traffic generator (single instance)
® (reates wireless computers and their packets

Simulation building process
® States
® WiFi AP (idle or busy)
® Each computer generates a number of packets
® Each packet successful/failed

Simulation building process
® Events
® Wireless computer creation
® Packet generation
® Wireless AP activity
® Each packet successful/failed

Simulation building process
® (Queues
® Frames waiting in output queue of wireless computer
® Frames (Packet) at WiF1 AP input queue

Simulation building process
® Random realizations
® Packet lengths
® No of frames per
wireless computer
® No. of wireless
computers

® BER and PER

® Packet drop ratio
in WiFi AP input queue




Simulation building process
® Distributions
® Uniform/Gaussian
® Packet lengths
® No of frames per
® wireless computer

Simulation Building Process

| tteration =0 |

}

Read input ()
Write output ()
Initialization ()
Print status ()

measurements
A

Direct

++ lteration
Timing ()
Print status ()

What happens
inside the
computer

Event routine of Type 1

Event routine of Type 2

Model
Entities
State

variables
States
Events
Queues
Scheduling

disciplines
Randomness
Distributions

Event routine of Type 3

Generated output <
Required output

Report Generation |

Simulation run
® I[nputs created/initialized

® Events of transmission, reception and noise occur




® Randomness causes queues to behave and err
® Packet successes/failures
® Simulation logs/compiles outputs

END

TOPIC 09

Components of Simulator

In this module

We shall determine
® Components of a typical simulator
® Their relationship and organization

Simulations run on simulator
A self-contained program
Event queue

Simulation clock

State variables

Event routines

Input routine

Report generation routine
Initialization routine
Main program

Event queue
® Number of events in an ordered list
® Determines complexity
® Total simulation time

Simulation clock
® (Global variable
® (Clock ticks (constant and small increments)
® Time driven
® FEvents occurring
within incrementing time are of interest
® Event driven

® Time is fast forwarded to the occurrence of event

State variables




® Together define the state of the system

Event routines

® Handle the occurrence of event

® Event creation

® Event action

® Updates state variables

® Updates event queue
Input routines

® Provide user interface
(UD

® Takes parameters

® Passes to main program

Report generation routine

® C(alculates results

® Provides to user interface
(U

Initialization routine
® Initializes
® State variables
® Global variables
@ Statistical variables

Main program
® C(alls other routines

® Initializes and terminates simulation

END

TOPIC10

Types of Simulations

In this module
We shall summarize
® Performance evaluation techniques
® Types of simulations
Performance Evaluation Techniques (PETS)
® Simulation: behavior of interconnected subsystems & subprocesses




® Evaluation: measure of
an aggregate systemic

property
® Efficient and confident

PETs

Direct measurement
® Not abstracted
® Incorporate real workload
® Maps to real world

Behavioral sensitivity
End-to-end not possible

L

Real world

Y v

Modeling Direct Measurement

Direct Measurement

¥ Y

. Analytical Simulation

Only available for operational system

o/

PET

v
Virtual world

: |

Y
Analytical

Y
Modeling




Types of Simulations

Simulation
Types
Monte Carlo )
. ) Trace driven
simulation
Discrete Continuous
events events

Monte Carlo
® No time axis
® Model probabilistic phenomena that do not change with time

Trace driven

® Ordered list of events
as input

® Expected outputs!

Continuous event
® States change to inputs

at non discrete times
® Consequently has a very large number of outputs and state changes
® Generally transformed into discrete event simulations

Discrete event
® No events between intervals
Finite events and output

END




TOPIC 11

Common Simulation Pitfalls

In this module

We shall understand
® (General and programming mistakes
® Simulation inaccuracies
® Misleading results

When to simulate!
® Analytical model not feasible (complex)
® Analytical model not possible (too simple)
® Simulate to verify analysis
® Otherwise simulations

are unnecessary

When not to simulate!
® Analytical model gives good enough representation
® Simulation takes months
® Simulation is expensive
® Simulation is non-scalable

General mistakes

Inappropriate levels of details
Improper selection of programming language
Unverified models

Improper initial conditions

Short run times

Poor random number generators
Inadequate time estimate

No achievable goals

Incomplete mix of essential skills
Inadequate level of user participation
Inability to manage simulation project

Simulation inaccuracies
® Over reliance on link budget methods for abstraction
® Overly simplistic modeling of radio layers

END




TOPIC 12

Common Simulation Pitfalls

In this module

We shall understand
® (General and programming mistakes
® Simulation inaccuracies
® Misleading results

General mistakes

Inappropriate levels of details
® Include what is relevant
® Too fine simulations computationally heavy
— Many interdependent parameters
— Difficult to assess their interplay
® Tip: Necessity & sufficiency

Improper programming language
® Scope & type of simulation determine
best choice
® Object oriented vs procedural
— Types/diversity of simulation parameters
® Interpreted vs compiled
— Machine dependence
— Speed

Unverified models

Programming is non trivial
Semantic mistakes

make simulations get
Wrong results

Misleading results

Modular verification a must

Improper initial conditions
® [nitial condition not steady state
® Often a late realization
® Surprisingly wrong results
® May never converge
Short run times




® Strong dependence on Initial conditions
® Don't achieve true steady state

END

TOPIC 13

Common Simulation Pitfalls

In this module

We shall understand
® (General and programming mistakes
® Simulation inaccuracies
® Misleading results

General mistakes
Poor random number generators
® [acking pseudo-random sequence leads to predictability
® Wrong choice of seed value could cause inadvertent correlation between processes
— Use celebrated RNGs
Inadequate time estimate
® Models overstate the simulations
— Implementations get delayed
® Software development life cycle must assess model complexity
No achievable goals
® (Goals not defined
— Tangible output analysis
— Logs and trace files
® (oals are unreal
— Affects simulation complexity and implementation
Incomplete mix of essential skills
® Domain knowledge
® Statistics
® Programming
® Project management
® Past experience
Inadequate level of user participation
® From modeling to implementation
® UI design
® Output analysis
Inability to manage simulation project
® Simulations are not monolithic




® Need software engineering tools
— Multivariate design
— Code management
— Track changes

END

TOPIC 14

Common Simulation Pitfalls

In this module

We shall understand
® (General and programming mistakes
® Simulation inaccuracies
® Misleading results

Simulation inaccuracies
Over reliance on link budget methods for abstraction
® [ink budget losses overly static
— Fair enough for steady state analysis
— Dynamic analysis not possible
® Results are misleading

Simulation inaccuracies
Overly simplistic modeling of radio layers
® [owest layer often ignored
— No bit level BER & delay
® Often the Achilles heel
® Wrong results in highly dynamic use cases




Common Simulation Pitfalls

Solve the Ei

Short run times

Inappropriate levels No

of details Clear Improper initial
Improper selection of goals conditions
programming language Short run times
Inadequate time Poor RNG No SE tools

estimate

Unverified models

Lacking essential skills

Link/radio layers

No user
participation

END

TOPIC 15

Week 2

Development of Systems Simulation

In this module
We shall understand

® The process of development of systems simulations

® Development life cycle




A “Still I am not dead yet!” scenario

h=2Xat* +vt+s,

‘m 2

Available

h = height (feet)

¢t = time in motion (seconds)

v = initial velocity (feet per second, + is up)
s = initial height (feet)

a = acceleration (feet per second per second

Not available
Mass of object
Air resistance
Location of object

A “Still I am not dead yet!” scenario

/* Height of an object moving under gravity. */
/* Initial height s and velocity v constants. */

main()
{
float h, v=100.0, s = 1000.0;
int t;
for (t=0,h=s; h>=0.0; t++)
{
h=(-16.0 *t*t)+ (v *t)+s;
printf(““‘Height at time %d = %f\n ”, t, h);
h




t v h
0 100 1000
1 68 1052
2 36 972
3 4 860
4 —28 719
L —60 540
6 —92 332
7 —124 92
Height of falling object
1200
1000« * o
£ 800 " =
5 % -
- = Height
T 200 ) i
0
0 2 4 6 8

Time
Development Process

Problem formulation

Data collection & analysis

Simulation development

Model validation, verification, & calibration
“What-1f” analysis

Sensitivity estimation

Problem formulation

® Identify controllable and uncontrollable inputs
Data collection & analysis

® What to collect

® How much to collect

® C(Cost and accuracy trade off

Simulation development
® Codify, codify and codify!
Model validation, verification, & calibration
® Validation
® s it the right system?
® Emulates real phenomenon
Model validation, verification, & calibration




® Verification
® Are we building the system right?
® [mplementation must correspond to the model

Model validation, verification, & calibration
® (alibration
® Parameter estimation
® Tweaking/tuning to ensure that simulated data follows real data

“What-if” analysis
® Performance measures with different inputs

Sensitivity analysis
® Relative importance of different parameters with respect to output

® Even with respect to each other

Life cycle of Simulation Development

1. Descriptive Analysis

Validated, Verified Base Model

2. Prescriptive Analysis

Goal Seeking Optimization
Froblem Froblem

3. Post-Prescriptive
Analysis

Stability and the What-If-Analysis

END
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Recommended Text and References

In this module
We shall assess
® NeMS coverage of contents
® Most suitable resources
® Text books
® References Books
® Online Resources

NeMS contents cover
® Well known mathematical models, equations and forms
® Widely used simulation tools and code reusability
® Their inter-relationship

NeMS contents don't cover
® Mathematical derivations from scratch
® Programming dexterity

Uptill now
Basics of NeMS
® Mohsen Guizani et al, “Network Modeling and Simulation” John Wiley , 2010.

Network
Modeling
~ Simulation

Uptill now

Basics of NeMS

Jack Burbank et al, “An Introduction to Network Modeling & Simulation for the Practicing
Engineer” John Wiley , 2011
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Mebwiek Modeling
ared Srmuslation Tos
the Pracliing
Enginger
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Uptill now
Basics of NeMS
® John A. Sokolowski & Catherine M. Banks, “Modeling and Simulation Fundamentals”
John Wiley , 2010.

Recommendead Text and Refereaences

Maxt Roadmap (1L of 2)

AT =+
. Ml

OMNeT++

= E_-

= eclipse

Next Roadmap (2 of 2)

TicToc tutorial

OMNET++ Manual

Website:  https://omnetpp.org
INET Framework for OMNeT++
OMNET++ Wiki

Mixim Sourceforge Page

END




TOPIC 17

Introduction to OMNET++

In this module
We shall cover
® What i1s OMNET++?
® How to get a free copy?
® How to compile and install on Windows?
® Running for the first time

What is OMNET++
® Objective Modular Network Testbed in C++
— Simulation kernel
— Component-based simulation library
* A framework, not a simulator
® Designed to create & simulate any network

Simulation Kernel

Event Chiauie (S2e n)
i) Hrme |

A ordaring by fmestamp
1
! |
el b B O

hmaslamp

t+5

{2} processing
rt:n'at_gq' o _En-'er?r

e .

= Simulation kernel terminates / H‘x
when: l (1) event af

- MNo more events in event queue
- Termination condition reached
- User terminates

i3 naw avents
aoded la quele

Getting a free copy
® www.omnetpp.org
® Download the latest release (4.6 in our case)




omnetpp-4.6-src-windows.zip
® Complete folder
— C++ compiler
— CMD line build environment
* Download source code

Compile & Install
® Compiling and installing on Windows self-contained
® Enter OMNeT++ folder that you unzipped
® Run the file called Mingwenv.cmd

Minimum GNU environment for Windows
compilers provide access to functionality
of Microsoft C runtime and some
language-specific runtimes

Compile & Install
® When terminal appears, enter the commands

.Jconfigure
make
Build process produces
debug and release
binaries
p : Debug is elaborate
+ bin but slow
. Debug
Release is optimized
. Release and fast
Debug mode

® Does not optimize the binary it produces
® Source code and generated instructions relationship is complex
® Allows accurate breakpoints setting
® Allows code step-through one line at a time
® Compiled with full symbolic debug information
Release mode
® Enables optimizations
® (enerates instructions without any debug data
® [ots of code could be completely removed or rewritten
® Resulting executable may not match with written code




Running first time

o« OMNeT++ comes with an Eclipse-based Simulation IDE
o Type omnetpp

B Sim ubsThen - Chdse T == KD

-
= 5%
Fe Bt Merigsls  Secidh Proled Fon Veiedoss  delD
-2 A R T 1 | B Shwation
— et Ewplor

Bl ahsha -

[

L ks

L sanbesicineg

1 senhecichngs

T fifa

e hslipg give

i hypeeouba

[, G Y -
P F =T

F -
¥ Doty Wi
= probbanes [T Macaule s 700 MED Pas | [ MED Trban =
Bl
s permibinrs Barmres [

i ] iL 1]

Select the default workspace
® A workspace is a logical collection of projects
® A workspace called p2p may contain only peer to peer applications

b=

7] Workspace Launcher

Select a workspace

OMMeT++ IDE stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

Workspace: D:\Saturd ay_Ali

- Browse...

[] Use this as the default and do not ask again

END




TOPIC 18

Overview of OMNET++

In this module

We shall cover
® Design of OMNET++
® Model structure

Overview of OMNET++

Design of OMNET++
Requirements Design features
Large Scale Simulations } Hierarchli/clzg(ljesiisrnulation

Reusable components

Reduce debuggingtime Provide visualization

J J

Generate inputand output)

using common sw tools [ Open data interface ’

Model development and Provide IDE ’
analysis to be unified |

Model Structure
® Model consists of modules
® Modules communicate with message passing
® Modules are C++ files
— Implement simulation class library
— Run 1n simulation kernel




® Module types
— Simple (active modules)

— Compound
Model Structure
® Simple modules can be grouped into compound modules and so forth
® Modules communicate through gates (connections)
— Directly between modules or through intermediaries .

C
A -
7

&

Overview of OMNET++

Model Structure
» No.of hierarchy levels not limited

No of componeants

| W
..ffﬂ \\\ :

»
Types of components




Model Structure

« Gates
— Input output interfaces of modules
— Allow message passing
— Linked via connection (T._,R _, BER)
PROP DATA
network jr;nple modules

compound modul /

g

4 T

E ek simple modues |

: : 1. Define
: compound modul - Module
: i types

: 3:% [1—{1—% :

2. Instantiate

3. Network implements system model «— them

e _Channels
— Connection types with specific properties
— Reusable at several places
— StandardHost talking to another StandardHost via an Ethernet cable




network simple modules

1. Define
Module

types

compound modul

sl

A

2.1 '
3. Network implements system model «—| = "piantiate

them
® Message; tuple (time stamp, arbitrary data, ...)
® Network; A compound module with no external gates
= network ’?ii[nple modules
compound modu // \ : 1. Define
: : M
: ¥ o : odule
: : types

2. Instantiate

3. Network implements system model | «— them

Module Parameters
® Pass configuration data to simple modules
Define model topology
String, numeric, boolean
Constants, random numbers

o
o
o
® Expressions as references

Module Parameters




!dlt Paramentrs
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o umTEADS 8
d
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END

TOPIC 19

Logical Architecture of OMNET++ Simulation Program

In this module

We shall cover
® Internal architecture of OMNET++
® Contents of the Simulation Library




Logical Architecture of OMNMNET++ Simulation Program

Iinternal Architecture
= DWVIMeT++ simulation progErams possess a modular STruchune

DOMMET=++ axocculable :
ERYIR :

b CRMOENY ar
i =10 J e THEMNW

5"::1""“"'-"-' - SimulRlion  —— I_r~.h..-|'|.|1.|-r.~=-_ i (Cina of .

Aol O e 3 '
Karimal) Concrata

- Basa) Lils} '

Bla is b

)

MModel Componant Library
[Simple & Compound BModule
Typas, obo.)

Model Component Library
® Consists of the code of compiled simple and compound modules

Logical Architecture of OMNET++ Simulation Program

Iinternal Architecture
= OMMeT++Sirmulation programs postess 3 mdsdular structune

: OMNE T++ axacutabla
¥
L)

EMWIR CRDEMY or 1

iSmple & Comgpound ookl
Typas, ¢l )

" Ligimp J
S N THE '
sl ] o

3'1113;:""' e e AT STEICTITS TR S '\;'.I:'::-::J?: il ol (iana ol :

i Hamrried | oncreds
i - BaseE) ™ i
. Flm| i
¥ i i :
i 1
1
1
i
Modo! Coragpomant Library :
i
1
1

Simulation Kernel & SIM Class Library (1 of 2)
® Modules are instantiated and concrete simulation model is built by the simulation kernel
® SIM covers most of the common simulation tasks through classes
—  Generate random number (distributions)
Queues (FIFO, priority)

Simulation Kernel & SIM Class Library (2 of 2)
® Messages (hold arbitrary data structures)
® Routing (explore topology, generate graph data structure)
Envir, Cmdenv and Tkenv Libraries
® Simulation executes in an environment
® Defines and determines
® Where input data come from




® Where simulation results go to

® What happens to debugging output
® Controls the simulation execution
® How model is visualized

TOPIC 20

Overview of OMNET++

In this module
® We shall cover
® Introduction to NED Language
® Graphical Editor

What is NED Language?
® A network description language
® (reates network topologies in OMNeT++
® You create alternately create topology graphically as well
® Correspondingly NED source code is automatically generated
Typical Ingredients of NED description
® Network definitions
® Compound module definitions
® Simple module declarations
Network Definition
® Network definitions are compound modules
— Self-contained simulation models
Simple Module Declaration
® Describes the interface of modules
— QGates
— Parameters
Compound module definitions
® Declaration of external interface
— QGates
— Parameters
® Definition of
— Submodules
— Their interconnections




Overview of OMNET++

Let us create a topology called My_Network using
Graphical Editor

| 4 BB oy i By 0 R i :*-,';*!
o it My Mot oy atsrel e 1] gerebta 184 el
Py i
Network name i =

—

-

My_Network

Overview of OMNET++

4 = W B I, T SE -
= o ey T S BT e 2

Vadule name

Wy _Mioduie “'_,_H*L]




Overview of OMMNET++

Compound module )
nama= —3 =
R o 1= s -

g,

=\ /
Overview of OMNET++

inside
standardHoal

\_@L

>

TOPIC 21




More About NED Language

In this module
We shall cover more
Details about NED
® Inheritance
® Interfaces
® Packages
® [Inner types
Inheritance

® Modules and channels can be subclassed
® Derived modules and channels may add

® New parameters
® QGates

® Similarly compound modules may add

® New submodules
® (Connections

Module

Derived
(Extended)
Module

More About NED Language

Examples

Simple

Compound

GenericTCPClientApp

BaseHost

FTPApp

BaseHost + WebClientApp

Interface instantiation

® Module and channel interfaces can be used as a placeholder
— where normally a module or channel type would be used
® (Concrete module or channel type determined
— At network setup time by a parameter




More About NED Language

Example

MobileHost compound module

Design time IMobility

< >
Run time

A4 A4

ConstantSpeedMobility RandomWayPointMobility

Packages
® Addresses name clashes between different models
® Simplifies specifying which NED files are needed by a specific simulation model

More About NED Language

Example
E | = I 3 . e B ] _'_I 'lﬂ | AR TR
.Ml“_ﬂr.—ilht_ﬂhﬂl fele 1] (SAF0EAE R Fas 0¥
B Pt

package book.simulations;

Package is a mechanism to organize various clases and files. The simulation
project ingide of OMNeT is callad *Book® and this NED fle is found in the
"simulations” folder of the

Project.




TOPIC 22

Configuring OMNET++ Simulations

In this module
We shall understand
® Need for separating models and
experiments
® Configuring simulations
® [NI files
® OMNET++ INI file Editor

Separation of Model and Experiments
® Always good practice to try to separate different aspects of simulation
® Model topology
— NED file
— MSG file
® Model behavior
— C++code
® Provides cleaner model
Configuring simulations
® How to capture the effect of different inputs?
— Run to run variables
® (C++ and NED code do not have such variables
® NI files provide a mechanism to specify these parameters
— omnet.ini
INI File Syntax
® Basically an ASCII text file
® (Consists of
® Key-value pairs
<key>=<value>
INI File Editor
® [NI File Editor lets the user configure simulation models for execution
® Both form-based and source editing
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® (Considers all NED declarations
® Simple modules
® Compound modules
® Channels, etc
® Fully relates this information to the INI file contents
® Editor knows which INI file keys match which module parameters

Configuring OMNET++ Simulations

| My_Network Example omnet.ini
wildcarded as **
[General] No of Apps
network = book.simulations.My_Network
#We will make standardHost a TCP Session Application in order for i to
communicate#

' ** standardHost.numTcpApps = 1

standararost. ICPApPPOl.lypename = 1 CPSessIonApPp
** standardHost.tcpApp[0].connectAddress = "standardHost1"
** standardHost.tcpApp[0].connectPort = 1000

— #We will make standardHost1 a TCP Echo Application, this means that it will send

an echo packet once it receives a packet.

** standardHost1.numTcpApps = 1

** standardHost1.tcpApp[0].typename = "TCPEchoApp"

** standardHost1.tcpApp[0].localPort = 1000

** standardHost1.tcpApp[0].echoFactor = 3.0

#**.ppp[*].queueType = "DropTailQueue"

#**.ppp[*].queue.frameCapacity = 10

#**.eth[*].queueType = "DropTailQueue"




Configuring OMNET++ Simulations

Example

Application Name

[General]

network = book.simulations.My_Network
#We will make standardHost a TCP Session Application in order for it to
communicate#

PAPPLY].
** standardHost tcpApp[O] connectPort = 1000
#We will make standardHost1 a TCP Echo Application, this means that it
will send #an echo packet once it receives a packet.
** standardHost1.numTcpApps = 1
** standardHost1.tcpApp[0].typename = "TCPEchoApp"
**.standardHost1.tcpAppl[0].localPort = 1000
** .standardHost1.tcpApp[0].echoFactor = 3.0
#**.ppp[*].queueType = "DropTailQueue"
#**.ppp[*].queue.frameCapacity = 10
#**.eth[*].queueType = "DropTailQueue"

Configuring OMNET++ Simulations

Example
Which portto
[General] connectto

nebwork = book. simulabions. My _MNebwork

#We will make standardHost a TCP Session Application in order for o
communicate

= standardHost. numTcpipps = 1

- .-.lan dﬂrdHﬂit h:p-hpp{uf t:.rptnunt = "'i'CF'E-H.srunApp'

#an cchn packel once i receives a pnn:kct

** standardHost 1 numiTcpipps = 1

= standardHosi! . icpipp[0]. typename = “TCPEchospp”™
** standardHost! tcpApp{0]. localPort = 1000

= standardHost! icpipp{0].echoFactor = 3.0

#* pppl"l.gueueType = DropTailQueus”

#** pppl*l.queue. rameCapacity = 10

#** eth["].queueType = "DropTalQueus™




Configuring OMMNET++ Simulations

Example

Reply siza =
[General Echo Packal® EF
nebtwork = book. simulations. My _Mebewvork
#FWe will make slandardHost a TCP Session Application in order for tfio
Ccommuncate
== standardHost numTcphpps = 1
== standardHost icpipp{0] typename = “TC PSessiondpp”
== standardHost icpippll] connectbiddress = “standardHosi1™
== standarddost icpfppl0l.connectPort = 1000
#We will make standardHost1 a TCP Echo Application, this means that & will send
#an echo packet once i recaives a packet
== giandardHostil numTopapps = 1
== standardHost1 i ppl0] typename = “TC PEchospp™

1-t-nd.-r-d:|-lcu11 b:p-ﬁnppnil.'ll hi:.-ﬂﬂd = 1000

o E ek S Le Ll . = H = WL W | LM}
#% eth["] queuseType = "DropTaiCusue”

(&)

Configuring OMNET++ Simulations

Example

Who to connect
|Generall with whom

nebwork = book. simulations. My _Network

#vie will make standardHost a TCP Session Application in order for X to
communicates
- :tnndnrdHu:tn umT:pnppu = 1

!We wil mnh standardHost! a Tl:P Er.hn Apphkcation, this means that &
will send #an echo packet once it receives a packel

= standardHost1.numTcpipps = 1

** standardHost1 icpApp(0] typename = "TCPEchoApp™

= standardHost! tcpipp([0] localPort = 1000

= standardHosi1.tcpippl0] echoFactor = 3.0

# pppl*l.queuveType = "DropTailQueus™

& ppplT].queve. rameCapacidy = 10

#* eth[*].gueueType = "DropTaillusus”




Configuring OMNET-++ Simulations

Example

[General]
network = book. simulations. My_MHebtwork

Queuing behaviour

#e will make standardHost a TCP Session Application in order for
communicate

= standardHostnumTcplpps = 1

= standardHosticpippi0].typename = "TC PSessiondpp”

= standardHost icpipp(0] connectiddress = "standardHost 1™

#We will make standardHost! a TCP Echo Appkcation, this means

o

= standardHost ticpippl0] connectPort = 1000 ‘+!
it will send

#an echo packet once § receives a packet

= standardHost! . numTcpipps = 1

= standardHost! tcplppl0] typename = "TC PEchospp™

= standardHost1 tcpapp{0]. locaPort = 1000

- :tlnd.nrdHnsﬂ 1:p=~.ppi[ﬂ} ld'lnFn:tn' 3.0 l

()]

Configuring OMNET++ Simulations

Example

[General]

Buffer Size

network = book simulations, My _Nebwvork
#We wil make standardHost a TCP Session Apphcation in order for it
communicate
= standardHost. numTcpapps = 1
".:lnnﬂurﬂﬂuﬂ.tnnﬂ-m{LWnnm = “TCPSessionipg”
= standardHosbicpipp{0].conneciiddress = "standardHost1”
= standardHosticpipp[0].connectPort = 1000

I

#/e wil make standardHost! a TCP Echo Application, this means 1I'#ut it will send

#an echo packel once it receives a packet
= standardHosil . numTcpipps = 1
= standardHosi! fcpipp[0].typename = "TCPEchoipp”®
".:tnnd-lrﬁanuli fepappl0].localPort = 1000
= standardHosl] tcpipp[0].echoFactor = 3.0

2 popl™] qm.-u:T-_.rp-u "DrinnlClu-:u-&
=2 0




Configuring OMNET++ Simulations

Example

TOPIC 23 &

Q2

BUILDING SIMULATION: q

In this module 0

We shall cover
® Build Process O
® How to bu

[ OMNET-%“ations
(;9\
&




Building Simulation Programs

End-to-End Process
(Build + Configsure+ Run + Analvze)

o i
MSG Files
Simulaton kernel T
v ) 1
User interface Libraries 0p_Msge
| i 1
Ct+Sowrce . :
— \ *_mish fles
N, Compling | 57 | e
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Simulation > Rumng «—
. Program
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Result Files




Process of Build
® Same as building
any C/C++ program from source

— All C++ sources need to be compiled into object files
— All object files need to be linked with
necessary libraries to get

* Executable
* Or shared library

 Initial build takes longer on indexing before building the project
* Dependency generation in the generated makefiles
* C(lasses, functions, methods, variables, macros

Simulation - OMNeT#4 IDE - A
ch | Project  Run  Window Help

Cloga Project - q
= | i Buld A ctri+8 | b
| BuidProect | P
Build Working Set ’
Clean...

| Buid Automatically

Propertes
]'I
w ‘r

@(;Q

&

C
A -
7




Building Simulation Programs

Using Mingwenv

« Once you have the source files ( *.ned, *.msg,
*.cc, *.h) in a directory
— Change the working directory to there
o Type
S opp makemake
o This will create a file named Makefile
o Type
S make
o Your simulation program should build

A makefile is used to tell the compiler which source files
you want to compile. It'll also do things like name your
executable and place it in a specific location.




Building Simulation Programs

4

Where to next!
MSG Files
Smylaton kernel .
& S
User nterface Libraries opp mege
i .
Coe Source
- \“H' _mecch fies
Sy Compling - |
1 et fe—
Smulaton B m’"_"”" T
L)
Result Fies
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RUNNING SIMMULATION

In this module

We shall cover
® What is a simulation run?
® Quick Run
® (Creating run configuration

What is Simulation Run?
® [aunch the built project make file

OMNET++ IDE Features
® Single runs
® Batch runs
® Run numbers
® Graphical mode (Tkenv)
® Command mode (Cmdenv)
® Simulation configuration
® Recording event logs
® Debug support

Quick Run
® In Project Explorer, select a project
® (licking Run button on the toolbar
® Runs vary
— Folder
*  Runs if single ini file present
— ini file
» Use this as the main ini file
— NED file
» Scan for available ini file
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Running Simulations
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Running Simulations

Launch Configuration
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Running Simulations

Launch Configuration
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Running Simulations

Launch Configuration
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Running Simulations ’&
@

Where to next! O
MSG Files
Simulation kernel S
4 T
User interface Libraries o, syt
C E:u L
++ S0UMce
S h * m.coh files
x_ Cumpnmg R .
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Animation and tracing

In this module
We shall cover
® What is animation of simulation?
® What is traceability of simulation models?
® Object inspection
® Tkenv and its feature set

Animating Simulation(1 of 2)
OMNeT++ 1s capable of
® Animating
— Flow of messages on network charts
® Reflecting
— State changes of the nodes in the display

Animating Simulation(2 of 2)
® Animation is automatic
® No programming need for simulating engineer
® Suitable network simulations
— Rarely need fully customizable animation capabilities

Simulation Tracing
® Simple modules may write textual debug (trace) information like
printf()
® OMNET++ provides Module output window




— Special window to display output stream
® Eases following the module execution

Simulation Object Inspection
® An object inspector is a GUI window associated with a simulation
object
— Displays contents and properties
® Three types
— Network Display
— Log Viewer
— Object Inspector
Tkenv (1 of 2)
Tkenv is a graphical runtime interface for simulations
® [t provides
— Network visualization
— Message flow animation
— Log of message flow
— Display of textual module logs

Tkenv (2 of 2)
® Inspectors
® Visualization of statistics
— Histograms, etc. during simulation execution
® Event log recording for later analysis




Animation and Tracing

Tkenv in action

Object inspector

Timeline
Future Events Set (FES) on log scale
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Organizing and Performing Experiments

In this module
We shall understand
® Need for organizing experiments
® How to organize and perform experiments

Need for organizing experiments(1 of 4)
® Stuart Kurkow, “MANET Simulation
® Studies:
® The Incredibles,” ACM’s MobileComputing and Communications
® Review, 9(4):
® 50-61, 2005

Need for organizing experiments (2 of 4)

Repeatable
® Fellow researcher should be able to repeat
Unbiased
® Results must not be specific to scenario used in experiment

Need for organizing experiments (3 of 4)

Rigorous

® Scenarios & conditions for experiments must be truly representative
Statistically sound

® Experiments results must not violate mathematical principles




Organizing and Performing Experiments

Need for organizing experiments (4 of 4)

151 papers presented at Mobioc (2000-2005)
114 of 151 (75.5%) are simulation-based papers

34 of 114 (29.8%) did not state simulator used

98 of 112 (87.5%) did not include confidence
intervals

106 of 114 (93%) did not address initialization bias

efc,

&




Organizing and Performing Experiments

Relationship between terminologies

e
H\""\.

™

S~
s Uses one '-
Usesone - 1
or more
model unlgs wuikh
" Stuly ————  Model
| Performs
one or more |
. expenmens Consists of
_ - several
N . measurements
— Experiment —— ~+Measurement
Consists of one
or more
replications
1

Replication




How to organize experiments

(1 of 6)

Model
® The executable
® (C++ files & external libraries + NED files
® [nvariant for the purpose of experimentation
® [NI file not part of model

How to organize experiments
(2 of 6)
Study
® One or more experiments to investigate a phenomenon
® Usually many experiments
® One or more models

How to organize experiments

(B of 6)

Experiment
® Exploration of a parameter space on a model
® Only and only one model

How to organize experiments
(4 of 6)
Measurement
® A set of simulation runs on the same model with same parameters
® (haracterized by INI file
® But with different seeds
® May involve replication for averaging out

How to organize experiments
(S of 6)
Replication
® One repetition of a measurement
® Replication can be characterized by the seed values it uses

How to organize experiments
(6 of 6)
Run
® One instance ofrunning the simulation
® Characterized by
® cxact time/date




® computer (host name)

Organizing and Performing Experiments

Example
.-"'-.--.
7 !
; 585 0ne
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or more
model only/

Study s, Model
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for |
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Replication




Organizing and Performing Experiments

Example
. ,_.-’"JF-
7 !
585 0ne
Uses one 1
or more
model only/

Study s, Model

Mobile IPv6 |—+—Periorms

nodes '

One or more |
-. experirnents} Consists of
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~ Experiment —— —+Measurement
Consists of one
or more
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Replication




Organizing and Performing Experiments

Example
,-*‘r-f.f----
;’H U
Uses one esoe
S or more
model only/ ik
"~ Sty ———  Model
Effect of
No. of hosts |\ F'E'I'fﬂl'l"l'ls

Trafficload ||

one or more |

- \experiments Consists of
: several
N , measurements
~\ Experiment —— —+Measurement
Consists of one
or more
replications

!

Replication




Organizing and Performing Experiments

Example
,-*"r-f."----
b !
585 0ne
Usesone 1
or more
model only/ ks
| Study ————  Model
No of hosts | |
=10 |~ Performs
Load |
=3.8
Consists of
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Consists of one
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!

Replication
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Sequence Charts

In this module

We shall explore
® What are event log tables?
® What are sequence
® charts?

Event Log Tables
(1 of 2)
® An eventlog file contains
— Tabulated log of messages sent during simulation
® Between modules
® Sclf-messages (timers)
— Event details that prompts such sending or reception

Event Log Tables
(2 of 2)
® User can control
— Amount of datamrecorded from messages
— Start/stop time
— Which modules to include in the log

Event Log File Creation (1 of 2)

® Type
$ record-eventlog = true
® Output placed in
/results directory
® Filename
$ {configname}-$ {runnumber}.clog

Event Log File Creation (2 of 2)
Using INI file event log configuration
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Sequence Chart
® Displays eventlog files
in a graphical form
» Helps focus on causes & consequences of events/messages
» Helps users understand
—Complex simulation models
—Verify implementation for desired behavior




Sequence Charts

Understanding the Legend
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Sequence Charts

Understanding the Legend
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TOPIC 28

Simulation time
hairline

Sequence Charts

In this module
We shall understand

®Parts of sequence charts

® What is timeline?

®Types of timelines

® Interesting ways to interpret sequence charts




Sequence Charts

Parts of Sequence Charts
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Sequence Charts

Parts of Sequence Charts
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Sequence Charts

Parts of Sequence Charts
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Sequence Charts

Parts of Sequence Charts
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Modules, Events, Message Sends




What is Timeline?
® Simulation time mapped onto the horizontal
axis
® Various ways
— Intervals between interesting events
often of different magnitudes
® Example
— MAC (ms)
— Higher layers (ms)

Types of Timeline
(1 of 2)
® Linear: simulation time proportional to distance measured in pixels
® Event number: event number proportional to the distance measured in pixels

Types of Timeline
(2 of 2)
® Step: distance between subsequent events is same
® Nonlinear: distance between subsequent events is nonlinear function of simulation time
between them

Interpreting Sequence Charts
® Zero Simulation Time Regions
Gutter
Events
Messages

[
[
[
® Displaying Module State on Axes




Sequence Charts

Zero Simulation Time Regions

sendessagdat

Enid-SErAE

\ 54

Multiple events may occur at the same
simulation time

Gray background indicates that

the simulation time does not change
all events inside it have the same
simulation time




Sequence Charts

Gutter

21805} Mims 415 b8lnis ‘isifmg  +ktins 15 Blre 475 e +25 1 ms Llg diips
[Raage: 631 His
: d ertical hairline
Time prefix value rue time = Currently visible time
2180 s + 2 s 60 ms in window =
1.769s~24s

Nonlinear time




Sequence Charts

Events Processing

sendMessagebvert

Self message proc

Initialization
Message proc

Receiving
Message proc




Sequence Charts

Messages

i
Dumbhell.mut&ri.ppp[ﬂ].dtﬂﬁ ’

el
" ACK
: oppEndEvert

Dumbbel router2 pppllpgp : 7-[:*

I +4054

Message




Sequence Charts

Displaying Module State on Axes

Color of axis changes as per the event
Output vector can be attached to an axis
IDLE for O, TRANSMIT for 1

END




Week 03
TOPIC 29

Recap: TicToc Tutorial

In this module

We shall cover TicToc tutorial to recap
Understanding NED file
Understanding C++ file

How to make the project?
Preparing INI file

Launch the simulation
Sequence chart

TicToc with 2-nodes
e Two nodes, Tic and Toc
* One node initializes by sending a message to the other
» Every time a node receives the message
— Sends it back
* Continue indefinitely
— Till user stops
Creating an empty project
*  Open the OMNeT++ IDE
* Navigate to File | New | OMNeT++ Project
» Enter a Name for the project
* Next
Select the Tictoc example file in the Examples folder You have created Tictoc example project

MHew OMNeT+= Project

Initial Cortsnts

Select one of the options below

Salact pamplate

Emipty project

Emply project with "src’” and "simulaticons” frolders

- 0 Exaim ples
Source-Sink example
-; T B e e

F = Genorabed Wizards

Edd content template by LIRL

b < Bmchk FeExk = Cancel Firiskh




Opening NED file
* Innewly created

project, navigate to the simulations folder in the Project Explorer
* Open

Tictoc.ned

Recap: TicToc Tutorial

Understanding toctocl.ned

package example.simulations;

import example.Txc;

/1

/I Two instances (tic and toc) of Txc connected.
/1

network Tictoc

submodules:
tic: Txc;

toc: Txc;
connections: = Ticine red 72
tic.out -->|
tie <= = 100ms;} <-- toc.out; i parcageenanpie smaditons

; =
Original simple

module
i i ot




Recap: TicToc Tutorial

Understanding Txc.ned

package example;
//

// Immediately sends out any message it receives. It can optionally

generate

// a message at the beginning of the simulation, to bootstrap the

process.

/ «—— | Implements Txc.cc

simple Txc

{

parameters:

bool sendInitialMessage = default(false);

gates:

input in;
output ou:;\

}

One input gate
One output gate

Opening Simple Module

Open project explorer

Open src folder of this project

Open Txc.ned

Opening Simple Module

Open project explorer

Open src folder of this project

Open Txc.cc




Recap: TicToc Tutorial

Understanding Txc.ned

#include "Txc.h"

namespace example { OMNET++

Define_ Module(Txc); Module

void Txc::1nitialize() Initialize method
{

if (par("sendInitialMessage").boolValue())

{

cMessage *msg = new cMessage("tictocMsg");
Send(msg, ""Out"");

;

} _ sﬁ/ HandleMessage
void Txc::handleMesSage(cMessage *msg) method

{

// just send back thegnessage we received
send(msg, "out"");\
} Echo back

}; // namespace

[General | / Starts the activity
network = Tictoc

cpu-time-limit = 60s
#debug-on-errors = true
** tic.sendInitialMessage = true

Compiling & Running on Tkenv




{Tlictoc) Tckoc
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TOPIC 30

Extending TicToc

In this module
We shall extend TicToc tutorial
® Refine graphics, & add debugging output
® Add state variables
® Add parameters
® Model processing delay
® And more!

Refine graphics &

e Tictoc2.ned
Add debugging output

o Txc2.cc

3 D0 i Sy |
1| (Tictoc2) Tictoc2 (id=1) (ptroxBdd3450) |
: A
Tictoce
v
| =




Extending TicToc

2. Refine graphics & 7. Random numbers & 12. Using two-way
add debugging output parameters connections

, 8. Timeout, 13. Defining our
3. Add state variables Cancelling timers message class
. 9. Retransmitting 14. Displaying number of
4. Adding parameters same message packets sent/received

o , 15. Visualizing output
5. Using inheritance 10. More than two nodes scalars and vectors

6. Modeling processing 11. Channels & inner 16. Sequence charts and
delay type definitions event logs




Tictoc2.ned (1 of 2)
// "block/routing" icon to the simple module. All submodules
of type
// Txc2 will use this icon by default
//
simple
{
parameters:
@display ("i=block/routing"); // add a default icon
gates:
input in;
output out;

Add icon

Tictoc2.ned (2 of 2)
// Make the two module look a bit different with
colorization effect.
// Use cyan for “tic', and yellow for “toc'.
//

network Tictoc2

{

submodules:
tic: { Change color
parameters:
@displhy ("i=,cyan"); // do not change the
icon (first arg of i=)| just colorize it
}
toc: {
parameters:
@display ("i=,gold"); // here too

}

connections:




Extending TicToc

Txc2.cc (1 of 2)
class Txc2 : public cSimpleModule
{
protected:
virtual void initialize();
virtual void handleMessage (cMessage *mMsqg)

Debug
information

};
Define Module (Txc2) ;
void Txc2::initialize ()

{

if (strcmp("tic", getName()) ==5/0)

Message name

{

// The 'ev' object works/like 'cout' in C++.
EV << "Sending initial gressage\n";

cMessage *msg = new cMessage ("tictocMsg") ;
send (msg, "out");

Txc2.cc (2 of 2)

void Txc2::handleMessage (cMessage *msqQ)
{

// msg->getName () is name of the msg object, here it
will be "tictocMsg'.

EV << "Received message " << msg->getName() << "',
sending it out again\n";

send (msg, "out");

}

Debug
information




Tkenv output

(Tictoc?Y) Tictoc?

4 B B ;: © 2% S ot

1] (Tictoc2) Tictocz (id=1) (ptrOx6dd34850)

N Tictoez

M
i~ =
&
— ’ ' 0 i s_g'a:‘
E ** Event #13, T=1.3, Module #3 Tictoc2,toc' E

= |
[’

ived message tictocMsg', sending it out again

** Event #14, T=1.4, Module #2 Tictoc2,tic'
Received message ‘tictocMsa', sending it out again

** Event #15, T=1.5. Hodule #3 Tictoc2.toc'
Received message tictochMsg', sending it out again

** Event %16, T=1,6, Module #2 Tictoc2,tic’
ived message tictocMsg', sending it out again

** Event #17, T=1,7, Hodule #3 Tictoc2,toc'
Received message 'tictocMsq', sending it out again

*¥ Event #18, T=1.8, Hodule #2 Tictoc2,tic'
Received message tictochsg', sending it out again

Event #13, T=1.9, HModule #3 Tictoc2,toc’
Received message 'tictocMsgq', sending it out again

N |
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Extending TicToc

In this module
We shall extend TicToc tutorial
® Refine graphics, & add debugging output
® Add state variables
® Add parameters
® Model processing delay And more!

Add State Variables
* Add a counter as a class member to the module
* Delete the message after 10 exchanges
* Txc3.cc

Txc3.cc (1 of 3)
class Txc3 : public cSimpleModule
{
private:
int counter; // Note the countgr here
protected:
virtual void initialize();
virtual void handleMessage(cMessage *

Counter

2);
$5

Define Module(Txc3);
void Txc3::initialize()

{

/I Initialize counter to ten. Let you examine the

counter = 10: variable under Tkenv.
9
WATCH(counter); /




Extending TicToc

2. Refine graphics &
add debugging output

4. Adding parameters

5. Using inheritance

7. Random numbers &
parameters

12. Using two-way
connections

8. Timeout,
Cancelling timers

9. Retransmitting
same message

13. Defining our
message class

14. Displaying
number of
packets
sent/received

10. More than two nodes

15. Visualizing output
scalars and vectors

6. Modeling processing
delay

11. Channels & inner
type definitions

16. Sequence charts
and
event logs




Extending TicToc

Txc3.cc (2 of 3)

if (strcmp("tic", getName())
== 0)

{

EV << "Sending initial
message\n";

cMessage *msg = new
cMessage ("tictocMsg") ;
send (msg, "out");
}

} Decrement counter
void

Txc3: :handleMessage (cMessage
*msg)

{

// Decrement counter and
check wvalue.

—_— If counter is zero,
c_::oun ter ’ delete message
if (counter==0)

{

EV << getName () << "'s




Txc3.cc (3 of 3)
}

else

{

EV << getName() << "'s counter is " <<

counter << ", sending back message\n"’;
send(msg, "out");
} @

} C
® \'
Extending TicToc 4\

e

T B0 inn) @
1| e Titoe3c (6=2) (phOGBdcTedE)
s Cor |

Or show current
counter value

3 objects

| Clss | Nare | m |I

0 chate i (== toc,out, ned, Delaylhamne] disabled:false delavs0, 1
O cbate ot = too,in, ned,DelaChamel dissbled-false delay=0.1
i counter 10

K -

= |
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Extending TicToc

In this module
We shall extend TicToc tutorial
® Refine graphics, & add debugging output
Add state variables
Add parameters
Model processing delay

o
o
o
® And more!

12. Using two-way
connections

2. Refine graphics & 7. Rang(r);nmgl:ef?gers &
add debugging output p
3. Add state 8. Timeout,
variables Cancelling timers

9. Retransmitting
same message

5. Using inheritance 10. More than two
nodes
6. Modeling 11. Channels &
processing inner
delay type definitions

13. Defining our
message class

14. Displaying number

of

packets sent/received

15. Visualizing
output
scalars and vectors

16. Sequence charts
and
event logs




Adding parameters (1 0f 2)
* Add add input parameters to the simulations
— Count = 10 now into a parameter that the user can define
» tictoc4.ned
* Txcd.cc
*  Omnet.ini

Adding parameters (1 0f 2)
— Boolean parameter (decides if module should send out first message in its
initialization code)
» tictoc4.ned
* Txcd.cc
*  Omnet.ini

tictoc4.ned (1 of 2)
simple Txc4

{

parameters:
bool sendMsgOnTnit = default(false); // whether the module should send out a
message on initialization
int limit = defatl{(2); // ano
@display("i=block{routing");
gates:
input in;
output out;

r parameter with a default value

Simple module

Parameters
Send message on Initialization
Limit parameter




tictoc4.ned (2 of 2)
// Adding module parameters.

/!
network Tictoc4
{
submodules:
tic: Txc4 {
parameters:
sendMsgOnInit< true; Network
@display("i=,cyan'
¥
toc: Txc4 {
parameters: < Assign values to
sendMsgOnlnit = false; parameters
@display("i=,gold");
¥
Txc4.cc
void Txc4::initialize()
{

// Initialize the counter with the "'limit'" module
parameter, declared in the NED file (tictoc4.ned).
counter = par("limit");
/I we no longer depend on the name of the module
to decide whether to send an initial message
if (par("'sendMsgOnlnit\).boolValue() == true)
{
EV << "Sending initial message\n"’;
cMessage *msg = newcMessage(''tictocMsg'");
send(msg, "out");

}
}

Takes counter value
From limit
Makes initialization
Independent of tic & toc




Omnet.in
Tict0c4.t0:R
/I or Tictoc4.t*c limit=5 )
Value assignment to

/I or Tict-ocfl.*.limit=5 limit parameter
/[ or ** limit=5 Through ini file
(wildcard support)

TOPIC 33

Extending TicToc

In this module
We shall extend TicToc tutorial
® Refine graphics, & add debugging output
® Add state variables
® Add parameters
® Model processing delay
® And more!

2. Refine graphics & N\ Rang?;nmr;l:er?g ors & 12'(;%?225’[\;\(/)?{;\, »
add debugging output P
. 13. Defining our
3. Add state 8. Timeout,
variables Cancelling timers message class
14. Displaying number
4. Adding 9. Retransmitting of
parameters same message packets sent/received
15. Visualizing
10. More than two output
nodes scalars and vectors
6. Modeling 11. Channels & 16. Sequer:jce charts
an

processing inner
delay type definitions event logs




Using Inheritance
® What is different between tic and toc?
— Parameter values
— Display string
® Inheritance allows to create a simple module
— Then derive modules from it
e tictocS.ned

tictocS.ned (1 of 4)
simple Txc5

{

parameters:
bool sendMsgOnlnit =
int limit = default(2);
@display("'i=block/routing");

fault(false);

gates:
input in; Base module

output out;

Generalized parameters

tictocS.ned (2 of 4)
simple Tic5 extends Txc5

{
parameters: Declare tic
@display("i=,cyan");
sendMsgOnlnit = true; ic modules should
//send a message on Id
}

Assign value




Extending TicToc

tidctocS o reecl (3 of 4%
Simple T ooS =X tancds TxoS

i

< T e e T = T
2 Edisplay ("i=_,gold"- j|ioeclare toc
sernciids gl T i — o llsaes - & "Il e
mcecina ]l e s Ehaoial ol i
Tt Sendadd & s Eacge ora Arad €

¥

=ign v:alu%

Extending TicToc

tictocS . . ned (4 of 4)
network TictocS

{

submodules T reate netaworfk
tic: TicS - FF he imMtparamater is

stilunbound here. VWe will get it fTro
toc:, TocS -

connectio g

sethem a
submodule
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Extending TicToc
In this module

We shall extend TicToc tutorial

® Refine graphics, & add debugging output

o
® Add parameters
L
L

And more!

Add state variables

Model processing delay

2. Refine graphics &
add debugging output

7. Random numbers &
parameters

12. Using two-way
connections

3. Add state
variables

8. Timeout,
Cancelling timers

4. Adding
parameters

9. Retransmitting
same message

5. Using
inheritance

10. More than two
nodes

11. Channels &
inner
type definitions

Modeling processing
delay

@ So far, no processing delay in tictoc

® We need timer in

® Tictoc module to send itself “Event” message

e tictoc6.ned
e txc6.cc

13. Defining our
message class

14. Displaying number
of
packets sent/received

15. Visualizing
output
scalars and vectors

16. Sequence charts
and
event logs




Extending TicToc

Strategy

o Initialize after 5 seconds
« Hold the message for 1
simulated second

— Send a message to itself
_ Send it back

. When to send
 Need to add two vari S to
the class
m

tic toc




tx6.cc (1 of 2)
void Txc6::initialize ()
{
// Create the event object
(ordinary message) for //timing
event = new cMessage ("event") ;
tictocMsg = NULL;
if (strcmp("tic", getName()) == 0)
EV << "Sche ing first send to
t=5.0s\n";
tictocMsg =xnew
cMessage ("tictocMsg")
scheduleAt (5. even

}

Defining event

Operation of event




tx6.cc (2 of 2)
void Txc6::handleMessage (cMessage *

msqg)
{
if (msg==event)
{EV << "Wait period is over,
sending back message\n";
send (tictocMsg,\""out") ;
tictocMsg = NULL;

}
Else

{

EV << "Message arrived, starting
to wait 1 sec...\n";

tictocMsg = msg;

scheduleAt{simTime ()+1.0, event);

}

Self message

External message
(from the other side)
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&ding TicToc

In this module

We shall extend TicToc tutorial
® Refine graphics, & add debugging output
® Add state variables




® Add parameters
® Model processing delay
® And more!

i i 12. Using two-way
add debugging output connections

. 13. Defining our
8. Timeout
3. Add state L
variabsles Cancelling timers message class
14. Displaying number
4. Adding 9. Retransmitting of .
parameters same message packets sent/received
5. Using 15. Visualizing
inheritance 10. More than two output
nodes scalars and vectors
6. Modeling 11. Channels &
processing Wer 16. Seqm;iréce charts
dela it
y type definitions event logs

Random numbers and parameters
® Introduce random numbers in simulation
— Randomly lose packet
— Change delay from 1s to a random value
e txc7.cc
* tictoc7.ned
Or omnetpp.ini




txc7.cc (1 of 2)
void Txc7::handleMessage(cMessage *msg)
{
if (msg==event)
{
EV << "Wait period is over, sending back message\n'';
send(tictocMsg, "out");

tictocMsg = NULL;
) Lose the message

with 0.1 probability

else

{
if (uniform(0,1) <0.1)

{

EV <<"\"Losing\" message\n"';

delete msg;

txc7.cc (2 of 2)
else

{

// The "delayTime' module parameter set
// to ""exponential(5)" in tictoc7.ned so

/l we'll get a different delay every time.
simtime_t delay —‘ﬁar("delayTlme :
EV << '"Message arting to wait "

delay parameter
coming from .ned

<< delay << secs...\n"";
tictocMsg = msg;
scheduleAt(simTime()+delay, event);

}

tictoc7.ned

network = Tictoc7
# argument to exponential() is the mean « mean
Tictoc7.tic.delayTime = exponential(3s)
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In this module
We shall extend TicToc tutorial
® Refine graphics, & add debugging output
Add state variables
Add parameters
Model processing delay

o
o
o
® And more!

2. Refine graphics & 7. Random numbers & 12. Using two-way
add debugging output parameters connections

13. Defining our

3. Add state variables message class

14. Displaying number of

9. Retransmitting packets sent/received

4. Adding parameters
same message

5 Using inherit 15. Visualizing output
- Slng Inheritance 10 More than tWO nOdeS Sca|ars and Vectors
6. Modeling processing 11. Channels & inner 16. Sequence charts and

delay type definitions event logs




Timeout, cancelling timers
® Getting closer to real world working protocols
® Stop-and-wait protocol
* txc8.cc
» tictoc8.ned
* omnetpp.ini

Extending TicToc

Strategy

Erl:endins TicToc

txcl.cc (1 of 3)
wvold TicB::dnitiali=e=[)

{

FFf Initialize variables. Initislize with tirmeo
= 1 to start operatio

timeount = 1L _.0;

timecoutEvent = new cHessage (”timecutBwvent™)

FFf Generate and se=nd initial messsge.

EV <= "Bending Initisal messsgefm™ :

oMoagosAagE TR - paw CoMegssage ("tlotooMagT) o
e (meg ;, "out™)

schedualeslit (simTime {) «+timescut, timeocoutEvent) -




Extending TiclToc

txcB.cc (2 of 3)
void Tic#: thandleMessage (cMessage msg)

{

if (msg==tjimeoutBvent) timaout means we

{ have 1o re-send it

EY << "Timsoutl expired, resending and restarting
timerin®

cHessage *newiMMsg = new cMessage("tictocHMsg™) -

send (newksg, “out"™) :

scheduleAt (5 imTime () *Timeout, timeoutEwvent)

1

(@N)]

ExtendinETIcTnc

txcB.cc [(3 of 3)
else

// delete recei sage £ cancel timecut event.

wopy . message arrived
EV << "Timer cancelled.\n"™;
cancelEvent (timecut Event) : Ack received

delete msg:

J//Ready to send another one.

cHessage *newMsg = new cHessage ("tictocMsg") :
send (newMsg, "“out") :

schedul At (simTime () +timeout, timeoutEvent) ;

}

N6




- Extending TicToc

ATictocoy Tictoc

2 B 8 O e |
Bl (Tictocs) Tictoc® (ld=1) (proxGde3a7s) i
A
Tictoc S
[ message lost ]
=
toc
[

v

EI‘ | |

(.')

TOPIC 37 ‘.

4

In this module q
We shall extend TicToc tutorial
® Refine graphics, & add @ging output
Add state variables

L
® Add parameters Q
® Model processi ay
® And more“

®

Retransmitt me message (1 of 2)
sed “tictocMsg”




Extending TicToc

2. Refine graphics & 7. Random numbers & 12. Using two-way
add debugging output parameters connections

8. Timeout,

3. Add state variables Cancelling timers

. Displaying number of

4. Adding parameters packets sent/received

15. Visualizing output

5. Using inheritance scalars and vectors

10. Mo@:\n wo nodes

6. Modeling processing 1. Channels & inner 16. Sequence charts and
delay type definitions event logs

ame message (2 of 2)
original packet needs to be retransmitted

o ? on: Keep a copy with tic
9.cc

ictoc9.ned
omnetpp.ini




Strategy
« Create two new functions
« Conditionally call them in tic and toc

generateNewMessage() sendCopyOf()

Tic Toc

Extending TicToc

T . s [ ! =1 3 =}
wioddd TALACoc9: thandl == mescges (ChMeasmmaoges Sy

LI § e . 4 SEeesO A B ra T )
|
E% «re "TALABEesot SNl redd, el el eug
O ey el raElayE T indg T i '

SO P Flil (@SS Sads ]

oo aaradis Ll 8 Lo T i Bieis  § = 8
- A e B e

i fl el
]
\ Ratran s it e 1.=II‘|'|-=

! packat




Extending TicToc Extending TicToc

Tuch.ce (2 of 2) generatelewazasge {)
alse // message arrived |
i ff Genetate a oessage with & diflerent
ff Acknowledgement received! name every time.
£/ Ready te send another one. char msgname[#] ;
Spriptl(msqname, “tic-8d", +eseq):

message = gencrateleviessages() ; 3y = new cHessage (megnane) ;

sandCopyOf (megsage) ! i

Increméants seqnn
andisvakua af

gcheduleAb (simTime || «Limeouk,
timecutEvent) ;
}

Trangmmit 3 new
packet

Extending TicToc

mappclsoppey D (e s macges Smsscy)

L
F#F Dupl docmte MesEmEmmoyess @l @ smeamcl Shes oy .

tmd _ C_F 3 W Tw | __JR_Emlm ] e T [ D | ] IOy —
Teglinags f § =

asnd (oY, T“owuE™j) s '\\

Creates & returmps an
axact copy of L

—— T e e i ™ o

Walue of Cay
Takan Trorm S

Casts returm value of
dup{) to & pointe | of
clessage vpe

i

4




TOPIC 38

In this module

We shall extend TicToc tutorial
® Refine graphics, & add debugging output

Add state variables
Add parameters
Model processing delay

o
o
o
® And more!

Extending TicToc .

2. Refine graphics &
add debugging output

7. Random number
parameter%

3. Add state variables

4. Adding parame

O 9. Retransmitting

Cancelling timers

same message

5. meritance

6. Modeling processing
delay

11. Channels & inner
type definitions

&
C
D

>

o

12. Using two-way
connections

13. Defining our
message class

14. Displaying number of
packets sent/received

15. Visualizing output
scalars and vectors

16. Sequence charts and
event logs




More than 2 nodes (1 of 2)
® (reate several tic modules
® Connect them into a network
® One of the nodes generates a message

More than 2 nodes (2 of 2)
® Others toss it around in random directions

tictoc10.ned
omnetpp.ini

o
o
o
® txclO.cc

Exte ndin_g TicToc

Until it arrives at a predetermined destination

Extending TicToc

Tictecid.ned (1 of 2)
simple TxclO
|
paTAmSbETS
Fdisplay ("i=block/f ronting™) :
gates:
input in(]: S/ declare in[] and
out]] to bs vector gates
output out([] ;

[ Jtums the g
i gate veckor

Tictocll.med (2 of 2)

natwvork Tickocld

|
suhmodial & |

size of the vector |
tie[6]: TxclD: {
ates dﬁenwun#gh f
COnnES L |D gale J o
ticjiTout+s --> | delay = 100ms: |} -->

ticfl].imes;

tic[d] .ins+ €-- | delay = 100ms: | <--
Elc[l] .outes;
tic[l] .oute+s --> | delay = 100ms; | -->
Eic[2] . ime+;
Elcfl)] .inss L£== | delyy = 100mS: | €==
Eie[3] .outes;
Elefl] .outss == | delay = 100ms: | -->

ticfd] .ines;
Eiefl] .imes £-- | delay = lOdms: | <€--
tic[4] .outes;

tic[3] .outss -=> | dElay = 100msa: |} -->
Eic[4] « Loes;
tic[l].ine«+ €-- | delay = 100ms; |} <--
tie[d] .oukss:
tic[4] .outs+ == | delay = 100ms: | -->
Eic[5] . hnie;
Clc[A] .ine+ €~= | delay = I00mS; | <=~

tic[%] .outes;
i




Extending TicToc

Extending TicToc

Taclb.ce {1 of 3)
wold Txcil:cinitialize()

}r el generates he
/# Boot the ‘%ﬁ‘mﬁﬁﬁl"ﬁ-
initial message as a self-message.
char magnams [20] !
sprint [ (msgname, " tic-8d-,
getIndex () )

cMessage "mSg = ew

cMessage
I

magname) :
achedulsit (0.0, mag):

A"

Extending TicToc

Tzcil.cc (2 of 3}
wold Teocll::handleMessage | cMessage ‘msg)

i
:r {getindex() gﬂmmmmiml

£ Moasage 4 W&‘""'“"‘”

EV << "Message " << masg << "
arrived. \n":

delets mag:

!
else

A We need to forward the message.
forwardMessage (zag) ;

Extending TicToc

Txcll.oc (3 of 3)
volid Teell: :forvirddessage (cHlessage *mag)

i

47 In chis example, we just pich &
random gate Lo send 1T on.

A Wa dravw a randos nuskar Batwean 0
anidl the slze of gate ‘out|]".

iRt B o= gatelize (Toar")

int k = intuniform{d.n-1}:

EV =< Forwarding msssage = << mSg <<

Uniform distibution
Probabilty = 18

rTiagl A omd o HE s

e — 1
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In this module

We shall extend TicToc tutorial
® Refine graphics, & add debugging output

o
® Add parameters
o
o

And more!

2. Refine graphics &
add debugging output

3. Add state variables

4. Adding parameters o

5. Usigﬁwwtance

6. Modeling processing
delay

Add state variables

Model processing delay

7. Random numbers
parameters

8. ﬁut,
Cﬂng mers

9. Retransmitting
same message

&

C
A -
7

>

. Using two-way
connections

13. Defining our
message class

14. Displaying number of
packets sent/received

10. More than two nodes

15. Visualizing output
scalars and vectors

16. Sequence charts and
event logs




Channels & inner type definitions (1 of 2)
® With growing topology
— We can improve connection section
® tictocll.ned
® omnetpp.ini

® txcll.cc &
Channels & inner type definitions (2 of 2) .

® Connections with same delay parameter can be #ypified as channel O

® Such channel can then be replicated between gates N

Extending TicToc Extending TicToc

Tictocll.ned (1 of 2) Tictocll.ned (2 of 2)
network Tictocll connections:
{ t.‘ln‘.‘[ﬂ].ﬂ'l,l‘[. #+ --»'Channel --»

types: Eﬁﬂf&ﬁfﬂjﬁﬂ'ﬂ s tic[l].ine+;
chumtt}!!‘ channelly tic[0] .if#+ <-- Channel <--

ned.DelayChannel | tic[1] .outs++;
delay = 100ms; | : _
ticz[l] .opt++ --> Channel -->
tic[i] .1ne+;
tic[l) .ife+ <-- Channel <--
tic[2] .outes: | '

_ t1:[li.nﬁt4+ -=» Channel -->
tipes definition pnly tic(4].ine+:

wisible inside natwork tic(1] . ifes <-- Chanmel <--
{local o innertype) tic[d] outes; |

t1c[5].¢ﬁt** -=» Channel --»
tic[4].1ne+;

tic[3] .ipe+ <-- Channel <--
tic[d] .out++;

tic[4] .otte+—>-Thannel -->
tic[5] {1ne+;
Diala pyrameter forwbglg sy asly changed
tic[3] Fotahees
|




TOPIC 40

In this module

We shall extend TicToc tutorial
® Refine graphics, & add debugging output

® Add state variables
® Add parameters

[
[

And more!

2. Refine graphics &
add debugging output

3. Add state variables

4. Adding parameters

6. Modeling processing
delay

Model processing delay

7. Random numbers &
parameters

8. T o&
Cancelling timers

9. Retransmitting
same message

O
A\ -
q}

>

13. Defining our
message class

14. Displaying number of
packets sent/received

10. More than two nodes

15. Visualizing output
scalars and vectors

11. Channels & inner
type definitions

16. Sequence charts and
event logs

&




Using two-way connections (1 of 2)

So far, each node pair is connected with two connections
Two-way connection can reduce coding size
tictoc12.ned

txcl2.cc

omnetpp.ini

Using two-way connections (2 of 2)
® We define two-way (inout) gates
— Instead of in and out gates

Extending TicToc Extending TicToc
Tictoecls . .ned (1 of 2) Ticteclz.ned (2 of 2)
simple Txcld connectl ons !
| ti=[0] .gates s £--3> Chanpnal <--
pATAREEETS ] tic[l] .gatess;
fdisplay ("i=block/ routing™) tic[1l] . gate++ <—-» Channel <—-
Jates: Clcld] «gatare
inout gate([] /f declare two way tic[l) .gate+s £--> Channel <--3
CORneL Tl Ong tlc[4] .gatess;

i tic[i)] .gate+s €==> Channel <-
Ele[4] .Qgatess !

tic[4)] .gate+s <£--r Channel <
Eic|5) .gate+ss;

inout gate defingdfor
hoth incoming And
GUlgeng Messages

END

(CS432 Handouts Made by Mahjabeen
mahjabeen97869@gmail.com
contact # 0321 2711298
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In this module

We shall extend TicToc tutorial
® Refine graphics, & add debugging output

Add state variables

Add parameters

o
o
® Model processing delay
o

And more!

Extending TicToc

2. Refine graphics &
add debugging output

3. Add state variables

4. Adding parameters

7. Random numbers &
parameters

8. Timeout,
Cancelling timers

5. Using inheritance

9. Retransmitting
same message

12. Using two-way
connections

14. Displaying number of
packets sent/received

10. More than two nodes

15. Visualizing output
scalars and vectors

6. Modeling processing
delay

11. Channels & inner
type definitions

16. Sequence charts and
event logs




Instead of hardcoding tic[3], we need flexibility
Draw out a random destination

Add Destination address

tictoc13.ned

txcl3.cc

tictoc13.msg

omnetpp.ini

Extending TicToc

Extending TicToc

Strateqgy (1 of 2) Avoid bodlerplate code wnting

gessassnng
2
Ewg Filatiame
E:l:wl:u:i:i theRoC 13,8y Botoc13.m
- = |subclasses 2a0e

: : A4 ;g;: mu;::j nas

?— i mem

Bamee E

HeaderFile

Strategy (2 of 2) Avoid bollerplate code writing

1]
_ Clagsiame
neluded
b TicTocksg13
C-‘F'IH?EHLIEI The class has
s gafer and
Betncld) sefier (mutaton)
methods for
every fiald

Externcdimg TicToc

Taa i T - e [ " C=F e T
Tid T oyl 55
i

P |l r-:lq_'ill-"# T e e e LA ]
[ = T= 0 Tl L S

S P L N N R

. W - —_ e = W Feclee s § § e T W

T el T - - e Tl Canilhley e o anoges f

. wy W -

R R T . e B
Jira W m — S wars i P em O 3 3
L s B W A e . Pl I F R P

=TT SEssesryoassses [ 2F O]
SRR W W W o S e e
e By -

= nokoan —

& & Tpesen ey Sl 5 SR O N i g g aiE iy -2 =
clan s E A e A e Fioslal .

T AR ET oyl S = rmoe L
TAcTochw ol 5 (o Ty § =

T - I st o uree {3 T F =

= e ey i e 3o (<A mt )l -
LISy O

L=t = _j

Ty Lo T

: e O
-

oo RN e e

E L=t R - [. SR EL]




Extending TicToc Extending TicToc
Tecli.cc (2 of 3 Tacli.ec (3 of 3)
void Txcll::handleMessage [cMessage +msg) void Twcld: :forvardiessage (TicTocMsgll

i

TicTocHsgl) *timsg =

check_and cast<TicTocHsgl3 *>(msg);

if [(ttmsg->petbestination|)=—getindax())
{#/ Message arrived.

BV << “Generating another
TicTocHagll inewmsg = ger
BV << newmsg << endl:
forwardMessage (nevnsg)

else // We need to [Orwar{iiEN-SFATAsE
'} Forvarddessage (Ltmeg) P foene no

mug)

L Incremsnt hop count.
mag->satHoploant (meg->getSoplount (| +1} :
/i Same routing as before: random gate.

int n = gateSice ("gate®): |

int & = intuniform{0,n-1); “““#
BV << “Porwarding message << msg <<
an gate[" << b < "] \n";
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Week 04

In this module

We shall extend TicToc tutorial
® Refine graphics, & add debugging output

Add state variables

o
® Add parameters
o
o

And more!

Model processing delay

Extending TicToc &f)

2. Refine graphics &
add debugging output

3. Add state variables

<)

4. Adding parameter:
[ 4
@g inheritance

6. Modeling processing
delay

7. Random num
paramqr

imeout,
ing timers

9. Retransmitting
same message

10. More than two nodes

11. Channels & inner
type definitions

%

12. Using two-way
connections

13. Defining our
message class

15. Visualizing output
scalars and vectors

16. Sequence charts and
event logs




Displaying no. of packets sent/received
® No. of messages at each node
® tictocl4.ned
® txcl4d.cc
® tictocl4.msg
® omnetpp.ini

Extending TicToc

Txcid.cec (1 of 3)
class Txicld : public cSimpleModule
i

private:
lang nimSenk :
long mmBeceived : Oaclankd
protec ted:
virtual wold updateDisplay () !

vold Treld::inltialize()

i
A Initialize variables
numEant = 0O}
nmHecelved = 0;
WATCH | numSent) ;

WATCH [ numBeceiwed) ! ) setto zero & l."v.'AT[:'iH'el;l

% in inifialize(} mathad

O
void Txcl4 *ateDisplay ()

o
ch £[40];
%t (buf, "rcv

Extending TicToc

Txcld.cc (3 of 3)

Txal4d.ce {2 of 3)
void Tecld::handleMessagecMessape msg)
|
if [tmsg->gutbestination |j==getindex ()}
{
17 (e, 180110 )

| infa appaa
updateDisplag-hit— an0um modufe
! ICans

b
I

Similar to bubble
text but without
bubble

ld sent: %$1d", numReceived,

nu ;
llll@tDisplayString () .setTagArg("t",0,buf) ;




Extending TicToc

Extending TicToc

Object Inspector in Thenv
JImE NG 1 [T
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TOPIC 43

In this module
We shall extend TicToc tutorial
® Refine graphics, & add debugging output
® Add state variables
® Add parameters
® Model processing delay
® And more!
Adding statistics collection
® When packet traverses multiple hops, it becomes important to collect network statistics
— Average hop count
— Max, min etc
® tictocl5.ned
® txclS.cc
® tictocl5.msg
® omnetpp.ini




Extending TicToc

2. Refine graphics & 7. Random numbers & 12. Using two-way
add debugging output parameters connections
, 8. Timeout, 13. Defining our
3. Add state variables Cancelling timers message class
. 9. Retransmitting 14. Displaying number of
4. Adding parameters same message packets sent/received

5. Using inheritance 10. More than two nodes

6. Modeling processing 11. Channels & inner 16. Sequence charts and
delay type definitions event logs




Extending TicToc

Extending TicToc

Strategy

Ilantlllilsazn!: {ﬁm??‘nli:?ﬁﬂ

Hislogram objed
jralcubates mean,
S0 wic)
Results
directory | Ticboct5-0vec | | Tictoc15-0.5ca
Extending TicToc

TEzld.ee (1 of 3)
clage Teeld @ puEblie clisplaModdle

private:
long mmSent:
long numRe ol wed
clongsistogran hopD
elutYectar hoploun
virtual wold Findsh i)

The firashijfun 5
alid by OMMNaT=+
abthe end of e
simutalion

sutpults ta veclof file

Huul.‘.ﬁ:lunmrntrm:tfu

)/

Extending TicToc

€

TuclS.oc (2 of 3)
wobd Tucid: ) handlohie ssage [ ccasage *msg)

&7 Message arelwed
int hapoount = bbmag-
rgmtfloplenenk [} ;
EY << "Mossage " << Ltmsg << "
after " «££ hopooant << " hops. Wn™:1
bubile |“ARRIVED, starbting new
a1 S A T

aTTived

Fisae L vl -
hoplountVect or . record (hopooant j |
hoptauntStat e .collack [hopotoant ) ;

TeclS.oa (3 of 3)
wvodd Frxsl8::Findalhi)

i B o« "Ssnk: * ae EESent oo endl s
BV ww "Recsived: * oo muslecsiwed oo
mnell ;
B £a ® Eonnt |, it L

hepCount State . getMin () << emwdl ;
EY €££ "Hop count, max: " oaL
hopCount State . getMay {j w¢ endl )
BV << "Hop count . mesan! 7
bhoplount Seats .. gebMean (§j < andl -
EVY o« “"Hop oount , sStdd
hapCoiint S ate . ge b St dar | )
reco rdScal ar (" faank,
recordEoalar{iTeonl
rinunPe e | ovead] o

o

hopCountStats, reco {"hogp ocowmnt"™ )

LB
e




Extending TicToc Extending TicToc

Records thewador astim Histogram during the
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TOPIC 44

In this module
We shall extend TicToc tutorial
® Refine graphics, & add debugging output
® Add state variables
® Add parameters
® Model processing delay
® And more!
Visualizing output scalars & vectors
® OMNET++ allows to visualize outputs of scalar and vector files
— Filtering
— Processing
— Displaying




Extending TicToc

2. Refine graphics & 7. Random numbers & 12. Using two-way
add debugging output parameters connections
, 8. Timeout, 13. Defining our
3. Add state variables Cancelling timers message class
: 9. Retransmitting 14. Displaying number of
4. Adding parameters same message packets sent/received
o . 15. Visualizing output
5. Using inheritance 10. More than two nodes scalars and vectors

6. Modeling processing 11. Channels & inner
delay type definitions




Extending TicToc

Extending TicToc

Vedlor data for node O
andnoge 1 as time

# il = letigeT)

Extending TicToc

M
1

Applying mgan op on

allows usip seehowhop

count comvarpes i 3werage
i

muariegl aarh

~Temcrlicll ot ] — et — I L — ot

Extending TicToc

BCALA A5k recordedal ine
winid ol T irnullic) shmeg
FEEN and eriaElerii

E_'I._

distrisution

Fa=togram ofhog Wrnl

e E Te T § TertE i Te T et & Te TR =
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In this module
We shall cover
® What is simulations analysis?
® Analysis files
® (reating analysis files
® Using analysis editor
What is Simulation Analysis?
® Analyzing simulation results is lengthy and time consuming process
® Result are recorded as scalar values, vector values and histograms
® User can apply statistical methods
— Extract the relevant information
— Draw conclusions
Analysis File (.anf)
® A file that automates the steps to analyze the results
— Loading result files
— Filter them
— Transform data
— Chartify the results
Creating Analysis File

B Mow Leualywsia Fibi B
wew Analyes Flie
Creshe Sess ko Pl ll'

[orber o selieck a parent Poider

e Quick way
o Double-click on the result file in the Project
L wa I Explorer View
i o ¢ Open the New Analysis File dialog
L r: — Folder and file name get prefilled

E 2 He (according to location and name of result
sy file)

rndlmrs

P i >

Eirch Cahos




Analyzing Results

Using the Analysis Editor

Input files

Datasets

Selecting input files

Editing datasets

Browsing input

Filter expressions

Charts

Creating charts

Computing vectors

Editing charts

Computing scalars

CS432 Handouts Made by Mahjabeen

mahjabeen97869@gmail.com

contact # 0321 2711298




Analyzing Results

Using the Analysis Editor

Input files

Selecting input files

Browsing input

Filter expressions
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Analyzing Results

Using the Analysis Editor

Input files

Selecting input files

Filter expressions
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Analyzing Results

Using the Analysis Editor

Input files
<field_name>
Selecting input files (< pattern>)
module(**.sink) AND
v (name('"'queuing time'") OR

name(''transmission time'"))

Browsing input

Filter expressions




Analyzing Results

Using the Analysis Editor Q.

y

Input files A filter expression is composed
of atomic patterns with the
AND, OR, NOT operators

Selecting input files [t has the form <field name>
(<pattern>)

l Example

Browsing input| | module(™*.sink) AND
(name("queuing time”) OR
name( transmission time"))

_ Results in queuing times and
Fiiter expres transmission times that are
written by modules

named sink.




Analyzing Results

Using the Analysis Editor

Datasets Em‘f B ~
Clatasets and Charts
[ Ciatirsely A A
Here you cam brows the datanets you have credied b e g, (et
Editing datasets e
- by et Tet v
¥ sy o
i chormed acalaes e "thapped ke = g
o ek vertors: 0 00006 0- S LAC-12%6) :
o e movingaeg e | § o
c " . = 5 e dirtle
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= av @ Eaegt
c " I | Chart shizels ool charts
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Using the Analysis Editor

Datasets
® Describe a set of input data, the processing applied to them and the charts
® Displayed as a tree of processing steps and charts
® Nodes are used for
— Adding and discarding data
— Applying processing to vectors and scalars
— Selecting the operands of the operations
Content of charts, and for creating charts

TOPIC 46

In this module
We shall understand
® How to edit datasets?
® Computing vectors
® Computing scalars
® Computation examples

Datasets
® Describe a set of input data, the processing applied to them and the charts
® Displayed as a tree of processing steps and charts
® Nodes are used for

— Adding and discarding data

— Applying processing to vectors and scalars

— Selecting the operands of the operations

— Content of charts, and for creating charts
® Editing Datasets
New elements can be a
elements from the palette on

o
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Editing Datasets

« Processing steps within a Group node only affect the group
« Allows branches to be created in the dataset
« Avrange of siblings can be grouped together by choosing “Group”
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What is Compute Vectors?
® Both Compute Vectors and Apply to Vectors nodes compute new vectors from other
vectors

. Computations can be applied to the data by adding Apply to Vectors
/Compute Vectors/Compute Scalars nodes to the dataset
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What is Compute Scalars?

® The Compute Scalars dataset node adds new scalars to the dataset whose values are
computed from other statistics in the dataset

o Determine loss through dividing received packets by
sent packets
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Editing Datasets

Finally we are done!
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TOPIC 47

In this module

We shall take various computation examples
® Bit rate
® Throughput
® Total received bytes
® Bytes received by hosts
® Average of peak delay

Bit rate

® Assume several source modules in the network that generate CBR traffic
® Parameterized with packet length (in bytes) and send interval (seconds)
® Both parameters saved as scalars by each module (pkLen, sendInterval)
® To use the bit rate for further computations or charts
— Add a Compute Scalar node with the following content to create an additional bit
rate scalar for each source module
Value: pkLen*8/sendInterval
Name: bitrate

Throughput

® Assume several sink modules record revdByteCount scalars, and simulation duration is
saved globally as the duration scalar of the top-level module.
® We are interested in the throughput at each sink module
® We need to refer to the duration scalar by its qualified name (prefix it with the full name
of its module)
® rcvdByteCount can be left unqualified
Value:8*rcvdByteCount/Network.duration
Name: throughput

Total Received Bytes
® We are interested in the total number of bytes received in the network
® We can use the sum() function
® We store the result as a new scalar of the toplevel module, Network.
Value: sum(rcvdByteCount)
Name: totalRcvdBytes
Module: Network

Bytes Received by Hosts
® [fseveral modules record scalars named rcvdByteCount




® We are only interested in the ones recorded from network hosts
® you can qualify the scalar name with a pattern

Value: sum(**.host*.**.rcvdByteCount)

Name: totalHostRcvdBytes

Module: Network

Average of Peak Delay

® [fseveral modules record vectors named end-to-end delay

® We are interested in average of the peak end-to-end delays experienced by each
module

® We can use the max() function on the vectors to get the peak

® Then we need mean() to obtain their averages
Value: mean(max('end-to-end delay'))
Name: avgPeakDelay
Module: Network

TOPIC 48

In this module

We shall take various computation examples
® Packet loss per client-server pair
® total number of

transport packets
® Modules with largest

RTTs

Packet loss per client-server pair
® 3 clients (cliO, clil, cli2) and 3 servers (srv0, srvl,
srv2) in the network
® Fach client sends datagrams to the corresponding server
Packet loss per client-server pair
computed from the number of sent and received packets.
® We use the i variable to match the corresponding clients and servers.
Value: Net.cli${i={0..2} }.pkSent -
Net.srv{i}.pkRcvd
Name: pkLoss
Module: Net.srv${i}

Total No. of Transport Packets
® When input scalars are recorded by different modules
— We need the host variable to match TCP and UDP modules under the same host




® Compute the total number of transport packets (the sum of the TCP and UDP packet
counts) for each host

Value: ${host=**} .udp.pkCount +
$ {host} .tcp.pkCount
Name: transportPkCount

Module:  ${host}

Modules with largest RTT (1 of 2)
® A network has various modules recording ping round-trip delays (RTT)
® We want to count the modules with large RTT values (where the average RTT is more
than twice the global average in the network)
® We need to do it in steps
Step 1:
Value: mean('rtt:vector')
Name: average
Modules with largest RTT (2 of 2)
Step 2:
Value: average / mean(**.average)
Name: relative Average
Step 3:
Value: count(relative Average)
Grouping: value > 2.0 ? "Above" : "Normal"
Name: num$ {group}
Module: Net

TOPIC 49

In this module

We shall cover
® What is a simulation model?
® Types of Simulation Models
® INET

What is Simulation Model?
® As we know that
OMNET++ is not a simulation itself
® It is a framework that allows other simulation frameworks
— To be created
— To be simulated
® Simulation frameworks are simulation libraries
— Implement protocols




Types of Simulation Model (1 of 2)

® Domain-specific functionality is provided by model frameworks
— WASNs
— Ad-hoc networks
— Internet protocols,
— Performance modeling
— Photonic networks, etc.,

® Developed as independent projects

Types of Simulation Model (2 of 2)
® Reusability of models in OMNeT++ is due to its modular architecture
® Simulation models are easily integrated into OMNET++

ttps://omnetpp.org/models

Some Well-known Types

® IN amework
® OverSim
Velins

® INETMANET
® MIXIM
® C(Castalia

Simulation Models and INET
INET

® The INET Framework can be considered the standard protocol model library of
OMNeT++
® Contains models for the Internet stack
— TCP, UDP, IPv4, IPv6, OSPF, BGP, etc
® Wired and wireless link layers
— Ethernet, PPP, 802.11, etc)
Support for mobility
QoS support
— DiffServ, RSVP
® Scveral application models
® Maintained by OMNeT++ team officially

OverSim
® Overlay and peer-to-peer network simulation framework
® (Contains several models for




® Structured
— Chord
— Kademlia
— Pastry
® Unstructured
— GIA
Veins
® Inter-Vehicular Communication (IVC) simulation framework
® [t is a road traffic microsimulation model

INETMANET
® Fork of INET framework
® Simulation framework for mobile ad-hoc networks
® Written and maintained by Alfonso Ariza.

MIXIM
® Modeling framework created for
— Mobile wireless
— Fixed wireless
— WSNs
— BANs and VANs
— Ad-hoc networks
® Radiowave propagation
® Interference estimation
® Power consumption
Wireless MAC protocols

CASTALIA
® Simulation framework for networks of low-power embedded devices
® Offers models for
— Temporal path loss
— Fine-grain interference
— RSSI calculation
— Physical process model
— Node clock drift
— MAC protocols
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Design Tour of INET 1

In this module




We shall take a guided
Tour of INET to
® Understand how ARP works in Ethernet environments
® Walk through features of INET
® Peck into various
— Packets
— Queues
— Internal tables

Why ARP scenario?
® While ARP is not the most important protocol, it is very interesting
® [t relates to
— Ethernet

- 1P
— And other higher layer protocols

Scenario
® C(lient computer opens TCP session with server
® Rest of operations (including ARP) follow
— ARP has to learn the MAC address for the default router

ARFTau

——a L hline

afilfigurabar

SEMVET

roausbers

rouber® roube rd

ik router

Usage Diagram for ARP




On simulation start
Ethernet autoconfiguration precedes ARP

chent
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Design Tour of INET 2

In this module
We shall take a guided
Tour of INET to
® Understand how ARP works in Ethernet environments
® Walk through features of INET
® Peck into various
— Packets




— Queues
— Internal tables

Entities at work

® Various compound modules interact with each other
TCP host on Ethernet

Router

[
[
® TCP server

® How end-to-end transmission takes place? O

@ e
TCP Client x\

1I||r||| I|I'.|

3|7 M |m}gJ_JEE'
(SeandardHont] aipTest cheni fid=13] (peOCOO008]

SYN sent

Metwork layer
ARP




Design Tour of INET 2

Router
ARP request ,
Activates f (Router) arpTest. router’ - Em
Router to send = il | =
ARP reply i Nt W 'miﬁ! =i I
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Design Tour of INET 2

TCP Server

ARP request/reply
Retrieve MAC
addresses at every
hop till TCP SYN
request reaches in
IP packet at the
server that sends
TCP SYN/ACK




Design Tour of INET 2

End-to-end transmission

: Node

transmitting on
link

Red: Collided and
backing off

! (ARPTest) arp Test
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Design Tour of INET 3

In this module
We shall take a guided
Tour of INET to
® Understand how ARP works in Ethernet environments
® Walk through features of INET
® Peck into various
— Packets
— Queues
— Internal tables
Ethernet Compound Module
® [n order to further understand how INET works, let us explore Ethernet (Compound

Module)
® Consists of
— Arp
— Encap
— And Mac
* [Fthernetinterface] arpTe... ":"_EE‘_
FEE HME ]
Right click to see Jéﬁmmﬁlwmumm 141} o
the module B |
output 15k o
ARP)arpTest.client
.eth[0].arp S~ 0
e Chiect,
\ & {araphics, }
¥
10Hb
]




Design Tour of INET 3

arpTest.client.eth[0].arp

module output

" (ARP) arpTest.client,eth{0].arp

b AL
I 8ol a (15 CEACED

“Event 834, T=1.00001 (1.00s) Modide 8145 ‘aipT el chenl eth[0] ar’
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Design Tour of INET 3

Inside ARP Packet

ARP Broadcast

Message

{ (\RPPacket) simulation.scheduled-events.a... E@@

(el siigin et REQ PRI

W]W |artatio | s |

el opcnde = | AP REQUEST A
WACAddess schACAddess = OAAACDODOME
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IPAcdtess sclPliddess = 100070

IPAddtess destPhddess = 10001

e




Design Tour of INET 3

ARP Packet Class (Generated by .msg file)

// file: ARPPacket.msg

message ARPPacket

{

fields:

int opcode enum(ARPOpcode);
MACAddress sccMACAddress;
MACAddress destMACAddress;
IPAddress srcIPAddress;
IPAddress destIPAddress;

}s

broadcast
address in

small data
structure)

This packet is
appended with

control info (a
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Design Tour of INET 3

Packet Queue (Contains IP Packet)

This packet is
enqueued till
ARP resolution
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Design Tour of INET 3

ARP Cache Build-up
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Introduction to top-down approach to modelling and simulation

In this module

We shall understand
® What is top-down approach to NeMS?
® Phased roll-out
® User-centric aspects

Top-down approach to NeMS

Networks are complex to design

One-time design of simulation is cumbersome

Top-down: Phased roll-out of model-simulate cycle
—  Iterative




Introduction to top-down approach to
modelling and simulation

Rolling-out of model at every
layer to Design a Network

Application| Throughput

Transport [TCP variant

Network Router behaviour

_ LAN card, switch and
Link MAC protocol

Physical | Modulation/Encoding




Scalability Availability Performance Security

Manageability Usability Adaptability Affordability
Application Throughput
Transport TCP variant
Network Router behaviour
_ LAN card, switch and
Link MAC protocol

Physical Modulation/Encoding




Introduction to top-down approach to
modelling and simulation

Strategy

Quantify Quality of Parameterize QoS
Experience (QoE) at each layer




TOPIC 54

Rules for Mathematical Reading

In this module
We develop an understanding of
® (Quantification
® Formalism
® Best practices to read mathematical expressions

What is mathematical modeling?

A Representation of an object, a system, or an idea
in some form other than that of the entity itself.
(Shannon)

Quantification
® The act of counting and measuring that maps human sense, observations and experiences
into members of some set of numbers
® Facts represented as quantitative facts are the basis of science

Formalism
® Mathematics creates models that have certain relationships
® Statements of mathematics can be considered to be statements about the consequences of
certain string manipulation rules

Best practices to read mathematical expressions
A) Understanding math is like understanding a foreign language
B)Learn the formulas you already understand
C)Always learn what the formula will give you and the conditions
D) Keep a chart of the formulas you need to know
E)Math is often written in different ways, but with the same meaning

END




TOPIC 55

Rules for Mathematical Writing

In this module

We shall know
® Constituents of an equation
® Fasy math writing

What is an equation?
® A statement that the values of two mathematical expressions are equal
® indicated by “=" sign
® What is a formula then!

Constituents of an equation?
® Expressions consist of one or more of these arguments
— Numerical constants
— Symbolic names
— Mathematical operators
— Functions
— Conditional expressions

Easy math writing (1 of 3)
® 2-3-4rule
® (Consider splitting every
— Sentence of more than 2 lines
— Sentence with more than 3 verbs
— Paragraph with more than 4 "long" sentences
® Use mnemonics
— s for speed
— v for velocity
— tfortime
® Organize into segments
— An entity intended to
be read comfortably from beginning to end!
® Segments are standalone
— Definite start
— Definite end
® Segments should be represented linearly




Rules for Mathematical Writing

Relationship between arguments
of a segment (1 of 3)

Hierarchical ‘

(CS432 Handouts Made by Mahjabeen
mahjabeen97869@gmail.com
contact # 0321 2711298




Rules for Mathematical Writing

Relationship between arguments
of a segment (2 of 3)

Nonlinear — 1

with

crossing \ )
3
g <|




END

Rules for Mathematical Writing

Relationship between arguments
of a segment (3 of 3)

Linear +
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TOPIC 56

QoE—Usability

In this module
We shall explore
® What is usability?
® Some usability expressions
® (Connotations of usability on network model

Everything starts with “You”

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

What is usability? (1 of 2)
® Usability (Uy) is defined as the ease of use with which network users can access the
network and services
® FErgonomic and technological facilitation
— "Networks should make users’ jobs easier
® Some design decisions have a negative affect on usability
— Strict security
® Some choices are user friendly
— WiFi
— DHCP

Understanding usability
Sanjay Kumar Gupta, “Usability Models Based on Network Artifacts for Rural Development”
Int. J. Computer Technology & Applications,Vol 4 (3),508-513

® Uy,: Usability as ease of use




® U.: Use effort
® Upd} 1/U.
® Usability expressions

U(NAD) & Uh(RB)= Uy(SWH) (4(BRG

T’ U': iRTRﬁF" U: | G‘ﬂh

YA

l"i-
T 5 [L(NAD)

-
{ -
& &

Connotations
® Usability (Up) is expressed as a function of network devices
® The top-down approach implies that the assessment of overall usability has to be based
on the performance of
— Hubs/switches
— Routers/gateways
END
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QoE—Scalability

In this module

We shall explore
® What is Scalability?
® Scalability analysis




® (Connotations of scalability on network model

Ability to grow
Scalability Availability Performance. Security
Manageability Usability Adaptability Affordability

What is scalability?
® Scalability refers to the ability to grow (or add)
® Factors to be added
— Number of applications
— Number of sites
— Addressing at sites
— No. of users
— No. of servers
Effects of growth
® Efficiency decreases with increasing factors
— But increases with increasing “other” factors
® Execution time increases with increasing factors
— But decreases with increasing “other” factors
Understanding efficiency & speed-up
® FExecution time tends to vary with problem size

— Must be normalized when comparing network performance at different traffic

volumes
ERrelative = TIQ (NO. of hosts OTNO of hosts)
SRelative = NO. thOStS OEI




Understanding execution time
Timegxecution = TCompute + Tcomm * Tidle

} {, = StEtup Cost

L = message length

Connotations
® Scalability is expressed as a function of factors in the network
® This criteria affects the design choices made for the network model

END
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QoE—Planning for Expansion

In this module
We shall understand
® Why plan to expand?
® (onsiderations for planning




Need to expand is ever increasing

/

Scalability
Manageability Usability

Availability
Adaptability

Performance Security
Affordability

Why plan?
® Expansion is unavoidable

® Unplanned expansion causes performance degradation

— Execution time
— Efficiency
® Planning is necessary
— Preemption is key
— Late planning is no planning
® Nodes and locations
— End hosts
— Switches
— Routers
® Equipment scalability
— No of ports
® Naming system
— Extensible tuple
(Node ID, Network ID)

Considerations for Planning (2 of 2)
® Application-specific protocol choices

Email
sharing & access

DB access & updating

Network game
terminal

Videoconferencina

File transfer,

Web browsing
Remote

Video on
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QoE—Expanding Access to Data

In this module

We shall understand
® What is data access?
® Metcalfe's law
® Application of the law
® (Connotations

Scalability without continued access to data is futile

/

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

Access to data
® Social networking has emerged
® Extranets need topology definitions & dedicated bandwidth allocation
— Classic 80-20 rule <?>
® Increased access
— Data available to more departments
— Increased utilization of network services
Metcalfe's Law
® Community value of a network grows as the square of the number of its users
® Often cited as an explanation for the rapid growth of the Internet

Expression for Metcalfe's Law

® n(n— 1)/2 or O(n?) connections between “n” nodes
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Manifestation of Metcalfe's Law
® (an be seen in network applications

Traditional sharing & Need scalable
4  collaboration modes work methods for sharing
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Value of Connections




Connotations
® Network model is more scalable than the number of nodes and servers in the topology
® The total traffic load generated depends upon the user activity

END
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QoE—Constraints on Scalability

In this module

We shall understand
® Parts of model
® (Constraints of scalability
® (Connotations

The whole cannot be greater than the sum of its parts (Apologies to Aristotle)

/

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

Recall parts of model!
® Nodes
— Computing
— Memory
® Protocols
— Operation
— Message formats
® Devices
— Ports
— Specifications
® And more!




Identify their upper bounds
® Nodes
- Nmax
® Protocols
— Operation: Omax
— Message formats: Mpmax
® Devices
— Ports: Pax
— Specifications: Smax

Maximum scaled up network
® Given by MinMax decision rule
Min(Nmax,Omax,Mmax,Smax)
» The strength of the chain is determined by the weakest link

Specific example

® (Constrained addressing
— IPv4
— Top-level exhaustion occurred on 31 Jan 2011
— 24 Sep 2015 for North America

® Unconstrained addressing (for now!)
— IPv6

® With everything as IoT, 2!'?% is the constraint

END
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QoE—Availability

In this module
We shall understand
® What is availability?
® Vs reliability
® Vs capacity
® Vs Redundancy
® Specifying availability requirements




The degree to which a system, subsystem or equipment is in a specified operable and

committable state

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

Everything may fail, not if but when!
® Networks Nodes Links
Typical failure of components represented by the famous

Decreasing Constant Increasing
Failure Failure Failure
Rate Rate Rate

2 | Early Observed Failure
& | “Infant Rate
@ '_* Il'lurllality" 1 I
= « Failure i |
™ . 1  Constant {(Random) I
- " | Failures ,
I T
"ie I : I
Ill.i..lr .t - I
= =" -l..---q-tl-...,.__l..‘.....'-..‘....
..... : : .

Time




Network Availability

® Percent uptime per year, month, week, day, or hour to total time in that period
— For example:
» 24/7 operation
» Network is up for 165 hours in the 168-hour week
— Availability is 98.21%

Application perspective
* Applications may require different levels
— Real time
* Video/Audio
— Commerce
* Non-repudiable transactions
— Non-real time
* Email

Availability vs reliability
+ Reliability is the ability of a system to complete its function
— accuracy
— error rates
— Stability
* Even if a system is available does not mean its reliable

Availability vs capacity
» A system that runs out of capacity becomes unavailable
— ATM connection admission control
— Regulates no. of cells into network
» If capacity & QoS for connection unavailable
— cells dropped
Availability vs redundancy
* Redundancy is not a goal
« Itis provided to achieve a level of availability
—_ Only a means!

Availability vs resiliency
*  How much stress can be taken by network?
— Availability difficult to maintain
— No. of failures that make a system unavailable
* How soon can a network rebound?
— Availability difficult to achieve

END
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QoE—Disaster Recovery

In this module

We shall understand
® A disaster recovery scenario
® Redundancy for recovery
® Allocation model

Amat Victoria Curam (Latin) Victory Loves Preparation

/

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

Benjamin B. M. Shao, “Allocating Redundancy to Critical Information Technology Functions
for Disaster Recovery,” Proc. 10™ Americas Conference on Information Systems, Aug. 2004

The question
How to allocate redundancy to IT functions such that the overall survivability of these IT
functions against disasters i1s maximized and the cost remains under budget.

Redundancy
* Redundancy in preparation for disasters provides disaster preparation
— Proactive prevention
— Reactive recovery
— Backup facilities

Redundancy Allocation Scenario
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IT function 1 IT function 2 IT function M

©: IT solution 1‘ : Allocation {::1": Disaster v : Disaster effect

Redundancy Allocation Model (1 of 6)
* IT function can be implemented by a number of IT assets
— Computing hardware
— Communication links
— IT personnel, and
» other infrastructure

d=l

M: number of IT functions the organization needs to perform;

D: number of potential disasters + 1 (the last one for no disaster occurring)

D
p: probability of disaster d occurring, p, € (0, 1) and Z p,=1;

o




M
W,: importance weight (or frequency of usage) of IT function m, w, € (0, | andZw =1;

=
n,,. umber of solutions (assets) avatlable for IT function m o select from;
X Lifsolutioni(=1, ..., n,) s selected for IT function m, or 0 otherwise;
C,: cost of selecting solution i for IT function m;

S, Survivability of solution i for IT function m against disaster d;

¢, failure probability of solution  for IT function m against disaster d, €= 15,

B availzble budoet,

d=l  m=l

subject to

n,

) Ky 2ln=l M

/' -

M m,

Z Z Cmt X m = B
At least one IT solution be selected

and allocated to each IT function m=1 i=l

X, =0orl, form=1,.,Mandi=1.,n_




M ”JH

RAP maxs*=i p0Y -]

d=l  m=l i=l

subject to

M ”J‘H
) ) k<8
Guarantees that the total costs of m=l izl
Redundancy allocation not exceed B
the budget limitation - - and 7 =
9 X, =0orl, form=1,.,Mandi=1.,n_

Redundancy Allocation Model (6 of 6)
® m fails against d only when all of its selected solutions fail at same time
— As long as one of the selected solutions survives, m would still be operational

END
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QoE—Specifying Requirements

In this module
We shall understand
® What is availability specification?
® Per year (365 days)
® Per calendar year
® Per spurt




Measurable is achievable

Scalability Availability

Performance Security

Manageability Usability Adaptability Affordability

Availability in %age per annum
*  Uptime 0 99.70%
— 30 mins downtime
*  Uptime 0 99.95%
— 5 mins downtime
» Map onto totally deviant requirements

Availability in calendar year
*  Downtime on weekdays
— vs weekends
* Project deadlines

Availability in spurts
® Staggered vs onetime
® 99.70% uptime
— 30 minutes per year
— 10.70 sec per hour
® Acceptable for some users not to others
® Allowed for few applications

END

TOPIC 64

QoE—Five Nines Availability

In this module

We shall understand
® What is 5 9s?
® Impact on costs
® Example




The devil is in the details of availability

N\
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5 9s as best-case availability (1 of 4)
* Some enterprises may want 99.999%

— 5 minutes downtime per year
Sometime or all the time?
— A million $ worth question for managers
Repair time inclusive or exclusive
— In service upgrades (hot-swaps) possible?
Hardware manufacturers provide 5 9s
However sum is not equal to parts
— Carrier and power outages
— faulty software in routers & switches
— Unexpected and sudden increase in bandwidth or server
usage
— Configuration problems, human errors (90% of all!)
— Security breaches, and software glitches

(CS432 Handouts Made by Mahjabeen
mahjabeen97869@gmail.com
contact # 0321 2711298




QoE—Five Nines Availability

Shifting Impact of 9s on time

Per Day d’er Week

Per Hour Per Year
99.999% .0006 .01 10

99.98 012 .29 2 105

%
99.95 03 72 263

%
99.90 .06 1.44 10 526

%
99.70 18 4.32 30 | 1577

%




QoE—Five Nines Availability

99.999% Availability might
require

triple redundancy

s \—H\ P /—\.j’// \\\—H\

( \ \ / \
| ) J ) | )
’ \‘\ ( \ 4 \‘\

( / ! / (\ /
1 ) \ ] 1 )
H’/ y l
N




TOPIC 65

QoE—Cost of downtime

In this module
We shall understand

® What is the impact of downtime?
® Step-wise approach O

40 percent of companies that o \0
shut down for three days failed within 36 months (Contingency Planw

Management magazine

Scalability Availability @rmance Security
Manageability Usability Aqa”ility Affordability
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Drala sacurnty{virus, denial of service, unauthorized accass)

2% | 19% |
% | 12%]

Talacam faikirea

Powaraulage %' | 18% |

Data center hardwarals o ftware failure T 1% |

Structural fire {internal) 42% | 23% |

Water pipa braak |  29% |

Gas/chemical spil arleak | 42% |

P hysical secuity (workplace violance, lemarism, atc ) 3'] 36% |
Natural disaster (ear hquake, tornado , huricana, wikdfie, atc ) ";] 36% |
Labar disputes 80% |

‘IExtmma threat MMM oderate threat |1Low level threat

Source: New England Disaster Recovery Information X-Change (NEDRIX)

Step-wise approach to measure downtime cost
I.  Identify Business Continuity Components
II. Define What You Protect
III.  Prioritize Business Functions
IV. Classify Outage Types,
V. Calculate cost
Identify Business Continuity Components

* People

* Property
*  Systems
* Data

Define What You're Protecting
® Define core competencies
— product, service, process, or methodology
Prioritize Business Functions
® Business functions necessary to sustain that core competency
— And associated IT infrastructure
+ 80% of available resources restore 20 % systems, applications, and data
Outage Types, Frequencies, & Duration
® Branch Outage




® Regional outage
® Data center outage
® National outage

Frequency x Duration x Hourly Cost = Lost Profits

Outage Minimum Impact ~~~ Maximum Impact

Branch A o

Data Center ! 10K

Regional 02X 1

National 15K 16X

Tofal 36K 15
EXAMPLE

® [fthere were 90 branch outages in an average year
— Each lasting an average of one-and-a-half hours
— Costing $300/hour
90 outages x 1.5 hours x $300/hour = $ 40,500
® Cost of branch outages for a year =$40,500

END

TOPIC 66

QoE—MTBF AND MTTR

In this module

We shall understand
® What is typical representation of availability?
® Availability of components and service
® Example




Averaging out the availability

\

Scalability Availability Performance Security
Manageability = Usability Adaptability Affordability

Availability as MTBF (1 of 3)
* Mean time bw failure (MTBF) & mean time to repair (MTTR)
* Component vs service
— Mean time bw service outage (MTBSO)
— Mean time to recover from service outage (MTTSO)

Availability as MTBF (2 of 3)
* Typical MTTF value is once per 4000 hrs or 166.7 days

* Typical acceptable MTTR value is one hour
Availability = MTBF/(MTBF + MTTR)

4,000/4,001 = 99.98% availability

Availability as MTBF (3 of 3)
 MTBF with MTTR help to assess frequency and length of service outage
— Mean value must
be supported with variance

» The difference between MTTF and MTBF is the assumption of the former that the system

shall be repaired while in the later the system is replaced

up time (after repair) down time (unplanned)
L l
UP ———— f - ]
{ | between failures \ | \
Down —= — — i
off one failure one failure one failure

Time Between Failures = { down time - up time}




TOPIC 67

QoE—Network Performance

In this module

We shall understand
® How to define network performance?
® Performance factors

Composite metric that is end-to-end

AN

Scalability Availability Performance Security
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Definition

® An overall working

® Many different ways to measure the performance of a network
— Each network is different in nature and design

® Modeled

® Simulated

® Measured




QoE—Network Performance

Network
Performance
Efficiency Offered Load Delay
Accuracy Throughput Utilization
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QoE—Network Performance

The data-carrying capability of a circuit or network, usually

measured in bits

er second (bps)

Efficiency Offered Load
Accuracy Throughput
Response

time CEpaciy

Utilization

Optimum
Utilization

QoE—Network Performance

The percent of total available capacity in use

Efficiency

Accuracy

Response

Oiffered L

Throughput

Utilization

4




QoE—Network Performance

Maximum average utilization before network is considered
saturated

Efficiency CNL&HI Delay
A
Accuracy Thrnuuhp}l‘\ Utilization
Response \ Optimum
time Capacity Utilization

QoE—Network Performance

Quantity of error-free data successfully transferred between
nodes/sec

Efficiency Offered Load Delay

Accuracy Throughput Utilization

Response . Optimum
time Capuchy Utilization

>




QoE—Network Performance

Sum of all the data all network nodes have ready to send at

particular time

Etficiency

Offered Load

Accuracy

Delay

Throughput

Response

Capacity

QoE—Network Performance

The amount of useful traffic that is correctly transmitted, relative

to total traffic

Eﬂi:iun% Offered Load Delay
!
Accuracy Throughput Uitilization
Response Optimum
time Capacity Utilization

&




QoE—Network Performance

An analysis of how much effort is required to produce a certain
amount of data throughput

EfMiciancy Oifered Load relay

Accuracy Throwghput Untilization

e s o S e OpTimum
Tirmc Capacity Utiliraticn

DoE—MNetwork Perforrmance

Time betvween aframe being ready for transmission from o node and delivery
of the frame slsewhesres in the netwwork

The amount of time averape delay variss)

o
Efficiency Offered Load Dalay
W elas 1T gt TS Throes st rirlroatiomn
.+~ Capacity LItz ation

QoE—Network Performance

The amount of time between a reguest for some network service
and aresponse to the request

|

Efficiency Offered Load Delay
Accura Throughput LMtz o
i
e e S Crp iy
Lime Capacity Utiliza Lion
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TOPIC 68

QoE—Optimum Network Utilization

In this module
We shall understand
® What is optimum?
® What is optimum network utilization?
— At WANSs
— At LANs
— Typical values

Optimum is “As good as it gets”

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

Definition of optimum
® Sclection of a best element (with regard to some criteria) from some set of available
alternatives
Optimum network utilization (1 of 4)
*  How much % of bandwidth capacity in a specific time period?
* Time varying phenomenon
— Instantaneous, averaged, weighted)
* Both goal & constraint
Optimum network utilization (2 of 4)
»  Typical value is 70$%
— Exceeding this results in performance degradation
Optimum network utilization (3 of 4)
*  WAN links utilization is more crucial than LAN
— Pay per packet
» Compression, caching and concatenation used to reduce WAN utilization




Optimum network utilization (4 of 4)
* LANSs are over-budgeted
— Fast Ethernet)
* Full-duplex vs half duplex switches
« User activity levels
* LANSs suffer from exceeding utilization in switch-to-switch

END

TOPIC 69

QoE—Throughput

In this module
We shall understand
® What is throughput?
® Throughput vs offered load

Throughput = Goodput + Badput

Scalability Availability Performance Security
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Definition of throughput
* Quantity of error free data transmitted/ sec
— Erroneous transmissions futile
» Ideally, should be the same as capacity

(= Blog, '1+%




Deviation indicates the limitations of media type, device and network

| 100 % Cacty

— B2 | =Soa = = = =
2

100% of Capaciy

Offered Load

END

TOPIC 70

QoE—Throughput of devices
In this module
We shall understand

® What is throughput?

® Throughput vs offered load




Simulation of devices and specifications is vendor specific

Scalability Availability Performance Security
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Types of device throughputs
* Inter-networking devices give throughput as in
— TCP/IP: Packets per second
— ATM: Cells per second
* Sizes vary from 53, 64 to 1518 Bytes
Example—CISCO devices
» Traffic generators-device-traffic checkers in tandem measure throughput
— Smaller packets give better pps
® C(isco claims of 400 million pps for the Cisco Catalyst 6500 switch

CISCO claims throughput; which in actual is the capacity

Table 2-1 Theoreeical Maxtrrpern Pk o)

Frame Size (in 100-Mbps Ethermet Maxi

Sergenened [
1-Gbps Ethernet Maximum

Bytes) pps pps

(% 148,500 1488000

128 Hal 450 Hedall, 5000

255 A5, 2 i 45 2. 800

512 23,490 234900

TihHE | 5 B 158 GO0

et i HA fy
1280 Q96 10 aé, 100

I51H 120 81,2000

END
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TOPIC 71

QoE—Application Layer Throughput

In this module

We shall understand
® Definition
® Factors affecting goodput
® Mathematical formulation

Application layer uses lower layers unfairly

Scalability Availability Performance Security
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Definition

* Application layer throughput = goodput + badput
* Goodput vs badput
* Badput contributed by retxns, header etc
— Fraction of packets that collided/lost
* Fc=C/N
« Fc=L/N
Factors affecting goodput (1 of 3)
* End-to-end error rates
» Protocol functions (handshaking, windows, & acks)
» Protocol parameters (frame size, retx timers)
* pps rate of networking devices
« Lost packets at networking devices

Factors affecting goodput (2 of 3)
*  Workstation & server performance factors:
— Disk-access speed
— Disk-caching size
— Device driver performance




« Computer bus performance (capacity/arbitration)

Factors affecting goodput (3 of 3)
* Processor (CPU) performance
*  Memory performance (access time for real and virtual memory)
* Operating system inefficiencies
» Application inefficiencies or bugs

An, Cheolhong, and Truong Q. Nguyen. "Error Resilient Video Coding using Cross-Layer
Optimization Approach." IEEE Transactions on Multimedia 10 (2008): 1406-1418.

SLTi}.Imﬁui

—— 1 28]F§ +
.“u’mrlﬁﬂzmﬂ DI+
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preambie | signal |service

Application layer
goodput




8(L - hm)) 8(L N hm))(l - Pfr)

Xon =
§p Tavg T

Connotations
* Application layer throughput provides insight into “useful' transmissions
— It relates resource allocation down to physical layer throughput
END

TOPIC 72

QoE—Accuracy

In this module
We shall understand
® Definition
® Factors affecting accuracy

Being accurate is not being precise

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

(CS432 Handouts Made by Mahjabeen
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Low accuracy Low accuracy
Low precision High precision

High accuracy High accuracy
Low precision High precision

Definition
» Data sent and received should be the same
» Also referred as the number of error-free frames transmitted relative to the total number
of frames transmitted
Factors affecting accuracy (1 of 3)
» Packet reordering at routers
* Power surges
— Lightning impulse of 1 s on 10 Mbps link
* Impedance mismatch problems
Factors affecting accuracy (2 of 3)
* Poor physical connections
 Failing devices
* Noise caused by electrical machinery
« WAN links give BER and SNR (10°~10'})
« LANS specify erroneous frames per 10 Bytes
Factors affecting accuracy (3 of 3)
*  On shared Ethernet, collisions main cause of accuracy degradation
» First 64 Bytes collision (legal or runt frames)
» Typical acceptable value is .1% frames
« Late collisions are illegal




* Nahum, Erich M. "Validating an architectural simulator." Department of Computer
Science, University of Massachusetts at Amherst. 1996.

Accuracy =
[(Real value — Error) / Real value] * 100

* The frequency of events plays a key role in the overall accuracy
— Ejis the event 1 in the system
— freq(E;) is the frequency of event i
— real(E;) is the desirable (real) cost of event 1
— sim(E;) is the simulated (obtained) cost of event 1

Error = Z freq(E;) # (real(E;) - sim (E,))

END

TOPIC 73

QoE—Efficiency

In this module

We shall understand
® Definition
® Factors affecting efficiency
® Throughput vs efficiency
® Average efficiency

Boiling water analogy

Scalability Availability Performance Security
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Definition

Application layer throughput = goodput + badput
Goodput vs badput
Badput contributed by retxns, header etc
— Fraction of packets that collided/lost
« Fc=C/N
« Fc=L/N

Factors affecting efficiency (1 of 3)

Access protocols
— high number of users showing activity
— Ethernet not efficient at high collision rates

Factors affecting efficiency (2 of 3)

Frame size

— Using large frame is useful for single user on WAN links
Serialization delay on WAN links results in unfair treatment

— for real-time shorter frames enqueued in router
Factors affecting efficiency (3 of 3)

Small Frames (Less Efficient)

Large Frames (More Efficient)




Kleinrock, Leonard. "Creating a mathematical theory of computer networks." Operations
Research 50.1 (2002): 125-131.

If you scale capacity more slowly than throughput while holding the average response time
constant, then the channel efficiency (channel utilization) will increase

Response Time Improving,
Throughput Increasing

100 Efficiency Improving
T
) 3
Efficiency P
b 60
Response Time Improving,
Throughput Increasing
40 Constant Efficiency
20 Constant Response Time
Throughput Increasing
Efficiency Improving
Throughput
Average Efficiency

Latora, Vito, and Massimo Marchiori. "Efficient behavior of small-world networks." Physical
review letters 87.19 (2001): 198701

.j n 1

o= n(n—1) Z W

1<)l




® E(QG) is the average efficiency of a network G
® n denotes the total nodes in a network
® d(i,j) denotes the shortest path between a node 1 and a neighboring node |

END

TOPIC 74

QoE—Delay and Jitter

In this module
We shall understand
® Definition of delay
® Definition of delay variation

Applications might forgive delay but not jitter

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability
Delay

» Voice and video applications (especially interactive) demand
minimum delay

 Other applications such as Telnet remote echo need timed
performance




QoE—Delay and lJitter

Sources of packet delay

transmission

A Q\-.-_ \_.pmp;ga’lﬂﬂ—-

processing queueing

dw=dw+dm+dm+ dm

Delay m(jitter)

. amount of time average delay varies
& oice, video, and audio are intolerant of delay variation




Source of jitter

Steady stream of packds

Time >

Same packet stream after congestion or improper queveny

END

TOPIC 75

QoE—Causes of Delay

In this module
We shall understand
® Causes of delay
® Effect of utilization on delay

It is the small factors that matter the most

N\

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability




Causes of Delay
* Propagation
— Media type
— Length
* Transmission (serialization)
— 1024 Bytes on T1
« Switching delay
— upto 5-20 microsec for 64 Bytes frame
* Router delay
— Look-up, router architecture, configuration
— Software features that optimize the forwarding of packets
* NAT, IPSEC, QoS, ACL
* Queuing delay
— Dependent upon utilization

Formula
Queue depth = Utilization/(1 — Utilization)

Queue Depth vs Utilization

ah
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—
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g
|
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|
|
|

Average Queue Depth

z

g

| I
1 1

e

=
o

06 h 0.7 0.8 0.9
Average Utilization




Implications of queuing delay

dvErafe

gueueing delay
4

LR

END

TOPIC 76

QoE—Delay variation

In this module

We shall understand
® Definition of delay variation (jitter)
® Types
® Measurement of jitter

All animals are equal, but some animals are more equal than others (George Orwell)

Scalability Availability Performance Security
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Delay variation
® Amount of time average delay varies
® Voice, video, and audio are intolerant of delay variation
® Tradeoffs needed for efficiency for high-volume applications versus low
Delay variation
® Concept of jitter buffer to smoothen out the jitter
® Variations on the input side are smaller than the buffer
® Acceptable variation is 1-2% of the delay
Jitter types
® Jitter is quantified in two ways
® Delay jitter
— bounds maximum difference in total delay of different packets
— Assumes source is perfectly periodic
® Used for Interactive communication
® voice and video teleconferencing
Helps to translate to maximum buffer size needed at the destination
Second measure is rate jitter
® Bounds difference in packet delivery rates at various times

Useful measure for many real time applications
Video broadcast over the net

Jitter Analysis Points

Measures difference between minimal and maximal inter-arrival times (reciprocal of rate)

Slight deviation of rate translates to only a small deterioration in the perceived quality

Kay, Rony. "Pragmatic network latency engineering fundamental facts and analysis." cPacket

Networks, White Paper (2009): 1-31.

Hi LAN 1 LAN 2

METWORK
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1
|
! GATEWAY
1
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Latency & Jitter Analysis/Reporting




Measurement of jitter

Packet | . . . . :
D Time atPointA | Time at Point B Latency Jitter
] TA Th Ly = TB-Th -
2 m;_ TE;J_ |.J_ = TE}_'TAJ_ |.;_ = |.]_
m TA, T8, L, = TB,-TA, Ly = Ly
A T8 = TB-Th L - Ly
M1 mn-mﬂ TEn-mﬂ |-n-r|1+1 :TEn-m+1_T‘&n-m+1 I-n-rn+l - |-n-rn
+ TAy 1B, Ly = TByy = TAy Ly~ L
N 1A T8, L, = TB,-TA, L = Ly
END
TOPIC 77

QoE—Response Time

In this module

We shall understand
® Definition of response time
® Measuring points locations

® Mathematical form




Response time is relative phenomenon

Scalability Availability
Manageability Usability

Performance Security
Adaptability

Affordability

Definition

* The amount of time between a request for some network service and a response to the

request

Measurement Points Locations

Tim R Norton. "End-To-End Response Time: Where to Measure?" Computer Measurement

Group Conference Proceedings, 1999.

11 Measurement Point Locations
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Measurement of Response Time

[1] Reinder J., Bril., System Architecture and Networking. TU/e Informatica

[2] Sjodin, Mikael, and Hans Hansson. "Improved response-time analysis calculations." Real-
Time Systems Symposium, 1998. Proceedings., The 19th IEEE. IEEE, 1998.

Measurement of Response Time

1. astrictly periodic system event activates
ataskt.

J. task t;sends message i

FJ causes A/

3. message u. iriagers task 1,
CPU-1 CPU-2 e 19 ;
+ FJ causes A),

0] g

4. fask 7, generates a system response

Al influences sysfem response and
bus ; : . -
—-)@— response times of task , with a lower pririty

Ceiling function represents maximum
number of
pre-emptions by higher priority

S

R
Ri=Bi+Cit ) Bt C,

j€hp(i) j




R;: worst case response (computation) time

b;: maximum blocking time from lower priority processes
Ci: the worst case computation time

hp(i): the set of processes with higher priority than process i
Jj: the maximum jitter variation in activation times

(e.g. output of one task triggers a next task)

Tj: The period (or minimum inter-arrival time)

Cj:the worst case computation time

END

TOPIC 78

QoE—Security

In this module
We shall understand
® What is security?
® [mplementation
Threat = Capability + Intention

Scalability Availability Performance Security
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Definition

® Protection of information systems from threat
® Hardware
® Software
® I[nformation on them
® Avoidance from
® Disruption
® Misdirection of the services they provide

Implementation




® [ncludes controlling physical access to the hardware
® Protecting against harm via

® Network access

® Data

® Code injection

Tradeoff
® Security and deployment
* Operational ease
* Too much secure: bothersome inviting workarounds
e Thumb rule: cost of security implementation << cost of recovering from security lapse

END

TOPIC 79

QoE—Identifying Network Assets
In this module
We shall understand

® What are network assets?

® How to identify them?

Know thy self
Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

Trusted Computing Base

® Rainbow series (Orange book)

» Set of all hardware, firmware, and/or software components

* Critical to its security

* Bugs occurring inside jeopardize security of entire system
Bell-Lapadula Model

» Users as Subjects

* Predicates

— Devices and data as Objects
» Process algebra provides the action (verb) of subject over predicates




END

TOPIC 80

QoE—Reconnaissance Attacks

In this module
We shall understand
® What is reconnaissance?
® How to measure and quantify recy attack?

Prevention is better than cure

Scalability Availability Performance Security
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Definition

* Reconnaissance is a type of computer attack
* Intruder engages with the targeted system
— Gathers information about vulnerabilities
Types
® Active
reconnaissance (CS432 Handouts Made by
® Port scanning Mahjabeen
® Passive reconnaissance
® Sniffing contact # 0321 2711298
® War driving
® War dialing

Targeted Threat Index
Hardy, Seth, et al. "Targeted threat index: Characterizing and quantifying politically-motivated
targeted malware." Proceedings of the 23rd USENIX Security Symposium. 2014.

Targeted Threat Index




Vulnerability of system
Depends upon

— Target feature set

— Attacker methods

— Attacker aggressiveness

TTI = Method * Implementation

END

TOPIC 81

QoE—Security Requirements

In this module

We shall understand
® How to quantify security requirements?
® What is CVSS?
® How to use it?

Comprehensive planning is half success

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability

Definition

Enlist all the activities, actions, hardware/software
Confidentiality

Integrity

Authorization

Authenticity

Availability

Encryption

Assessing Security Levels
Burchett, lan. "Quantifying Computer Network Security." (2011).
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‘TOPIC 82

QoE—Manageability

In this module




We shall understand
® What is manageability?
® Manageability metric

SMART goals - Specific, Measurable, Achievable, Realistic and Timely

Scalability Availability Performance Security
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Definition
* The level of human effort required to keep that system operating at a satisfactory level
— Deployment
— Configuration
— Upgrading
— Tuning
— Backup

— Failure recovery
Assessing Manageability
* Candea, George. "Toward Quantifying System Manageability." UseNix HotDep. 2008

Manageability Metric

TotalTime eya)
S, Weight, x Time; x Steps;

Manageability =

The notion of efficiency of management operations, which is approximated by the time Time;
the system takes to complete Task;
Approximate complexity of a management task by the number of discrete, atomic steps (Steps;)
required to complete Task;
Commentary (1 of 3)

® Manageability is reduced proportionally to how long the management tasks take

® And to how many atomic steps are involved in each such task




Commentary (2 of 3)
® The fewer steps there are, the lower the exposed complexity of the system
® The faster the management tasks can be completed, the lower the likelihood of trouble
Commentary (3 of 3)
® [ess management a system requires (i.€., the longer TotalTimecya for the same Nioia1), the
easier it is to manage
® Equivalently, the less the system needs to be managed, the better

END

TOPIC 83

QoE—DoS Attack

In this module

We shall understand
® A simple DoS attack
® Counter strategy

® Analysis
DoS attacker = uncouth talkative person
Scalability Availability Performance Security
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Definition

® An attempt to make a machine or network resource unavailable
® to its intended users,

® Temporarily

® Indefinitely

Implementation

® Transmit a large number of packets
® TCP Syn attack
® Ping attack

® Server crashing attack
® [arge computational load

A Simple Attack Analysis




He, Changhua. Analysis of security protocols for wireless networks. PhD Diss. Stanford
University, 2005.

® Attack type: TCP SYN flooding DoS attacks
— n packets are used for attack
® Counter: Random drop queue 'Q'
Q = queue depth
Attack success probability
® P=1—-(1-1/Q"
Attack failure probability
® |-P

A Simple Attack Analysis

Block probability vs Number of messages under different Queus size

P iprobahbility of handshake blocked)

0 i I I i i I I i i
] P 4 i B 10 12 14 16 18 20

A (number of malizous messages)

END




WEEK 7

TOPIC 84

Making Network Design Tradeoffs

In this module

We shall understand
® Why is tradeoff necessary?
® Making tradeoff
® A usecase

Holistic solution requires a fine balance

Scalability Availability Performance Security
Manageability Usability Adaptability Affordability
Definition

® Make balance between desirable & incompatible features
® A compromise
® Often conflicting technical goals
® Make tradeoff a necessity
— Availability vs affordability
— Usability vs security

A Simple Communication tradeoff
Compressing of an image
® Reduces transmission time/costs
® At the expense of CPU time
® Tradeoff between computation and communication
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Tradeoff at Network Level

® Throughput is at conflict with fairness
® Tradeoff can be implemented through weighted scheduling

A child with Rs. 100 in a convenience store!

Handle it as a knapsack problem!

rr'a.'-cimize"'l_‘ GL

=

sliljecttclz I,

I=|_

i
|

Wandz, £ {0,1}




Making Network Design Tradeoffs

A child with Rs. 100 in a convenience store!

Scalabilty 20
Availability 30

MNetwork perdformance 15

Security : .

Manageability 5 mae .l_;""'

Usability - )

Adaptability 5 whrﬂm:‘éu-.:. < Wandr, € {0.1).
Aftordability 15

Total 100

(mustaddupto 100)

END &
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Problem Set 1 V

ined role of users/network size and topology
e insightful questions
ffect of routing protocols




Library and Computing Center

| 0-Mbps Metn

30 Library Patrons (PCs) :
Filiemet 1o [ntemel

30 Macs and 60 PCs in
Lomputing Lenter

Server Fam

e - - - e
R _sioha,
L L .
L} ¥
%

bl as e

& -

g 25 Maocs

SIPCs

g S0 PCs

Administration

Arts and
Humanities

: ﬁ Math and

Sri ; \ Seiences

g W0 PCs Total 1300 Kbps g 50PCs

Business and
Social Sciences

Effect of Topology Factors

1. What is the total data rate of the network?

2. What is the application that is generating the maximum load per user in Administration
department?

3. What is the application that is generating the minimum load per user in Math and Science
department?

Effect of Routing Protocols
1. If RIP sends a routing packet every 30 seconds and each packet contains 25 routes (Each

route is 20B), what is the bit rate?

END




TOPIC 86 FINAL TERM

Problem Set 2

In this module
We shall understand
® Effect of deployment
® Effect of protocol behaviour
® Queuing behaviour
® (onsiderations for network design

e
e

J Cirmni Pass
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Effects of Deployment/Protocol Behaviour

1. Where is the data centre?

2. What is the data rate available for users of Eugene?

3. What is the maximum Internet speed available to the users? 100 mbps ethernet 75 user
4. Label the router that needs to implement firewall.

5. If a user in Medford sends out a broadcast 255.255.255.255, what is the impact?

Queuing Behaviour
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A
100 mbps ethernet 75 user


1. A CISCO switch has 20 users (clients ans servers), each offering packets at a rate of 200
packets per second. If the average length of the packets is 64 Bytes, and the transmission rate of
the switch is 10 Mbps measure the load of all the users and the LAN utilization. Then measure
the queue depth

Understanding Network Design

1. Label the bastion host in the network.

2. Label the fastest end-to-end interoffice segment.

3. Label the slowest end-to-end interoffice segment.

4. How many total LAN segments are there?

5. Label at least one network where duplex auto-negotiation might help.
6. label at least one segment where BERT can be used to measure BER.

END

TOPIC 87

Simulate FTP Scenario

In this module
We shall recall and use
® Factors affecting goodput
® Using Inet framework
® FExpectations in “events log”
® What to model?

Factors affecting goodput (1 of 3)
* End-to-end error rates
» Protocol functions (handshaking, windows, & acks)
» Protocol parameters (frame size, retx timers)
* pps rate of networking devices
* Lost packets at networking devices
Factors affecting goodput (2 of 3)
*  Workstation & server performance factors:
— Disk-access speed
— Disk-caching size
— Device driver performance
« Computer bus performance (capacity/arbitration)

A Real World Scenario
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Factors affecting goodput (3 of 3)

* Processor (CPU) performance

* Memory performance (access time for real and virtual memory)
* Operating system inefficiencies

* Application inefficiencies or bugs

Implementation in INET
Source: https://omnetpp.org/doc/inet/api-current/neddoc/index.html
examples/inet/bulktransfer/Bulk Transfer.ned

- J'
clieft I\ client2
configurator

@/ \g

server client?

Usage diagram
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C StandardH ost

|PvdNetworkConfigurator Router

Source: src/applications/tcpapp/TCPBasicClientApp.ned

numRequestsPerSession = exponential(3)

requestLength = truncnormal(20,5)
replyLength = exponential(1000000

What to model?

1. Total time it takes to complete file transfer

2. Total goodput vs badput

3. Network utilization
4. Delay variation

5. Usability

6. Scalability

7. Availability

Parameters
Mame Type Chesfaustt Description
valug
localAddress sinng = may be beft emphy (%)
localPort inf -1 part nimber i isfen on
cormeciAddess siimg " sarvar address (may be symbaolic)
cormeciPor It 1000 port nmber o connect fo
daaTranslerhbons giving "hytacon
startTime: couitds 18 trm= first session beging
SlapTime E e 13 Firme of Tinishing sending, negative walles mesn Toreyves
mumRequestsFerSession ol i riumber of requesis send per sassion
requestl ength inf 2008 length of & request
regahy Length irdf IMEB length of & ey
thirkTime douitie trTeS A BefWeRrn Mequests
ksl rrhereal toiati Tirme (30 bofwesn Geesions
reconnectintanal doukis M= if connection breaks, warts this much b=fore ting to recornect




What to model?

Statistics:

Name Tithe Source Record Unit  Interpoiation Mode

mmAciieSecsions  mamber of acthe cessions £um{ronnect] may, tmeavg, vector rampie-hold

santPk facksls sent soniPx tount. sumpackatBiyes| neng
Vediorpache)ies)

eTOENDE entHOend delay MessaAETWIFY)  NSI0REM, vectr i nong

hlH MRCkels receved TPy tount. sum|packetfiyies) nine
vechrpackesBytos)

ImEesgions \nkal mamber of sesaions simfponneci+ 1) last

END /< :
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Summarizing top-down approach q
In this module b
We shall recap «

® Top-down approach to NeMS
® Start with application layer

Summarizing top-down approach

Our S5trategy

G(j_;‘ 1

Ciuantify Quality of Parameterize QoS
Expenence (CIoE) at each layer




Summarizing top-down approach

Application layer Roll-out for M &S

ent Server Architectures
eb Server modelling
HTTP modelling

Application

Transport (Non) Persistent connections
Cache response time
Network F TP efficiency
SMTP scalability
Link DNS Load distnbution
Query loss rate
Physical DNS traffic load

P2P scalability
Torrents efficiency/reliability

v =
Client Server Architectures q

Web Server modelling

HTTP modelling Q’

(Non) Persistent connectioxo

Cache response time o

FTP efficiency

SMTP scalability”
DNS Load distrqtm
Query loss ra

DNS tr

P2p s&@ ity

& ficiency/reliability
END

R
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Simulating DoS Attack

In this module
We shall understand
® Attack and defense module
® [mplementing Ping of death attack in OMNET—++

Igor Kotenko & Alexander Ulanov , “Simulation of Internet DDoS
Attacks and Defense ,” ISC 2006, LNCS 4176, pp. 327-342, 2006.

Kaur, Rupinderjit, Amrit Lal Sangal, and Kush Kumar. "Modeling and

simulation of DDoS attack using Omnet++." Signal Processing and

Integrated Networks (SPIN), 2014 International Conference on. IEEE,

2014.

What to model?

Multi-agent & DDoS Framework
| Agent models: basic agent. anack and defense agents

| Protocol models: agent communication language, application-agent protoool

| Application models: packet analyzer. filtering tal‘::l-e_i____f_ﬂ__t__igg:—___-i 'r__'l_ji_ﬁ_f_lz‘v_é:
! — _ == F
= ~, | - Victim tvpe Attack module |

INET Framework - Attack tpe

Device models: Host, Router | - Impact o the victim

| — - Attack rate dynamics
| Application models: HTTP, Telnet | L :
- Persistent of agent set
| Protwcol models: IPvd, Transport | - Possibility of exposure

: - Sonrce address validity
Link models: Ethernet, PFPP | .
L - Degree af awtomation

-“"‘-.

|
|
\

w

. | | . - Deplovment location Defense module
(OMNeT++ Framework: - Mechanism of cooperation
Simulation model || - Covered defense stages
Component library i - Amrack derection rechnigoe
d - Amtack sonrce detection rechnige
- Attack preventionfcounteraction technigree
- Model dam gathering technigue
- Determination of deviation from model data

!
User interface:
graphical. command

| | Simulation kernel | |
e -




Configuring Ping of Death attack

c3impleModule ILifecycle

t 1
‘ PingApp \

cSimpleModule::initialize(); ’;\\

packetSize = par("packetSize");
sendIntervalPar = &par("sendInterval");

hopLimit = par("hopLimit");
count = par("count"); q

startTime = par("startTime");
stopTime = par("stopTime");

END
TOPIC 90 0

In this module

We shall understand
® A quick RTP round-up

® Recalling delay/jitter
® Inet for simulating R‘@
® Determining pacl@

Family of RTP

Simulate RTP with Packet Loss «%

'S PN

il bF afikpdadit
i

;ﬁﬂla em:ln
|:th HPEEJ

(_RSVP ) (_RTCP_)
L ¥

A TCP ) C UDP )
¥ Y Y
RTP

* Real-time Transport Protocol (RTP) is a network protocol
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* Delivers audio/video over IP networks
* Streaming media

* Telephony

* Video teleconference

* Television service

* Push-to-talk over web

Simulate RTP with Packet Loss

Delay/litter Analysis Points

EEEC B =Y

L ety e I A Pl FTe

Inet for Simulating RTP
(examples/rtp/unicastl/unicastl.ned

@HTWH“:JR 1

— e=thermnsl

confligurator )
okt
-~ -
hesta routary host>
T =17
hostc3

src/nodes/rtp/RTPHost.ned




RTPMulticast1 R TPNatwork RTPUnicast1 RTPUnicast2

IdealChannel RTPAgpplication

dropPk dropped packets sum(packetBytes)

END

TOPIC91+92




Reading material

Real-time Transport Protocol (RTP) is a network protocol used to transmit real-time media data,
such as audio and video, over IP networks. RTP provides end-to-end delivery services for data
with real-time characteristics, including the following:

o Provision of timing
o Loss detection
e Correction mechanisms

RTP is widely used in applications such as:

o Streaming media

o Telephony

« Video teleconference
o Television service

o Push-to-talk over web

How Real-time Transport Protocol (RTP) work in a network?

It works by breaking the data into small packets and sending them over the network to the
intended receiver. RTP also includes a control protocol called RTCP (Real-time Transport
Control Protocol), which provides feedback to the sender about the quality of the transmission
and enables the receiver to control the flow of data.

Overall, RTP is essential for ensuring that real-time media data is delivered efficiently and
reliably over IP networks, providing a smooth and seamless user experience for applications
such as video conferencing and streaming media.

On which layer of network Real-time Transport Protocol (RTP) works?

Real-time Transport Protocol (RTP) operates at the application layer of the OSI (Open Systems
Interconnection) model, which is Layer 7.

While RTP operates at the application layer, it is often used in conjunction with lower-level
transport protocols such as User Datagram Protocol (UDP) or Transmission Control Protocol
(TCP), which operate at the transport layer (Layer 4) of the OSI model. UDP is commonly
used with RTP because it provides low-latency, connectionless delivery of data, which is
important for real-time applications.

Overall, RTP provides a standardized framework for the transmission of real-time audio and
video data over IP networks, regardless of the underlying transport layer protocols used.

END
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TOPIC 93

Client Server Architectures

In this module
We shall understand

® Definition of client server architecture .
® Factors affecting architectures O
® Performance A

Client Server Architectures

An architecture for data exchange

&
inition

® One known server

® Always-on

® Permanent IP address

® (lients communicate with server




Intermittently connected

Performance

END

D, = max ,
Uy dmfn

Distribution time for the client-server architecture denoted by D,

Size of the file to be distributed (in bits) by F'

Number of peers that want to obtain a copy of the file is N

dmin denotes the download rate of the peer with the lowest download rate
Server upload rate is u;

TOPIC 94

Web Server Modeling

In this module
We shall understand

® What does a web sever do?
® Ways to characterize it
Wieb Server Modaling
Mlessage Flow
T S ﬁ
- '_\" - ”:_ o '\- Fes rhl.'l'.ﬁ WmE
Chsnt ey BN CwBI0m aohoaiion
Operation

Handles multiple HTTP requests

Accepts and parses the HTTP request

Gets the requested file from the server's file system

Creates and sends an HTTP response message consisting of the requested file
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Characterizing web server
® Buffer size per client
® Number of clients
® File size that it handles
® Processing time
® Time out interval

END

TOPIC 95

HTTP Modeling

In this module

We shall understand
® HyperText Transfer Protocol
® [ts variants

HTTP Modeling

Time line operation

ciice: "

Variants
« HTTP is based on sequenced messages

* Underlying TCP handshaking determines the overall performance

— Persistent
— Non-persistent
— Pipelined
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— Caching

END

TOPIC 96

Non-Persistent Connections

In this module

We shall understand
® What is non-persistence
® Modeling non-persistence

Non-Persistent Connections

TCP handshaking required for every object

pgm Fa

S
[ --'-
L LTEL  aLE|
[rire Py regyei

Tomg Tma

Modeling Non-persistence
® [t requires 2 RTTs per object
® Total time for N objects
N*2RTT + N*Transmit time
® Consequent effect on simulated time is exacerbated in a multi-hop real world network
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END

TOPIC 97

Persistent Connections

In this module

We shall understand
® HTTP 1.1 as persistent HTTP
® [ts performance gain

Persistent Connections

TCP handshaking required once

e
gt
file i

tune 1O

}:1’ ATTEITEL

fla

time o

tranaemet

il
w18

4 Laa T .I!u':‘.l

Modeling Persistence
® [t requires 1 RTTs per object
® Total time for N objects
(N+1)*RTT + N*Transmit time
® Consequent effect on simulated time is noticed in a multi-hop real world network

END
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TOPIC 98

Cache Response Time

In this module
We shall understand
® QOperation of cache
® Performance gain due to web cache

Caching operation
® User sets browser: Web accesses via cache
® Browser sends all HTTP requests to cache
— Object in cache: cache returns object
— Else cache requests and returns object from origin server

Clients requesting objects through cache

. J
B .
ﬁ‘i “r"-".-' El‘:;""\

Client

Advantages of caching
® Reduces response time for client request
® Reduce traffic on an institution’s access link
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Cache Response Time

Simulating Seenarios with and

without cache

e

] L} 1 \.

B B B o B | T
B T 1 | Y
P [ ——

[ % S
o

EEEE pEpEQ

Factors affecting caching
® Average object size

_\__:l"h_ e g | i

—

B

® Average request rate from institution’s browsers to servers

® Round trip delay from institutional router to server
® (orrelation between requests

Example (1 of 3)
® Average object size = 100,000 bits

® Avg. request rate from institution’s browsers to origin servers = 15/sec

® Declay from institutional router to any origin server

Example (2 of 3)
® Utilization on LAN = 15%
® Utilization on access link = 100%

and back to router = 2 sec

® Total delay = Internet delay + access delay + LAN delay

= 2 sec + minutes + milliseconds
Example (3 of 3)

® [f hit rate 1s .4

® 40% satisfied locally
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® 60% requests satisfied by server
® Utilization of access link reduced to 60% (say 10 ms)
® Avg delay = Internet + access + LAN

= .6 *(2.01) s+ ms < 1.4 secs

END

Week 08

TOPIC 99

FTP Efficiency

In this module

We shall understand
® Basic operation of FTP
® Evaluating file transfer

FTP operation
® Client contacts FTP server at port 21
® Client obtains authorization
® Browses remote directory
® Secrver receives file transfer command
® Server opens TCP data connection to client
® After transfer connection closed
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FTP Efficiency

Control Signaling of FTP

TCP control connecton = . Barrewr
port 21 — |
F L P
TCP data connection “a 1
FTF P 1
port 20
chent SETVEr P i
- - e N
e W < o
- e
[ = _ ] -
ol vy o
o =
- o i
L.
2 |

Computational Efficiency of FTP
(COURTESY: ALEBRA TECHNOLOGIES INC

((TCPU)-(ICPU)) X MIPS  Milions of Instructions
TRATE ~ per Megabyte

TCPU = Total CPU seconds recorded during the period of file transfer

ICPU = Measured CPU seconds when machine is idle for the equivalent period
MIPS = Machine performance rating in Millions of Instructions Per second
TRATE = Transfer rate in megabytes per second

END



A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight


TOPIC 100

SMTP Scalability

In this module

We shall understand
® Entities of SMTP architecture
® Assessing scalability
® Efficiency and speedup

SMTP Scalability

Entities of SMTP Architecture

Recall scalability
* Ability to grow
* Scaling may include
— Number of user sites
— Inter-site topology
— No. of user agents
— User mailbox size
— No. of mail servers
— Outgoing queue size
* Discipline
Efficiency & speed-up for SMTP

outgoing
age queue

e

user maibox

(CS432 Handouts Made by
Mahjabeen
mahjabeen97869@gmail.com
contact # 0321 2711298




Mail delivery time tends to vary with scaling factors
* Must be normalized when comparing SMTP performance at different traffic volumes
— On single server
— Servers confederation
Erelative = T1 s (NO of hosts " Txo of hosts)
Srelative = No. of hosts " E;

END

TOPIC 101

DNS Load Distribution & Loss

In this module
We shall understand
® Operational overview of DNS
® Quantifying load distribution metrics

DNS Load Distribution & Loss

Typifying DNS operation

L G R R ]




Casalicchio, E., Caselli, M., Coletta, A., & Fovino, I. N. Aggregation of DNS health
indicators: issues, expectations and results

Name Sen.fer Namr: Server .
“Slave” 'Master Registrant ‘ )

=

DNS system

DNS Zone : \\‘

NG Zone

Resolver

Stub Resolvar Stub Resolver

; : DINS sub-system
User Application Service = =

Application Provider

=

t of incoming data during a session over the duration of the

Health metrics

Incoming Bandwidth Consu

® Ratio between total a
session

® Range: [0, IBC rr@
measured in Mb&
X

g(x) =1- IBCMax

X
H etrics

ing Traffic Variation (ITV)

For each session i,

(IBC; — IBCi-1)/length,;
® /BC;is incoming bandwidth consumption in ith session
® Jength; is duration of that session
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6—2${ITVmaI >0
1 xr <0

Mcgs
Health metrics
Traffic Tolerance (TT) Q

® Measures the Round Trip Time (RTT) of a IP packet flowing between end-u and
ISP’s recursive resolver in seconds b

q(z) =

1 t < RTT ’;\\'

q(z) = —gpr— t2 RTTuy <2 <2RTT ‘)

0 x> 2RTT 4 &

Health metrics
DNS Requests per Seconds (DNSR)
® [t gives the total number of DNS queries in.L

| - spmsr— 0 <2 <2 DNSR,,

0 x> 2+ DNSR 4.4

is resolved only once due to caching
repeated DNS queries in a session for same name if the query is

q(z) =

Health metrics
Rate of Repeated Queries (

® [n a single session a
® The metric returns n@
lost

— Or nme
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TOPIC 102

Peer to Peer Scalability

In this module
We shall understand

® P2P operation .
® File distribution problem O

® P2P performance
® \'

Operation
® No always-on server q

® Arbitrary end systems directly communicate
® peers are intermittently connected
® Change IP addresses

7N\

Peer to Peer Scalability

File Distribution Problem

]
=

L ol e
-

_ NF F F F N
r = HLI:I;.{ -"- . h"....m} II* Dpsp = max { w, d =i i:'rul}

Performance




F F NF

k-l k-l
DPZP = max U dmin
us + E“’i

Distribution time for the P2P architecture denoted by Dp,p

Size of the file to be distributed (in bits) by ¥

Number of peers that want to obtain a copy of the file is N

dnin denotes the download rate of the peer with the lowest download rate

Upload capacity of the system as a whole = the upload rate of the server plus the upload
rates of each of the individual peers, that is, tm = us + u; + ... + uy

Server upload rate is u

END
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Torrents Efficiency

In this module

We shall understand
® Basic operation of BitTorrents
® Performance of BitTorrents

Torrents Efficiency

Basic Torrent Operation
{Computer Nebworking Top down approach, Eurose & Ross)

tracker tracks peers lerrent group of peers exchanging
participating in torrent chunks of a file

MMew peaer arrives
... aobtains list
af paers from trackear

and begins exchanging _5_ f
file chunks with Dﬂﬂrﬁlnlﬂﬂ'ﬂﬂlgy——’”ﬂ e

Factors affecting efficiency
® Heterogeneous upload capacity




® Diversities of neighbor selecting mechanisms
® Geographical distribution of peers

® Downloading rates of LocalBT clients

® Peer selection policy

Performance

Efficiency of BitTorrent = (T )/T

-T
BitTorrent CSFD CSFD

Wu, Gang, and Tzi-cker Chiueh. "How efficient is BitTorrent?." Electronic Imaging 2006.
International Society for Optics and Photonics, 2006.

Yu, Lidong, Ming Chen, and Changyou Xing. "Quantifying downloading performance of
locality-aware bittorrent protocols." Computational Science and Its Applications-ICCSA 2011.
Springer Berlin Heidelberg, 2011. 562-576.

END
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Reliability of Circular DHT
In this module
We shall understand
® Basic operation of circular DHT

® Redundancy for handling failures

® (Cost of reliability expression

Operation of Circular DHT




Who is
responsible 1

for key 112
/—\ 3

\\-‘ 5 \ 5
@f’

Reliability of Circular DHT

HEBUHDATI':E!" HANDLES FAILURES

0,020
P 1000 DHT nodes
é Average of 5 runs

0015 & 6 replicas for each
= + key

=z | § Kill fraction of nodes
_§ Measure how many
9 lookups fail

aos - { All replicas must be
= killed for lookup to
e I Lfail

L R IS EEEE 1 g -

T
oo ol 0.2 ox Li ] 0%

Failed Nodes (Fraction)

Cost of Reliability




Russ Cox, “A Backup System built from a
Peer-to-Peer Distributed Hash Table.” http://pdos.lcs.mit.edu/chord

Mahajan, Ratul, Miguel Castro, and Antony Rowstron. "Controlling the cost of reliability in
peer-to-peer overlays." Peer-to-Peer Systems II. Springer Berlin Heidelberg, 2003. 21-32.

Cost of Reliability

128

2% 0,20((20 = 1) X (1= b(0; N, cyteemy))
17 Ir

[ leaf-set keepalive messages every T seconds

2-messages for probe and response Routing table probes every 7},

Summation computes expected number of routing table entries (128/b rows and 2° columns)
® [ast expression is a binomial distribution

END
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Problem Set 1

In this module
We shall solve problems to

® Recap network latencies

® Recall HTTP performacne
Network Latencies
Consider an institutional network connected to the Internet. Suppose that the average object
size 1s 850,000 bits and that the average request rate from the institution’s browsers to the
origin servers is 16 requests per second. Also suppose that the amount of time it takes from
when the router on the Internet side of the access link forwards an HTTP request until it
receives the response is three seconds on average

Model the total average response time as the sum of the average access delay (that is, the

delay from Internet router to institution router) and the average Internet delay. For the average

access delay, use A/(1 — Ab), where A is the average time required to send an object over the
access link and b 1s the arrival rate of objects to the access link.

Now suppose a cache is installed in the institutional LAN. Suppose the miss rate is 0.4. Find the

total response time.




HTTP Performance

Suppose that an HTML file on a web server references eight (8) very small objects. Neglecting
transmission times, how much time it takes when non-persistent HT TP connection is used and
the browser is configured for five (5) parallel connections?

A. 18RTT B. 6RTT C.3RTT D. None of these

END

TOPIC 106

Problem Set 2

In this module

We shall solve

problems to
® Refresh P2P operation
® Understand user activity

P2P Protocols

Suppose that peer 3 learns that peer 5 has left. How does peer 3 update its successor state
information?

A. It asks peer 4 B. It asks peer 8 C. It asks peer 2 D. None

User Activity Monitoring
For a 1 Mbps link, if each user generating 200 kbps is active for 20% of the time, what is the
probability that out of a total of 100 users, more than 5 users be active?

END
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Simulate HT'TP Persistence

In this module

We shall understand
® Basic operation of HTTP Persistence
® Support in OMNET++
® (Customization
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Simulate HTTP Persistence

Basic Operation

Use single connection
to send and receive multiple
Iresponses

\

HTTP Evolution o
® RFC 793 does not suppomrsistence
— HTTP1.0

® Additional mechanism needed
— Use keep-alive
® HTTP 1.1 is persistent by default

HTTP Evolution
® RFC 793 does not support persistence
— HTTPIL.0
® Additional mechanism needed
— Use keep-alive
® HTTP 1.1is persistent by default

(Source: Wikipedia)

persistent connection

client

SETVer

<— awn
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HTTP Support in OMNET++

Module Interface ITCPApp

=5 lm@gi -
=:a:7"r1 s
""f / \ » &

oPAtig | [iBowse | | HiSover | [ HigSeveih | [ Hoseneie | [ TPBascCiet e

£ ¢ Ei

® Template for TCP applications (Inheritance)
® [t shows what gates a TCP app needs &

® to be able to be used in StandardHost etc

HTTP Browser in OMNET++ @9

src/applications/httptools/HttpBrowser.ned

Default support is HTTP 1.1
simple HttpBrowser like ITCPApp
{ parameters:

int httpProtocol = default(ll) }
Supported Modes

Q between random and scripted mode

® Random request mode
® Browser uses sta‘us?

stributions generate requests to random web servers
® Scripted mode
Browsing behavior determi

END V

TOPIC 108

list of predefined web sites to visit at specific times

%NS Query Response

is module
We shall understand
® Basic operation of DNS
® Newly added support in OMNET++
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Simulate DNS Query Response

Basic Operation

i g P asldie W0 b W R

DNS Support in OMNET++ /

https://github.com/saenridanra/ inet—dns—eqp

(Courtesy: Andreas Rain)

® Extensions provide classes qﬁtions to simulate DNS and MDNS traffic

® [mplement RFC 1035 0
Supported DNS Opera&

® Name server recursive resolving capabilities
ervers with DNS zone configuration using master files

) Authqrita(?&
Cachinﬁ ers without zones
a

recursively resolving
che base
that can be extended

END
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Simulate TCP Threading

In this module :&

We shall understand

® Operation of threading in TCP O
® Variants of threading . ‘\.
® Support in HTTP \

Simulate TCP Threading

Threaded Server

2 2

: source 1P oo B A host: IP
ggghﬂ deat IPpant A G157 Edﬂress
A wﬁ

R thm'. AT !*
don P port 8.0 aturte 9 aor C 95T

deid P port: B A




Simulate TCP Threading

Single-Threaded
Web Server

r
Simulate TCP Threading

Multi Threaded
Web Server




INET Support for TCP
RFC 793 - Transmission Control Protocol

RFC 896 - Congestion Control in IP/TCP Internetworks

RFC 1122 - Requirements for Internet Hosts -- Communication Layers
RFC 1323 - TCP Extensions for High Performance

RFC 2018 - TCP Selective Acknowledgment Options

RFC 2581 - TCP Congestion Control

RFC 2883 - An Extension to the

Option fc
Features

« RFC 793 TCP states and state transitions e \0

* Connection setup and teardown as in RFC 793

* Segment processing ()

Receive buffer to cache above-sequence data
* Data not yet forwarded
END %
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Simulate HTTP Handshaking
In this module « b
We shall understand
® HTTP Messaging q
HTTP Requests 00

HTTP/1.0: O
e GET V
e POST
e HEAD ()'

@ server to leave requested object out of response

MCQS

HTTP Response
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200 OK

request succeeded, requested object later in this msg

301 Moved Permanently

requested object moved, new location specified later in this msg (Location:)
400 Bad Request

request msg not understood by server

404 Not Found

requested document not found on this server

505 HTTP Version Not Supported

Simulate HTTP Handshaking

HttpBrowser Class Reference
(Inheritance Diagram)

I_ cSimpleModule ILifecycla

t f
|

HipModeBase

l

HilpBrowserBase

i
[ I

HitpBrowser HitpB rovrserDirect

END
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Intro & Transport Services
In this module
We shall understand
® Transport services
® Modeling approach to transport layer

Introduction
® Transport layer is the big brother
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® Manages end to end delivery of data
® Modeling of transport layer is pivotal to the overall performance

Transport Services (1 of 2)
® Multiplexing and demultiplexing
® Reliable, in-order delivery (TCP)
® Congestion control
® Flow control
® Connection setup
Transport Services (2 of 2)
® Unreliable, unordered delivery: UDP
® “best-effort” IP
® Services not available
® Delay guarantees
® Bandwidth guarantees

Intro & Transport Services

Modeling Approach

Application

Transport | ‘ « Connection overhead

« Scalabilty to multiplex
Network Efficiency
Latency
Ability to diagnose and
combat

Congestion
Overflow

Link

Physical

END
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TOPIC 112

Multiplexing & Demultiplexing

In this module

We shall understand
® Basics of DeMux
® (apability of port numbers
® (Cost of multiplexing

Multiplexing & Demultiplexing

—

Bazsics
LLLEL]
. < S S B
N hhﬂﬂ:h:-tr -/ yi ﬂ-tmn:lpl-h-hr N

| i | [

h oo e JIP-

Multiplexing & Demultiplexing

Capability of Port #
22 bits

source por = degtport &

other header fields E'}%Eqm 16-bit integer

application
daia

(payload)

Cost of Multiplexing




Chandra, Abhishek, et al. "Quantifying the benefits of resource multiplexing in on-demand data
centers." Computer Science Department Faculty Publication Series University of
Massachusetts, Amherst (2003): 20.

Multiplexing & Demultiplexing

Cost of Multiplexing

| i -Ilﬂh'—gl"ll‘“ﬂ!
Keallocation

Fine-grained
. Reallocation

Optimal
Allocation

R -

END
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Intro & Transport Services

In this module
We shall understand

® Transport services

® Modeling approach to transport layer
Introduction

® Transport layer is the big brother

o {\Nages end to end delivery of data

® Modeling of transport layer is pivotal to the overall performance
Transport Services (1 of 2)

® Multiplexing and demultiplexing
Reliable, in-order delivery (TCP)
Congestion control
Flow control

[
[
[
® Connection setup
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Transport Services (2 of 2)
® Unreliable, unordered delivery: UDP
® “best-effort” IP
® Services not available
® Delay guarantees
® Bandwidth guarantees

Application

Transport

Network

Link

Physical

END
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Connection overhead
Scalability to multiplex
Efficiency
Latency
Ability to diagnose and combat
Congestion
Overflow

Multiplexing & Demultiplexing
In this module
We shall understand
® Basics of DeMux
® (apability of port numbers
® (Cost of multiplexing




BASIC
Processes Processes

A

W O I

\  Mutiplexer  / /' Demuliplexer '\

; 1
‘ 2 | | P |

Multiplexing & Demultiplexing

Capability of Port #

— T hits

source port # dest port #

LInsigned 16-kit integer

other header fields
= 2161

spplication
data
(Paryload)

Cost of Multiplexing

Chandra, Abhishek, et al. "Quantifying the benefits of resource multiplexing in on-demand data
centers." Computer Science Department Faculty Publication Series University of
Massachusetts, Amherst (2003): 20.




Multiplexing & Demultiplexing

Cost of Multiplexing
Tl Coarse-grained
Reallocation
o
Any
. | Fine-grained
] ! ___— Reallocation
A!)’. .
z Optimal
g -} 7 Allocation
7 _2 : s
%z ; b
T =
Time—— ™

END OQ

TOPIC 1&0

@nmunication Link
e

Multiplexi
In this
We s

derstand
ypical multiplexing techniques
Capacity overhead

® Statistical (packet) multiplexing




Multiplexing Communication Link

Typical Multiplexing Techniques

6-slot 6-slot
frame frame

frequency bands

N




Capacity Overhead

)= Rpmr:t B Rﬂpt
}%ﬂpt

100,

Capacity overhead p is defined as %age increase in the resource requirement of a practical
multiplexing scheme when compared to the optimal

Ript (t) R;mct (t)

Amount of resources allocated to application i at time ¢ using the optimal and practical
allocation scheme respectively

Gain in Statistical (Packet) Multiplexing
e Each user: 100 kb/s when “active”
active 10% of time
Strict Multiplexing: 10 users
Statistical Multiplexing: with 35 users, probability > 10 active at same time is less than
.0004

Em
L.

1 Mbps link

END
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Checksum
In this module
We shall understand
® A brief of checksum
® How to measure its strength?
Introduction
® Transport layer incorporates error detection
® Checksum is “checking the sum” both at the sender and receiver
® Performed at the header or the entire body

Operation in Brief & Performance

Stone, Jonathan, et al. "Performance of checksums and CRCs over real data." Networking,
IEEE/ACM Transactions on 6.5 (1998): 529-543.

http://noahdavids.org/self published/CRC and checksum.html

11100110011 001
110101010101
wraparound ‘1’1 0 1 1 1 0111011101 1

=um 1 011 %Y@
1 1

0
checksum 0 0O00 1

[

1 11 i1 1
0 0 O 0 00
Overhead and Operational cost
® Divide the M-bit data into N-bit chunks
— Total chunks M/N
® Checksum is also N-bit
® Total sums M/N + [
Undetected Errors
(1 of 2)
® Reordering of 2 byte words, i.e. 01 02 03 04 changes to 03 04 01 02
® Inserting zero-valued bytes i.e. 01 02 03 04 changes to 01 02 00 00 03 04
Undetected Errors
(2 of 2)
® Deleting zero-valued bytes i.e. 01 02 00 00 03 04 changes to 01 02 03 04
® Replacing a string of sixteen 0's with 1's or 1' with 0's
® Multiple errors which sum to zero, i.e. 01 02 03 04 changes to 01 03 03 03

END
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TOPIC 117

Go Back N Retransmission strategy

In this module
We shall understand
® How Go Back N
works?
® Efficiency vs buffer tradeoff

Introduction
® Retransmission strategy (ARQ)
® No need to buffer at receiver
® Wheat and rice analogy!
— Go back N is wheat
— Fresher is better

N
()‘\

/A

Go Back N

Performance Amidst Packet Loss

senderwindow (N=4) sender

EEEES: =27 =

EEEE: 27 2 e
- e Pt

ERIEER: =27 = sond i3

Hﬁ:lrg [N F1l4]

iy Sk, Send pidd

.:-.m a7 E:m" k], send pktS

o EEEE T e

3 . S

a1 T8 send pat3

0 EEEEE e send pictd

o EERERF e send pts
Eﬁiciency without Errors

(Courtesy: Eytan Modiano

send pactl
send pit] \

e Erey

recedve patd, send ack(
recenve pill, send skl

recerve pit3, dscand,
{reisend ackl

refetve pitd, dscam,
{reltend ack]l
receive pils, dscand,
{relsend ackl

rov phad, delrver, send ik
ey plet 3, defiver, send 3kl
oy pictd, deliver, send ackd
oy PSS, detiver, Sénd kS
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S=Dgp+2Dp+ Dy

Dp Dp | Dp
Dra

® (Choose N large enough to allow continuous transmission while waiting for an ACK for the first packet

of the window
If N> S/Drp IE =min{1, N*Drp/S}

® When an error occurs the entire window of N packets must be ret‘mﬁéd
® X = Number of packets sent per successful transmission
® Assume N=S/Drp and TO = N*Dzp
® FE/X] = 1*(I-P) + (X+N)*P
E=1/E[X]

END

TOPIC 118

Selective Repeat
In this module
We shall understand
® How Selective Repeat works?
® Efficiency vs buffer tradeoff
Introduction
® Retransmission strategy (ARQ)
® No need to retransmit all after loss
® Buffer requirements at receiver
® Wheat and rice analogy!
— Selective repeat is wheat
— Older is better
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Selective Repeat

Performance Amidst Packet Loss

2O A (YL F 2 receiver

BEER - send pkt0

_I 8T i KT h-_-------""—-—._______-_-_--m

EEEES - - R receive pkt0, send acko
S - o7 send pkt3 e receive pktl. send ackl
—_— {w ait)

receive pkt 3, buffer,
somd skl

receive pkid, bulffer,
send ackd

receive pktS, buffer,
send acks

o o7& rov AackD, send pkta
:-1-:. e rewv &ckl. fend pkts

Fall il BN ST il

!‘;' ok Tt

o
LTl - send plkt?

ot 8 e roy pkt2; deliver pktz,
i rs wcord achl arviv // pkt3, pktd, pktS: send ack2

Ak Y ecaroed

Efficiency without Errors
(Courtesy: Eytan Modiano Py

Drp  Dp Dy
Dra

® Same as @?a‘c'k N
® /N> E =min{l, N*Drp/S}

Efficie rrors
o ‘% ackets containing errors will be retransmitted

E=1-P
lications of buffer size
Buffer limit at sender
— Number of un-ACKed packets at sender =< W
® Buffer limit at receiver
— Number of un-ACKed packets at sender cannot differ by more than W

END

A4
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TOPIC 119

RTT Estimation and Timeout
In this module
We shall understand
® Measuring RTT
® TCP TimeOut
® What is RTT estimation?
Fixed Window
First case
WS/R > RTT + S/R
® ACK for first segment in window returns before window’s worth of data sent

RTT Estimation and Timeout

Delay Performance with Fixed Window

. *
|l'":
- "
—— b [ 1
J— |
——
2 . —— a— . e, | i
—— = 8 ™ 11
Delay=2RTT + O/R [ i i S ] |y | W
d il il
e g e — o o
i »
L____.__..— gyl e L -
I A q
B il i -}
. [ i .f P i
M T s il
| P A |
s A |
| -
o e
|

Fixed Window
Second case
WS/R<RTT + S/R
® Wait for ACK after sending window’s worth of data sent
K is the number of windows that cover the object

Delay = 2RTT + O/R
+ (K-1)[S/R + RTT — WS/R]
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RTT Estimation and Timeout

Delay Performance with Fixed Window

.. e - -
- =8 r
_-—'___FF_:H‘
e LS
Delay=2RTT+ O/R —  _—|m
+(K-1)[S'R + RTT- WS/R] e
]
T =
i T ¥ .'-I.E

TCP Timeout Value
e Longer than RTT
e As RTT varies
— Too short: premature timeout,
— Unnecessary retransmissions
— Too long: slow reaction to segment loss
Estimating RTT
® SampleRTT Measured time from segment transmission until ACK receipt
* Ignores retransmissions
* EstimatedRTT is “smoother”
» Averages several recent measurements, not just current SampleRTT

Relationship Between TimeOut and Estimated RTT

EstimatedRTT = (I1- a)*EstimatedRTT + a*SampleRTT
TimeoutInterval = EstimatedRTT + 4*DevRTT

END
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TOPIC 120

Reliable Data Transfer

In this module

We shall understand

Data reliability

Relationship between throughput and loss

TCP reliability operations

TCP offers data reliability 1.22 - M, Sﬂ\,.

In case data is lost or corrupted
® Error Control RT T
® Flow control

® Congestion control
Reliability at the cost of throughput

With slow start and FRFR, throughput is given bm
)

Fast recovery and fast retransmission

Reliable Data Transfer

Reliability Services
(Kurose and Ross)

rdt_sand() deliver data()
elale Gaho redable dala
E orter proton e trarefer protocol
g ko) (hoec aiving scla)
ad®_ “ndi;!:: =z [peeq Irdt_n:vu

t-[]-..nr-:-iu:-le chmmji

Q) prowncaed 3ensCo () sonunc e mDermuiniathon
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Reliable Data Transfer

Handling Loss

s el

Q2

T
war lost ACK scenorio

M

Reliable Data Transfer

Early TimeOut




Reliable Data Transfer

Delayed Ack

-»

Cumulative ACK scenario

END
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Flow Control
In this module
We shall understand
® What is flow control in TCP?
® Advertised (receive) window
® Sender window
® Effective window
Introduction
® Receiver throttles the sender by advertising a window
— Not larger than the amount of data that it can buffer
® TCP on the receive side must keep
LastByteRcvd — LastByteRead < MaxRcvBuffer
Implication (1 of 2)
® [flocal process reads data just as fast as it arrives




® Causes LastByteRead to be incremented at the same rate as LastByteRcvd
® Advertised window stays open
AdvertisedWindow = MaxRcvBuffer)
® [freceiving process falls behind, advertised window grows smaller with every segment
that arrives, until it eventually goes to 0

AdvertisedWindow = MaxRcvBufter — ((NextByteExpected - 1) - LastByteRead)

f— RevWindow —

i
/ ) / Happlicatiﬂn

7 e
////

+l RevBuffer »

data from
IP

LastByteSent — LastByteAcked < AdvertisedWindow

f— RevWindow —

i
/ ) / Happlicatiﬂn

7 e
////

+l RevBuffer »

data from
IP
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Data send kia ja rha h maximum data jo send kia ja skta h

EffectiveWindow = AdvertisedWindow — (LastByteSent —
LastByteAcked)

f— RevWindow —
//// é>

data from / ) / application O.
IP / — process K
////
+l RevBuffer »
"'
Relationship between Max_ Send and Max_Recei
LastByteWritten — LastByte < MaxSendBuffer

A

f— RevWindow —

i
/ ) / application

4. Process
////

+l RevBuffer »
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TOPIC 122

TCP Connection Management
In this module
We shall understand
® TCP connection management viz HTTP 1.1
® State Transition Diagrams
® What to model?
Cost and Feasibility Model
Cohen, Edith, Haim Kaplan, and Jeffrey Oldham. "Managing TCP connections under persistent
HTTP." Computer Networks 31.11 (1999): 1709-1723.
Kurose and Ross. “Computer Networking Top-Down Approach Featuring the Internet”.
Holding Time (1 of 2)
® Upon receiving an HTTP request r, the server decides on a holding-time interval T(r)
® The server then leaves the connection open for at most T(r) seconds from the moment it
received r
Holding Time (2 of 2)
® [fa new request r' arrives within the next T(r) seconds, then a new holding-time interval
T(r'") is in effect
® Otherwise the connection is terminated after T(r) seconds

TCP State Transition

SYNE YN+ ACK -~ ST Il
SYM_RCVD | e e e e o SYN_SENT

R —
B 5 B ¢ ACHIAGH
L]
il oaradT= 154
ES rPa.HI.IhEI'II:I.'II
I\
Slosal P~ b FiMACK
Fin ""”"”_'I__T-_:___ — {ELOSE YWAIT |
FIMACH
BTk 1%_‘ N [l e N
o i i
FIiN_WalT_ 2 | % | LSRR LaET ek
I h‘“*-\_\ l..w._—.h; Timeout @her bvo l_nc.n-c
I",\H___ F IR o wagrrrearal e frera s

TIME VWAIT ——————— = CLOSED |

TCP Client Lifecycle
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»| CLOSED client application
il . initiates a TCP connection
wait ali zeconds
& L
;':l 1'gl send SYT
f ¥
TIME _WAIT SYN_SENT
5
receve FiH recere 57N & ADK P .
santd ACK zend ACK d
)
FIN_WalT_2 ESTABLISHED
| /
X / client application
racalie B ‘H__‘ // initiates close connection
=end nothing T——] FINWAIT 1 | zendFIN

Connection Management Policy (1 of 3)

Consider a request sequence

connection
[ )

What to model?
® Trade-offs

END

Netw odeling and simulation

contact # 0321 2711298

TOPIC 123

4

I h]terval T(r) for every request r

Policy A is an algorithm that deterrﬁ
S
The profit (number of hits), P@p cy A on s is the number of requests that did not
require opening a new connection
The number of misses, MA on s is number of requests that require opening a new

The open-cost, HA OU iIcy A is total time connections are open

n open-cost and number of misses

Open connection
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Principles of Congestion Control
In this module
We shall understand

® What is congestion?

® Effects of buffer
® Combat strategies
REFRENCES .

RFC 2914: Congestion Control Principles
Kurose and Ross. “Computer Networking Top-Down Approach Featuring th Intet@
o ]
Introduction x
® Too many sources sending too much data too fast for network to M’ﬁ:

® Manifestations
® Lost packets &
— buffer overflow at routers
® [ong delays

— Queuing in router buffers

Infinite Buffer Scenario .
Host A i A
i\ . Ofiginal dala
L ]
Hl:lﬁt E, unlemteg ih ared
oulpul link buffers

>
&

Effects of Congestion
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cr24

7Lou’r

delay

g e T

Q
N

?\'in

® [arge delays when congested
® Maximum achievable throughput

Finite Buffer Scenario

Host A
Host B
L ]
o
p
7

a. No loss

b. Perfect loss

c. Imperfect loss

Combat Strategies (1 of 2)
End-end congestion control

k. original data

A, onginal data, plus
retransmitted data

finite shared output
link buffers

-F/.-"'
l'_d_,.-'-—— 1_1,_11_

>
Effects of Congestion Oo

PN N

i
*
K

=
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® No explicit feedback from network
® Congestion inferred from end-system observed loss, delay
® Approach taken by TCP
Combat Strategies (2 of 2)
Network-assisted congestion control
® Routers provide feedback to end systems
® Single bit indicating congestion (SNA, DECbit, TCP/IP ECN, ATM)
® Explicit rate sender should send at

END

TOPIC 124

ATM ABR Congestion Control
In this module
We shall understand
® Available Bit Rate
® QOperation
® Combat strategies
REFRENCE
Kurose and Ross. “Computer Networking Top-Down Approach Featuring the Internet”.

Introduction
® Available Bit Rate (ABR), a service used in ATM networks
® Source and destination don't need to be synchronized
® ABR does not guarantee against delay or data loss
® Allow network to allocate available bandwidth fairly over present ABR sources
Operation
® Flastic service
® [fsender’s path is underloaded
® Use available bandwidth
® [fsender’s path congested
® Sender throttled to minimum guaranteed rate
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I RM cells
source |:| data cells destination

Switch Switch
.

X X U=
Combat Congestion (1 of 2)

® Two-byte ER (explicit rate) field in RM cell
® Congested switch may lower ER value in cell
® Sender’s send rate thus minimum supportable rate on path

Combat Congestion (2 of 2)
® EFCI bit in data cells is set to 1 in congested switch
® [f data cell preceding RM cell has EFCI set, sender sets CI bit in returned RM cell

END

TOPIC 125

TCP Congestion Control
In this module
We shall understand
® TCP Window operation
® Combating loss events
® Rate as congestion window
References

Kurose and Ross. “Computer Networking Top-Down Approach Featuring the Internet”.
Introduction
® End-end control (no network assistance)
® Sender limits transmission
LastByteSent-LastByteAcked
<= CongWin
® CongWin is dynamic, function of perceived network congestion
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Introduction
® End-end control (no network assistance)
® Sender limits transmission
LastByteSent-LastByteAcked
<= CongWin
® CongWin is dynamic, function of perceived network congestion
Operation
® [oss event = timeout or 3 duplicate acks
® TCP sender reduces rate (CongWin) after loss event
® Three mechanisms
— AIMD
— Slow start
— Conservative after timeout events

TCP Congestion Control

T:: Rate = —-{%w-m— Eiy‘lESf' SeC
2 Wiy —

18 EEviEs -

B W hyms —

END

et
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TOPIC 126

Leaky Bucket and Token Bucket
In this module
We shall understand
® [ caky bucket
® QOperation
® Token bucket
® QOperation
References

Regis J. Bates, Broadband Telecommunications Handbook, McGraw-Hill 2000.

Stallings, William. High-speed networks and internets: performance and quality of service.
Pearson Education India, 2002.

Leaky Bucket
® Buffering of the traffic to help manage and control the flow of traffic onto and through
the network
® -
Operation
® Traffic enters into the buffers and is tagged, based on the amount of packets allowed by
the carrier
® [f the user exceeds the amount of packets flow per increment then the buffer is filled and
begins to empty out the bottom side at a constant rate
Leaky Bucket Algorithm

r =

Blusst flow ——
tvariabie FPackots
Interface -+ l.lnna*?u!tmn
o

containing

To by

Buckot

] Haica1s

.‘— holds

packats
. -.

: Fixed Now i el T yulnte=cl
[consinng - Tlowes
robe ) —
Hatwork
(@) A lvaky Bucket with wator [l A leaky Bouckat with packaets

Token Bucket
® Many traffic sources can be defined by token bucket scheme
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® Provides concise description of load imposed by flow

® Easy to determine resource requirements
Operation (1 of 2)

® Provides input parameters to policing function

® [P packet may be processed if sufficient octet tokens to match the IP data number of

tokens

® [f insufficient tokens available, the packet is relegated to best-effort service
Operation (2 of 2)

® To transmit a packet through router, one token must be removed

® [ftoken bucket is empty, packet is queued waiting for next token

® [f there is backlog of packets & an empty bucket, packets emitted smoothly

Token Bucket Algorithm

During any time period 7,
the amount of data sent
cannot exceed

B + R*T

token rate =
R 1P octets per second

e period T,

" data sent
1B+ R-T
"
———— bucket size =
‘-—:_—_—__-:%ﬁfii' A octets
current bucket —_—
————
occupancy e
————
——
-~ v
arriving departing
data data
e l . —

END
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Quality of Service
In this module
We shall understand
® Definition of QoS
® Implications on various layers
® QoS Models
® Hard vs soft QoS

References
Kurose and Ross. “Computer Networking Top-Down Approach Featuring the Internet” 2012.
Haojin Wang. “Packet Broadband Network Handbook” McGraw-Hill 2002

Background (1 of 2)
® Broadband IP packet networks are multiservice, all-purpose communications platforms
® Spurred QoS efforts
Background (2 of 2)
® Simplest strategy to the one-size-fits-all best-effort service in today’s Internet: divide
traffic into classes
® Provide different levels of service to these different classes of traffic
Introduction (1 of 2)
® QoS a non-issue for circuit-switched networks
® [ayer 2 and 3 QoS approaches
® ATM and Frame Relay provide L2 QoS
® Provide circuit-like emulation
Introduction (2 of 2)
® Traffic agreements
® Traffic control
® (Connection admission control
® (Congestion notification
® Fragmentation
QoS at Network Layer (1 of 2)
® [P QoS is concerned with end-to-end internetwork
® With every hop L3 QoS parameters mapping to L2 QoS
® Type of Service (TOS) field provides initial I[P network class of service mechanism
QoS at Network Layer (2 of 2)
® Three precedence bits classify eight categories of services
® [ower precedence dropped for higher precedence in congestion
® Network equipment vendors rarely provide precedence bits usage
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QoS Models (1 of 2)
® Two QoS models for IP packet networks
® IntServ
— Simulate “virtual circuit” of ATM or frame relay on L3
— Sets up an end-to-end route with fixed QoS parameters
QoS Models (2 of 2)
® DiffServ
— Defining several common classes of service
— Each with associated queue priorities and drop precedence on a per-hop basis
Hard vs Soft QoS
® Hard guarantee applications will receive its requested quality of service (QoS) with
certainty
® Soft guarantee application will receive its requested quality of service with high
probability

END
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Fair Queues

In this module
We shall understand
® FIFO
® Motivations for FQs
® QOperation
® Benefits

References

Chuck Semeria, “Supporting Differentiated Service Classes: Queue
Scheduling Disciplines,” Juniper Networks, White Paper 2001.

(CS432 Handouts Made by
Mahjabeen
mahjabeen97869@gmail.com
contact # 0321 2711298



A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight


First In First Out

A I 5 N g BN
[T~
R | Mutiiaier FIFC Clueun

Fiow 4 B —- —— — i
- L] 5 ' —= | Ferd

e i BN

oW | -

o [ Tl

P & .—- f,f'ﬁ

Motivation for FQ
® During periods of congestion, FIFO queuing benefits UDP flows over TCP flows
® A bursty flow can consume the entire buffer space of a FIFO queue
® PQ totally favours TCP over UDP
Introduction
® FQ is foundation for a scheduling disciplines designed to ensure that each flow has fair
access to network resources
® Prevents a bursty flow from consuming undue bandwidth
share
® Also called per-flow or flow-based queuing
Operation
® Packets are first classified into flows by the system
® Assigned to a queue that is specifically dedicated to that flow
® Quecues are then serviced one packet at a time in round-robin order
® Empty queues are skipped

Fair Queuing with Classifier

ST I i - I

S S | — I e A DT T

r=a [ T — - I B | &
roees [ THENL__[OEL— - 1w el
meen [T I} = T I N |, | -
men [ ] [} o I BN B | N

Pt | - T =]

e — T P I -
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Benefits
® Primary benefit of FQ is extremely bursty or misbehaving flow does not degrade QoS
delivered to other flows
® Each flow is isolated into its own queue
® [fa flow attempts to consume more than its share of BW, its queue is affected
Performance (1 of 3)
® Allocation of single resource amongst N users
® Total resource uzozal
® Each user i requests p;
® Each user i receives u;
Conditions:
® No user receives more than its request
Performance (2 of 3)
Conditions:
® No other user satisfying condition 1 has a higher minimum allocation
® Above condition remains recursively true as we remove the minimal user & reduce total
resource
® M Totalk UTotal —Ui
Performance (3 of 3)
® Conditions:
® ui= Min(uruir —pi)
® Above condition remains recursively true as we remove the minimal user & reduce total

resource
IJTotal = Z IJi

END

WEEKI(
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Priority Queues

In this module

We shall understand
® Motivations for PQs
® Operation
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® Variants
® Delay Bounds

References
Chuck Semeria, “Supporting Differentiated Service Classes: Queue Scheduling Disciplines,”

Juniper Networks, White Paper 2001.
Motivation
® Designed to provide a relatively simple method of supporting differentiated service

classes .

® To provide respective services to PQs

— Interactive traffic
— Voice ® \0

— Video

— And best effort ?

Operation
® Packets classified and placed into different priority queues
® Packets scheduled from the head of a queue only if all queues of higher priority are
empty
@ |
Priority Queuing with Classifier
Fowl | | |—-- \

® Within each of the priority queues, packets are s
w2 [ | ] ] [ | Classitar Highest Prority M

i T I | scnoautr

FO order

B Midd e Prianty f ﬁl i
— .| T |-
Fliow 5 —f- |
Loowest Pricity |
i | | NI TEeET | L
P m <
Fiow 8 _Hff

Prlor ?eu(lng with Classifier

Departure time of i*" packet through k™ queue =

i—1
=) T +T, )
=
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T,;: Resident time of an item j in queue k
T; : Service time of an item 7 i.e., processing time by the system
Variants (1 of 2)
® Strict priority queuing
— packets in a high-priority queue are always scheduled before packets in lower-
priority queues
Variants (2 of 2)

® Rate-controlled priority queuing .
— High-priority queue scheduled before lower-priority queues
— Only if the amount of traffic in the high-priority queue stays below a ‘Q
configured threshold o &o
END

x
>
TOPIC 130

Static Window Modeling
In this module

We shall understand
® What is static window?
® Fixed window variants
® References «Nh
® Kurose, J., and K. Ross. "AqDo n Approach." Computer Networking (2010):

Assumption

® Assume one link bet\bge(nt and server of rate R

® S: MSS (bits)
® O: object size (bi

® No retransms no loss, no corruption)
® Fixed cori% window, W segments

o
A simp %k network connecting a client and a server Static window

A Server R bps client
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irdtiate TCF

-~

commection e fa._
————————
o -
[ RTT
_,._u—'v—"‘_"‘“-
request ,,..—m-—"-""""w
obj ect Ll I
SIR
BTT WS IR
1st ack
tetaris
) 4 time
at client at serer

Operation (1 of 2)
® Server not permitted to have more than W unacknowledged outstanding segments
® Server receives request from client
® Server sends W segments back-to-back to the client
Operation (2 of 2)
® . Server then sends one segment into the network for each acknowledgement it receives
® Server continues to send one segment for each acknowledgement until all of the segments
of the object have been sent
First Case
® Server receives ACK for first segment of first window before completing transmission of
first window
® WS/R >RTT + S/R

Delay=2RTT + O/R

END
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Static Window Modeling—2
In this module
We shall understand
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® What is static window?
® Fixed window variants

® References
® Kurose, J., and K. Ross. "A top-Down Approach." Computer Networking (2010):

A simple one-link network connecting a client and a server

server R bps client

Second Case
® Scrver transmits first window's worth of segments before the
server receives ACK for first segment in the window
WS/R <RTT + S/R
® [t 1s a scenario where the propagation delay dominates
transmission time
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Static Window Modeling—2

K is the
number of
windows
that cover

the object

. .I d '_ ™
2o £

Delay =2RTT + O/R
+(K-D[SE +RTT — WS/R]

END
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Dynamic Window Modeling

In this module

We shall investigate
® TCP congestion control dynamics
® Slow start modeling

References
Kurose, J., and K.

Ross. "A top-Down Approach." Computer Networking (2010):

TCP Congestion Dynamics

14—
124

T

Transmission round

TCP Series 2 Reno

Threshold

Threshold

TCP Series 1 Tahoe

01 2 3456 78 9101112131415

Assumptions

Transrrission round

® Server starts with congestion window of one segment
® When it receives an ACK for segment, it increases its congestion window to two

segments
® Sends two s

egments to the client

® (Congestion window doubles every RTT
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Dynamic Window Modeling

15{ window

>

th
4 window

= 85/R

=

Ldeey=2R0T+ 2+ PJRIT 2 (2 1}E
| R R R




Dynamic Window Modeling

3 .
= +RIT = time from whenserverstartstosendsegment

untl serverrecevesacknowledement

S . . .
21 E = titmeto transmitthekth window

§+RH— 25! ﬂ —idle time after the ith window

>
Example o

® O/S =15 segme

® K =4 window To

® Q=2
® P =min{ =2 4-1,Q
Server idles es 3,2

Q minimum value is 2

2&‘)
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End-to-End Windows

In this module

We shall investigate
® [imitations of end-to-end windows
® Effect of throughput and delay

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
Limitations
® (Cannot guarantee a minimum rate for a session
® Not suited for
— Voice and video
® Window size tradeoff requirements
— Limit no. of packets in subnet
— Full-speed transmission and max throughput

Delay-Throughput Trade-off

} X = Segment size
Full speed — . .
et W Window size

1 /f rate
X

Qls

Point where
flow control
' begins
j o
0 WX

Transmission Rate r

Round-Trip Delay d

END
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Node-by-Node Windows

In this module

We shall investigate

Overcoming limitations of end-to-end flow control
® Windowing for virtual circuits

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.

Unfairness Problem in End-to-end

Long path ‘ .
session Heavily Ipaded link
/
l</“ - NV N\,
I.l'\ e ., "'~. ~ :

. N . — /

Short path
session
Long sessions with larger windows take precedence in intermediate devices
Virtual Circuit Windowing
® A separate window for every VC & pair of adjacent nodes along path of VC
Main idea
® Receiver avoids accumulation of large no. of packets into its memory
— Slows down permit returns to sender

Backpressure Effect in VCs
N = No. of nodes along VC
W= Window size

Sender link Receiver

Origin Destination

Round Robin + Node-by-node
Round Robin implementation on long and short propagation delays ensures fairne ss



A
Highlight

A
Highlight

A
Highlight

A
Highlight


/ Terrestrial
link
& o

~

Permit

Permit Terrestrial

link

Permit

\ Satellite

limnk

END
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Little's Theorem

In this module
We shall understand
® The big questions
® Definition of Little's Theorem
® Intuitive example
References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
John D. C. Little, A Proof for the Queuing Formula: L =AW. Operations Research 9(3):383-387
(1961)
Big Questions (1 of 2)
® What is the avg no. of customers in the system?
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— The "typical" no. of packets either waiting in queue or undergoing service
Big Questions (2 of 2)
® What is the avg delay per customer?
® The "typical" time a packet spends waiting in queue plus the service time
Definition
N=AXT
N = No. of customers
A = Arrival rate
T = Time spent by customers (packets) in the system

Interpretation
® Little's Theorem expresses crowded systems
® [arge N associated with long customer delays (T) & vice versa
® Not influenced by arrival process distribution, service distribution, service order, etc.

END
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Probabilistic Little's Theorem
In this module
We shall understand

® Time average

® Statistical average

® Probabilistic interpretation

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
Time average
® The time average of a function is found by evaluating a measure space with the average
taken over a time, AT
® P, (t) = Probability of n customers in the system at time t
Statistical (Ensemble) average
® Defined as the number that measures the central tendency of a given set of numbers
® A number of different averages
® Mean, median, mode and range
Probabilistic interpretation
® Little's Theorem admits also a probabilistic interpretation for stationary process
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— Time avg replaceable with statistical avg

(& &)

N@t) =" npa(t)

n=0

Application
® Little's Theorem becomes applicable to deterministic and probabilistic systems
— a situation does not exist where the theorem does not hold
— Often termed as law
END
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Little's Theorem; Applications
In this module
We shall understand
® Network model as a Little's theorem application
® [nterpretation of results
® References
® Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2.
New Jersey: Prentice-Hall International, 1992.
End-to-end flow control
® Recall that end-to-end windows fail to provide adequate control of packet delay
® Little's theorem helps understand the relation
— Window size
— Delay
— Throughput
Average delay per packet (1 of 2)
® n flow controlled sessions in the network with fixed window sizes W;,... Wn
® b = whether piggybacking supported or not
® | = throughput (total accepted input rate of sessions)

Average delay per packet (2 of 2)




T > AW
A

Throughput and Delay vs Active Flows

When network is heavily loaded,avg delay per packet increases approximately linearly with the

number of active sessions—the total throughput stays approximately constant

T

Average delay
per packet

\

Throughput

Y

0
Number of Actively Flow Controlled Processes

END
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Arrivals as Poisson

In this module

We shall understand
® M/M/1 systems
® Arrivals
® Poisson Process
® Distribution

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.




M/M/1 system
® The M/M/1 queuing system consists of a single queuing station with a single server
— Communication context: a single transmission line

® Probability distribution of the service time is exponential with mean 1/ H S€eC
Arrivals
® Customers (packets) arrive according to a Poisson process
® A(?) is a counting process that represents the total number of arrivals that have
occurred from to time ¢

Poisson Process (1 of 3)
® A Poisson process is generally considered to be a good model for the aggregate traffic of
a large number of
— Similar and
— Independent users

Poisson Process (2 of 3)
® Merges n independent & identically distributed arrival processes

® Each process has arrival rate Aln
® So the aggregate process has arrival rate A

Poisson Process (3 of 3)

® No. of arrivals occurring in disjoint time intervals are independent
® No. of arrivals in any interval of length t is Poisson distributed with parameter At

(A7) |
PLAE+7)- All) = n} = o~ (—Ti] =01,
1l
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Poisson Distribution

0.5
A
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0.4 2
—
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0.3
S
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END
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Service Statistics

In this module

We shall understand

What is service?

Service distribution

Exponential distribution

References

Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2.
New Jersey: Prentice-Hall International, 1992.

What is service?
® The set of activities performed at the receiving device
® Router
— MAC processing
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— Lookup
— Forwarding decision
® Switch
— Header processing
— Port allocation table
Service distribution (1 of 3)
® S, is the service time of the nth customer
® Customer (packet) service times have an exponential distribution with parameter m
Service distribution (2 of 3)
® m is also called service rate
® Represents the rate (in customers served per unit time) at which the server operates when
busy
Service distribution (3 of 3)
® Service times are mutually independent
® Also independent of all inter-arrival times
® Density function
® Secrvice distribution

P(Sp) = pe B

P{s, <s}=1-e"#", s >0

v function of s_ i« nfs. ) — ue H#*n and its m

Commentary
® [n the context of a packet transmission, independence of inter-arrival and service times
implies,
— Length of an arriving packet does not affect the arrival time of the next packet

Exponential Distribution

Memorylessness
® Additional time needed to complete a customer's service in progress is independent of
when the service started
® Time up to the next arrival is independent of when the previous arrival occurred




Ix(x) |

END

(I/H)e—("'/“)
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Arrival Occupancy Distribution
In this module
We shall understand

® System under change

® Non-typical arrival

® Typical arrival

® Occupancy distribution

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.

System under change
® Users (packets) come and leave the system

—  System under continuous change of occupancy

® [t is possible that the times of customer arrivals are in some sense nontypical

Non-T

pical Arrival

y
y=S1AE" OCCUPANCY pProvaniiuiues upon arrvil,

a, = lim P{N(t) = n | an arrival occurred just after time {}
(=X




Typical Arrival

l\-'l-JIJ'UI (AT 7Y I& LWL LAV LD P S
1

END
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n = lim P{N() = n}

[—nC

Simulating Slow Start

In this module

We shall understand
® Operation of Slow Start
® TCP Reno Support
® INET Class Reference

Operation
® RFC 2581 identifies the operation in the w

— Activate Slow Start ﬂq
— Bring window down to 1 MSS b
— Start exponential increase

A

Simulating Slow Start

tcp_old::TCPReno Class Reference

void TCPReno: processRexmitTimer  (
TCPEventCode & event ) [protected, virtual]

if (event==TCP_E_ABORT)

return;

/Il begin Slow Start (RFC 2581)

recalculateSlowStart Threshold()

state->snd_cwnd = state->snd_mss;

if (cwndVector) cwndVector->record(state->snd_cwnd),
tcpEV =< "Begin Slow Start resetting cwnd to * << state-
>snd_cwnd =<", ssthresh=" << state->ssthresh <<™\n";




Simulating Slow Start

{

TCPReno:recalculateSlowStartThreshold() [protected,
virtual]

Il set ssthresh to flight size/2, but at least 2 MSS5
/I (the formula below practically amounts to

ssthresh=cwnd/2 most of the time)

uint flight_size = std.:min(state->snd_cwnd, state-

>snd_wnd),

state->ssthresh = std:max(flight_size/2, 2*state-

>snd_mss);

if (ssthreshVector) ssthreshVector->record(state-

>ssthresh);

}

tcp_old:: TCPReno Class ReferelQ_A

tep_old: TCPAlgorithm |

|

tcp_old:-TCPBaseslg

|

| tﬁﬁ_urﬁ::fﬁ'ﬁéhueﬂenuﬁmilﬂ |

T

tep_old;: TCPReno

END

>
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Network Service Models

In this module

We shall understand
® Need for service models
® Types of service models

Need
® The network layer is workhorse
® Upper layer necessitates its behaviour
— TCP
— UDP
— ATM
— Proprietary
® Corresponding services must exist
Services Models
(1 of 2)
® Services for individual datagrams
— Guaranteed delivery
— Guaranteed delivery with lgsb‘ém msec delay
Services Models
(2 of 2)
® Services for a flow of datagrams:
— In-order datagram delivery
— Guaranteed minimum bandwidth to flow
— Restrictions on changes in inter-packet spacing
Network Service Models

Types
Network Service Guarantess ? Congestion
Architecture Model Bandwidth Loss Order Timing feedback
Internet - best effort none no no no no {inferred
ATM CBR constant YEes  yes Yes no
e rate congestion
ATM VBR guaranteed yes yes yes no
e _ congestion
ATM  ABR guaranteed no yes no yes
minimum

ATM UBR none no ves no Ao
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Guarantees ?

Network Service Congestion
Architecture Model Bandwidth Loss Order Timing feedback
Internet best effort none no no no no (inferred

constant yes yes yes no
congestion

rate congestion
ATM  ABR guaranteed no yes no yes
minimum
ATM UBR none no yes no

o

MNetwork Service Cuarantess Congestion
Architecture Model Bandwidth Loss Order Timing feedback
Internet best effort none no no no no (inferred
via loss)
ATM  CBR constant YES yes yes ale]

Guarantees 7

Network Service Congestion
Architecture Model Bandwidth Loss Order Timing feedback
Internet  best effort none no no no no (inferred
via loss)
ATM CBR constant yveas yes ves o
rate congestion
A ATM VBR guaranteed yes vyes Ves als)

gquaranteed

minimum




. ?
Network Service Guarantess ; Congestion

Architecture Model Bandwidth Loss Order Timing feedback

Internet  best effort none no  no no no (inferred
via loss)
ATM CEBR constant vyes ves yes no
rate congestion
ATM VBR guaranteed yes vyes yes no
rate congestion
ATM ABR guaranteed no ves no Ves
ATM UEBR none no  yes no no
END

WEEK 11
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Virtual Circuit Networks
In this module
We shall understand
® What are virtual circuits?
® Path establishment
® Path traversal
® Stability issues

Basics
o Sourc%i; &matlon paths behave much like telephone circuit

e guaranteed
0 Ne tions along source-to-dest path needed
Operation

® (all setup, teardown for each call before data can flow

® Each packet carries VC identifier

® FEvery router on source-dest path maintains “state” for each passing connection

® Resources (bandwidth, buffers) allocated to VC
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Virtual Circuit Networks

Packets Along the Same Path

L
Virtual Circuit Networks

Two Links Network Example

Limk 1
Capacity €
r (bitg/sec) Destineti
mnaton
Origin
Link 2

Capacity C




\\
Stability Issues in VCs

Arrival Rate on Link 1

® Arrival rate on link 1 using the shortest path

® Only one path is used for routing at anyone time if the shortest path update period is
much larger than the time required to empty the queue of waiting packets at the time of
an update

END
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Datagram Networks

In this module

We shall understand
® How datagram networks operate?
® Complexity
® Oscillatory behaviour




Basics
® Two packets of the same user pair can travel along different routes
® A routing decision is required for each individual packet

Packets Along Different Paths

B——» : Packet from user o

[
T e O

Complexity
® Each iteration of link state routing protocols
® n(n+1)/2 comparisons: O(n?)
® More efficient implementations possible: O(nlogn)

Oscillations
® Given these costs, finding new routes resulting in new costs

END
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Input Processing

In this module

We shall understand .
® How routers process information? O

® Router input
Basics ox\ 4

® Two key router functions:
® Run routing algorithms/protocol (RIP, OSPF, BGP) ()i
® Forwarding datagrams from incoming to outgoing link

Router Functionality

Input Processing

Router Functionality

B el WOES SN routin
pesied 15 Mgt porss pmcleggnr
- e
- _ -
- high-seed -
- Switching -
by fabric -
— —
— |
router input ports router output ports
Routq‘&
i
y
A | '
Data Iirﬂ: Lookup, fowarding, >
- i._me _ i processing I queuing | Switch
termination {protocol, m fabric
decapsulation)




Distributed Switching
® (Given datagram dest., lookup output port using forwarding table in input port memory
® Complete input port processing at ‘line speed’
Input port queuing
® Fabric slower than input ports combined
® (Queuing may occur at input queues
Input processing

Input Processing

Input Port Queuing

- = = = -
o
==
[0 E— s
E== - e
h=l N e
fabng”
()4 - -~ .

END
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Output Processing
In this module
We shall understand
® How routers output information?
® Qutput port buffering
® Buffering load
Operations
® Buffering required when datagrams arrive from fabric faster than the transmission rate
— If Rgwitch 18 N times faster than Riine
® Scheduling discipline chooses among queued datagrams for transmission
Output processing
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Output Processing

Router Qutput Interface
datagram :
switch b fer link ;
fabric _l leyer | line
I"""" protocol termination
gUEULEing (send)
Output Port Buffering
o - - L[ R |
— (= he T — 1 =witeh [ (HE
=.-=1I:-rliJ:f abric ;"
1= I I I [ St
at {, packetz more one packettime later

frominput to cutput

® How much to Buffer?

® RFC 3439: average buffering equal to “typical” RTT (say 250 msec) times link capacity
C

® C =10 Gpbs link

® 2.5 Gbit buffer

® With N flows, buffering equal to

RTT.C

END N
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Head of Line Blocking
In this module
We shall understand
® Input port overflow
® Head of Line blocking
® Scenario
Input Port Overflow
® Fabric slower than input ports combined queuing may occur at input queues
® Queuing delay and loss due to input buffer overflow!
Head of Line
® (Queued datagram at front of queue prevents others in queue from moving forward
Scenario

0 e * . ]
— | L E1=="-,
.-' 'll'- _-"
b
] A | ok
— =zwitch,’ : —1 | switch ¢ | .
fabirig fabiric
[ ’ | /.
— : Hmm-r--- || ,

one packet time later: green packet
experiences HOL blocking

END

TOPIC 148

Random Early Detection
In this module
We shall understand

® Active Queue
Management
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® Drop Tail
® RED

Reference
Floyd, Sally, and Van Jacobson. "Random early detection gateways for congestion avoidance."
Networking, IEEE/ACM Transactions on 1.4 (1993): 397-413.
Drop Tail
® Conventional tail drop algorithm
® A router buffers as many packets as it can
® Simply drops the ones it cannot buffer
® [f buffers constantly full, network is congested
® Tail drop distributes buffer space unfairly among traffic flows
Active Queue Management
® When buffer becomes full or gets close to becoming full
® AQM is intelligent drop of network packets inside a buffer of NIC
® Often with the larger goal of reducing network congestion

Drop Tail

® Conventional tail drop algorithm

® A router buffers as many packets as it can

® Simply drops the ones it cannot buffer

® [f buffers constantly full, network is congested

® Tail drop distributes buffer space unfairly among traffic flows
RED Operation

® Monitor avg queue size & drop packets based on probabilities

® [fbuffer empty, all incoming packets accepted

® As queue grows, P for dropping incoming packet grows

® When buffer full, P = 1 all incoming packets dropped

Operation

!

AugLeary
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Probability of

dropping
incoming packet

Max Prohalslity
Frriax

RED amds
Wirtual Dvop

RED bagivs
t Tail

Asarago queus size [packets )

END

TOPIC 149

RED with In & Out (RIO)

In this module
We shall understand
® Background for RIO
® QOperation
® Reference
® https://www.ee.iitb.ac.in/~prakshep/IBMA _lit/manual/manual223.html

Background (1 of 2)

Similar to RED, but with two separate probability curves

Has two classes, “In” and “Out” (of profile)

“Out” class has lower minimum threshold

Packets are dropped from this class first

As avg queue length increases, “In” packets are dropped

Since best-effort 1s included in the “Out” class, assured traffic can starve best-effort
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Operation

For each packet arrival

if it is an In packet

calculate the average In queue size avg_in ;
calculate the average queue size avg_total ;
If it is an In packet.

if min_in <avg in < max_in

calculate probability P in

with probability P in, drop this packet;
else if max_in <avg in

drop this packet.

If it is an Out packet

if min_out < avg_ total < max_ out
calculate probability Pout;

with probability Pout drop this packet;

else if max_out < avg_total

drop this packet

P(drop)

s g C PSS

Al = o e e e ==

I

Minﬂu* Minin Mﬂxnuf Mﬂxin

END

- AvgLen
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Routing Algorithms

In this module
We shall understand

® Interplay between routing and forwarding
® Graph abstraction O

® Key question
e \‘
Reference x

Kurose, James F. Computer Networking: A Top-Down Approach Featur‘n)he Internet, 3/E.
Pearson Education India, 2005.
Interplay

® Routing algorithm determines end-end-path through net%

® Forwarding table determines local forwarding
— at this router @
t

— for IP destination address in arriving pac eader

local forwarding table
dest address | output

address-range 1 | 3 Hirnk
atddress-range 2
address-range 3
addressrange 4

= B B

IP destination address m

arriving packet'ﬁader
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Graph abstraction
® Graph: G=(N,E)
® N =setofrouters={u,v,w,X,y,z}
® E =set of links ={ (u,v), (u,x), (v,X), (V,w), (X,W), (X,y), (W,y), (W,2), (Y,Z) }

® Cost could always be 1

® Or inversely related to bandwidth

® Or inversely related to congestion

® C(Cost of path

® (X1, X2, X3,..., Xp) = C(X1,X2) + ¢(X2,X3) + ... + c(Xp-1,Xp)

Algorithms
Key question: What is the least-cost path between u and z?
Routing algorithm: Algorithm that finds that least cost path

END

TOPIC 151

Complexity of Link State
In this module
We shall understand
® (lobal algorithms
® Link state algorithms
® Reference
® Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet,
3/E. Pearson Education India, 2005.
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Global Routing
® All routers have complete topology, link cost information
® Every node constructs a map of the connectivity to the network in the form of a graph
Shows which nodes are connected to which other nodes
Link State
® Each node independently calculates best path from it to every possible destination in the
network
® The collection of best paths will then form the node's routing tables
® [terative: After k iterations, know path to k destination
Complexity
® For n nodes
® Each iteration: need to check all nodes, w, not in route discovered set N
® Full-mesh: n(n+1)/2
® Omega Notation: O(n?)

END

TOPIC 152

Complexity of Distance Vector
In this module
We shall understand
® Distributed algorithms
® Distance vector algorithms
® Complexity

Reference
Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.
Distributed Routing
® Router knows physically-connected neighbors + link costs to neighbors
@ [terative process of computation
® FExchange of info with neighbors
Key Idea
® From time-to-time, each node sends its own distance vector estimate to neighbors
® when x receives new DV estimate from neighbor, it updates its own DV using B-F
equation



A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight


Distance Vector
® Based on Bellman-Ford equation
® Dynamic programming model
® [ct
® d,(y) = cost of least-cost path from x to y then
® di(y) = min {c(x,v) + du(y)}
Complexity
® Message: exchanges between neighbours only
— Linear
® Speed: convergence time varies due to potential routing loops

END

TOPIC 153

Count to Infinity Problem
In this module
We shall understand
® Link cost change
® Good news!
® Bad news!
® The problem
® Routing loops
Reference
Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet,
3/E. Pearson Education India, 2005.
Link Cost Changes
® Node detects local link cost change
® Updates routing info
® Recalculates distance vector
® [f DV changes, notify neighbours
Good news! (1 of 2)
® At time fy, y detects the link-cost change, updates its DV,
& informs neighbors
® At time #,, z receives the update from y and updates its table

1
1

50
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Good news! (2 of 2)

® [t computes new least cost to x & sends neighbors its DV
® At time £, y receives z’s update, updates

® )’s least costs do not change, y does not send message to z

1
1

50

Bad News! (1 of 2)
® Good news travels fast
® Bad news travels slow

® Takes 44 iterations before Z eventually computes its path via Y to be larger than 50

60
1

50

Bad News Causes Loops (1 of 4)

o’ xwaz DY| X z DY| X Zz DY| X Zz o] x z
@ xlew® xleow@ xle® xle®
] L) L] ]

L]
Fl xv Fp x v NF| x v/ &£ x ?\:F x v/
xlm@ x!so@ x!so@ x!so@ xlsu@
(X, Y)
time change >
% T > 5 0

At time t0 Y detects the link cost change (the cost has changed from 4 to 60). Y computes its
new minimum cost path to X to have a

cost of 6 via node Z. Of course, we can see that this new cost via Z is wrong
Bad News Causes Loops (2 of 4)

wvia
i Y
DY X Z D X Z DY X Z DY x Z D X Z

x@s xlm@) x.E‘»O@ leO xBrJ

Fl Xy 5| x v ﬁzxv/nzx*r\fxv/
X X

x[0® x[0® x[0@ x[20@ x|0@
i ey : : i
time change

t t t t; ty




But the only information node Y has is that its direct cost to X is 60 and that Z has last told Y
that Z could get to X with a cost of 5. So in order to get to X, Y would now route through Z,
fully expecting that Z will be able to get to X with a cost of 5

Bad News Causes Loops (3 of 4)

t1 tE t3 t4

So in order to get to X, Y would now route through Z, fully expecting that Z will be able to get
to X with a cost of 5. As of t1 we have a routing loop—in order to get to X, Y routes through Z,

and Z routes through Y.

Bad News Causes Loops (4 of 4)

DY

D] X Z D| X Z DY}(Z

x| (@ s

x| &0 (&) x'io x | 60 (8)

ﬁZXT/DZKY\EF}[Y/

x| 0@ x|l 0@ x|s0()

'
t1 tE t3 t4

A routing loop is like a black hole—a packet arriving at Y or Z as of t1 will bounce back and
forth between these two nodes forever or until the routing tables are changed

END

TOPIC 154

Poisoned Reverse

In this module

We shall understand
® Need for poisoned reverse
® QOperation

Reference




® Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet,
3/E. Pearson Education India, 2005.

Need
® Bad news travels very slow, especially if the cost change is large
® Ping-pong effect due to looping is undesirable

® Nodes are blindly following what is told to them
® Solution: Tell a small lie!
— Poison the link .
Operation
® [fZ routes through Y to get to X O

® 7 tells Y its (Z’s) distance to X is infinite (so Y won’t route to.)NZQ table
® This lie prevents the loop

60 ()N

>

are incorporated

Performance
o

® Other techniques such as packet or broa
60 _
s’ @

END
TOPIC 15\%0
ierarchi uting; Complexity

y do we need hierarchical routing?
mplementation methodology

erence
® Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet,

3/E. Pearson Education India, 2005.
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Need
® All routers identical with a flat network is not true in practice

® Routers vary
— Connectivity
— Bandwidth
— Resources & Cost

Each network admin wants autonomy

Solution: Make a hierarchical relationship between them

Met.hodolo (AS) ) \'O
,\

® Each AS within an ISP

— ISP may consist of one or more ASes q
® [n same AS run same routing protocol
® “intra-AS” routing proutersrotocol &

— routers in different
AS run different

intra-AS routing protocol
® Gateway router:
— At *edge”

— Has link to router in another AS
® Forwarding table configured by bo‘f*‘“ inter-AS routing algorithm
e

® intra-AS sets entries for internal de

® inter-AS & intra-AS sets entrie al dests

Irt'rra-ﬁ.E"-.l /7 Inter-AS ™
A \ Routing /| Routng |
“.._algorithm, . algorith.,

1 o
“a -
il e
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b o™ LEVEL CLUSTER ENTRIES

L 1.1.4 |
¢
custens 11 | y
IN SAME 1.2 1™ LEVEL CLUSTER ENTRIES

7™ LEVEL CLUSTER ENTRIES

*=SELF ENTRY

END




TOPIC 156

Elastic Aggregates & TE

In this module

We shall understand
® A generalized scenario
® Demand characterization

Reference
® Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring

the Internet,Morgan Kaufmann Publishers. 2004.

A Generalized Scenario

P e |

Web servers

clients

Traffic Aggregate
® Suppose that a request arrives for downloading a file of size V bytes
® V bytes must be transferred from s to t
® Number of download requests arriving over T interval is N(T)

Vi, Vo,..., Vx(T)

V(T) =YDV

Average Requests
® Opver the interval T, if EV is the average file size
® Average requests for an aggregate amount

V(T) = (EV)N(T)

Offered Load
® Dividing both sides by T, we get



A
Highlight

A
Highlight

A
Highlight


® Avg rate at which V(T) grows with time
® Avg rate at which download requests arrive
p=AEV
® p = Offered load expressed in bytes/sec
® ). = Average arrival rate of download requests

END
WEEK 12
TOPIC 157

Optimal Routing
In this module
We shall understand
® Feasible routing
® Optimization problem
Reference
® Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring
the Internet,Morgan Kaufmann Publishers. 2004.
Feasible Routing
® The sum of all flows on a link should stay below the link capacity
x(1)+x@2)+- - +x(K)<C
® Spare capacity
z=C—x(1)+x(22)+ - +x(K))

Optimization Problem (1 of 2)
® Given a network and a set of demands, there may be many feasible routes
® To choose one route from a set, define an objective function
® Choose the route that optimizes the objective function
Optimization Problem (2 of 2)
® Optimal routing is the one that maximizes the smallest spare capacity
® Reasonable, because any link in the network has a spare capacity of at least z
® Increases chance that a future demand between any pair of nodes finds sufficient free
capacity
END

TOPIC 158

Limitations of Min Hop Routing
In this module
We shall understand
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® Shortest path as min hop
® Disadvantages
Reference
® Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring
the Internet,Morgan Kaufmann Publishers. 2004.

Scenario

N - A

Shortest path = Min hop routing
® [fweight along each edge (link) set to 1
® Total bandwidth on a route is d x H
® Hmin takes min resources
® [ cast resource consumption
® H = no. of hops on chosen route
® Demand requires bandwidth d
Disadvantages
® Consider that x uses @ and b to reach y
® [t results in non-utilization of direct hops between them
® Other source-destination pairs would never use these resources
® Network is partitioned

END

TOPIC 159

Formulation of Routing Problem
In this module
We shall understand




® Min hop routing as congestion source
® Routing problem definition
Reference
® Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring
the Internet,Morgan Kaufmann Publishers. 2004.

Shortest path is most congested
® One or more links in a network get congested
® Form sub-paths on shortest path
® Unused bandwidth is available on other links
Routing as a User-Network-Traffic-QoS Phenomenon

N - A

Defining Routing Problems

® Shortest-widest path
Widest-shortest path
Least-loaded routing
Maximally loaded routing
Profile-based routing

L
L
L
L
END

TOPIC 160

Minimum Interference Routing
In this module
We shall understand

® What is route interference?
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® Max Flow

® Minimum interference

Reference

® Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring
the Internet,Morgan Kaufmann Publishers. 2004.

Route interference

® Any chosen route from a router a to another router b can possibly reduce the capacity

available for demands between other node pairs
® Often a phenomenon in ISP backbone sharing

Max Flow
® Maxflow (s, #) is a scalar
® [ndicates the maximum amount of traffic that can be sent from s to ¢
® Exploits all possible paths through the network
® An upper bound on the total bits/sec that can be sent from s to ¢

Minimum interference
® [deally zero interference
® [f maxflow (s, f) remains unchanged
® Path used for the (a, b) demand does not share any link with the set of paths available for
(s, 1)
® Non-zero minimum interference
® Paths share minimum hops
Problem Formulation
® After the (a, b) demand has been routed, the smallest maxflow value among all other (s,
t) pairs is maximized
Example
Consider four flows, w.r.t (a, b).
® (30, 15, 6) corresponds to path P1 for (a, b)
® (12, 19, 8) corresponds to path P2 for (a, b)
® (3,12, 16) corresponds to path P3
® Route P 2 is the minimum interference route for the (a, b) demand

END

TOPIC 161

QoS Routing
In this module
We shall understand
® QoS goals of single session
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® QoS goals of network operator
® Tradeoff

Reference
Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring the
Internet,Morgan Kaufmann Publishers. 2004.
Single Stream

® A single stream session comes with

® A given bandwidth requirement

® A specified end-to-end delay requirement

® Arrives at the network

® QoS routing is to find a “good” route for the session
Network Operator

® Wider and holistic objectives

® Minimization of total bandwidth consumed
® Maximization of the smallest spare capacity on the links of the network

* Tradeoff (1 of 2)
® End to end
® Hop by hop
® Two QoS models for IP packet networks
® IntServ

® Simulate the “virtual circuit” of ATM or frame relay on layer-3
Tradeoff (2 of 2)
Sets up an end-to-end route with fixed QoS parameters
DiffServ

® Defining several common classes of service with associated queue priorities and

drop precedence on a per-hop basis hops

END

TOPIC 162

Nonadditive Metrics

In this module

We shall understand
® Definition of nonadditive metrics
® Applying nonadditive metrics
® Implications

Reference
Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring the
Internet, Morgan Kaufmann Publishers. 2004.
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Definition
® Nonadditive link metrics cannot be summed over the links of a path to obtain the path
metric
Must be aggregated through another way
Example: Bandwidth
Requires d units of BW
The least available link bandwidth along the path should be d

Application
® Wider and holistic objectives
® Minimization of total bandwidth consumed
® Maximization of the smallest spare capacity on the links of the network
Implications
® What if no path exists?
— S-D get isolated
® What if more than one path exists?
® BW measurement freq & accuracy is a tradeoff
® BW measurement is not exact
Solution
® Choose path with highest Prob of having d units

END

TOPIC 163

Additive Metrics; RMB
In this module
We shall understand
® Definition of additive metrics
® Rate-based multiplexers
® Implications
Reference
® PC Wonget. al. A Programmable rate-based multiplexer (PRS) for ATM switches and
multiplexers. IEEE GlobeCom 1997.
® Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring
the Internet, Morgan Kaufmann Publishers. 2004.

Definition
® Additive link metrics are summed over the links of a path to obtain the path metric
® Example: end-to-end delay
® [feah link offers ¢ units of delay
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® The total links N delay is Nt
Rate-based Mux
® A multiplexer takes input from various streams of traffic and puts them out on a single
line
— Used fixed sized frames
® Rate matching of heterogeneous sources is required
® Example: WFQ
Weighted Fair Queuing
® WFQ supports fair distribution of BW for variable-length packets
— Weighted bit-by-bit round-robin scheduling
® Fair allocation of bandwidth
® Each queue receives its configured share of output port bandwidth

Weighted Bit-by-bit Round-robin Scheduler with Packet Reassembler

(ueue 1 (50% bw) H‘H

g W
N

Lasl bit
350 byt packel|

Order o Packe Transmisson

Quaue 2 26 biw) | Weigted

: '
%] | Ronsren ||||||||||I||?|m|ﬁlﬂlmlﬂEﬁfm,

Sohadular

Last Bl
Queie 3 25% bW (00 e Pacei]
Last kil

& 50 Bt Packel

END

TOPIC 164

Finding Feasible Routes
In this module
We shall understand
® Network model
® Problem formulation
® Multi-commodity problem

Reference
Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring the
Internet, Morgan Kaufmann Publishers. 2004.
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Network Model (1 of 3)
® G(N, L) is the network
® N is the set of nodes
® [ is the set of links
® &, =sum of prop delay & maximum TXN time on link /
® (; be the available capacity on link
® K = source—destination pairs in the network

Network Model (1 of 3)
® G(N, L) is the network
N s the set of nodes
L i1s the set of links
&1 = sum of prop delay & maximum TXN time on link /
C; be the available capacity on link
® K = source—destination pairs in the network
Network Model (2 of 3)

® Consider a path P through the network between a source router and a destination router

® C(Capacity on path P = minsep C;
® /(P)= No. of hops (i.e., links) on path P
Network Model (3 of 3)
® Traffic/flow management discipline = Leaky Bucket
® o, = maximum burst size
® ), = average rate of the source
® (. = maximum packet length corresponding to session &
Problem
® Find, on connection arrival, a route connecting the SD pair
— Rate to be allocated on that route
— Connection’s delay and rate requirements are satisfied
— Capacity constraints are not violated
Upper bound on delay
® Required end-to-end delay

o, + H(P) ¢
Dy(P,r) = = )
leP

® [fall the paths are computed
— Multi-commodity problem
— NP hard

END
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TOPIC 165

Upper Bound on Performance

In this module

We shall understand
® Route and Rate Allocation (RRA)
® Problem Formulation

Reference
Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring the
Internet, Morgan Kaufmann Publishers. 2004.
Route and Rate Allocation (RRA)
® / connections distrib over / classes given to G(N , L) network
® p;\ =number of class i connections for SD pair k&

I K
2i=1 2p=1 Pik = 1

® [fnot all connections can be admitted due to capacity, select a subset for admission
Problem Formulation
® What is the maximum value (revenue) of the minimum weighted carried traffic (W)
that any RRA algorithm can extract from the network?
® Offline Routing (Integer Linear Program)

f K
A, p) = max n1|3_: Zu:rz.u
fe.
i=1 k=i

]
Sk = E.r.l.,li..',_rz Yiel, Yke
=l

i j
El:r":rﬂﬁl._,- < ¥lel

=1 =l
s =pah Yiel kek

® s, = carried traffic of class i for SD pair k&
® 1,,= No. of class i connections carried on path j

END
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TOPIC 166

Non-Rate-Based Multiplexers
In this module
We shall understand
® Non-Rate-Based Multiplexers
® Multi-constrained feasibility problem

Reference
Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring the
Internet, Morgan Kaufmann Publishers. 2004.

Additive Metric
® Non-rate muxes are unlike rate-based
— Rate requirement is relieved
® Other requirements emerge
— Bit error rate
— Packet Loss Probabilities
— Preferential links or paths
Multi-constrained Feasibility Problem (1 of 2)
® m additive constraints are given
® Objective: find a path that satisfies all m constraints
Multi-constrained Feasibility Problem (2 of 2)
® [n case several paths satisfying all m constraints are available
® No criterion specified for choosing one from this set of paths
— Not defined as an objective function in the optimization problem
Heuristic Interpretation As Constrained Region

AP

WE

MP) = 1A (P) + axha(P)

m path metric values A 1(P), ..., Xi(P),...,Am(P), map to a single real value that represents the
effective path length

END
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TOPIC 167

Efficient Longest Prefix Match
In this module
We shall understand

® QOperation at router

® [ ongest prefix match

® [ncreasing efficiency

Reference
Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring the
Internet, Morgan Kaufmann Publishers. 2004.
Operation at Router
® Perform a logical AND of netmask and 32-bit destination IP address in the packet
® [fresult matches network prefix in the forwarding table entry,
® Next hop is the corresponding entry in table.
® Route lookup a search problem

Longest Prefix Match
® Multiple matches of forwarding table entries to a destination IP address are handled
through LPF
® [f there are multiple matches to an IP address
— One matching longest network prefix is returned by the lookup function

Binary Trie (1 of 2)
® Forwarding table organized as binary trie
— Essentially a binary tree
® FEach vertex at level k corresponds £ bits prefix
® FEach vertex has 2 children
— k bit prefix expanded to (k + 1) bit prefix

Binary Trie (2 of 2)
® Route lookup essentially involves tracing 32-bit destination address in the trie to find the
vertex
— The entry in the forwarding table that matches the longest prefix
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Sample Forwarding Table & Representation

trie representation
root

Q0 10w 11w
<4 o o\
001« 100~ 110« 111+C

2 o/
&1{1-\1 ‘Igﬂ/ﬂﬂ-.l"E 1?‘:}10-4"5

00100+ O0101+/K 10000+/F 11000+
1 {}/
001001+/J 100000+ 1 muﬂm-m

1000000~/G 1100000+//

routing table

Met addr Fort
O«

1=

111~
1100~
1000+
10000+

1 000000+
110000+
1100000+
001001~
00101~

Z|<|=[ZT|(OMmMDO|Ds

(CS432 Handouts Made by
Mahjabeen
mahjabeen97869@gmail.com
contact # 0321 2711298




Trie Traversal for 1000000

trie representation

root

00~ 10« 11+
4 o/ AN
001« 100« 110+ 111+/'C

2 o/
wjﬂi\'I ‘Ié.’_i/ﬂﬂ-.l" E 101?0-.-’ D

00100« 00101~/ K 10000~'F 11000~
1 0 o/
001001«/J 100000 110000+ H
o/
10000005 1100000« |
END

TOPIC 168

Level-Compressed Tries
In this module
We shall understand
® Traversal time
Reference
® Anurag Kumar et al. Communication Networking—An Analytical Approach. Featuring
the Internet, Morgan Kaufmann Publishers. 2004.
Traversal Time
® Binary Tree is a graph
® Complexity of depth-first traversals is O(n+m)
® Complexity then becomes O(n + n-1), which is O(n)
Level Compress (1 of 2)
® Rather than define a level for each bit of the address
— Define a level for groups of contiguous bits
® A simple case of level compression is to have a level for every K bits
® For N bits in address, then the number of levels 1s N/K
Level Compress (2 of 2)
® [nstead of two-way branch from each vertex of the trie
— 2 K-way branch



A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight


® Another view of level compression is to say that a subtree of height & is compressed into
one level

Level Compression or Prefix Expansion

level-compresssed trie
root
00+/A 01+/A 10+/B 11+/B
S
/nryi\ )IG*IE 11}0*59 1110+/C
001001+J  0010104K  001011+/K 100000+/E 100001+/F 110000+H

/\\\R

1000000+/G  10000001+/'G 11000000+/1 11000001

routimng table

et ackdr Port
fa

-~

1=~

A 1O

A O -

A O e
pe e wln e el
A A OO~
A OO OO -~
(o el Felel B0
[(wlnlh ol B

I

A&~ @m0

Trie (Retrieval) Traversal for 1000000

level-compresssed trie
root
00+/A 01+/A 10+/B 11+B
ST
//’qﬂrﬂ:‘i\\ 1000+/E 1100+'D 1110+/C
001001«  001010«K  001011+/K 100000«/E 100001+F 110000+H

TN [T

1000000+/G ~ 10000001+/G 11000000+ 11000001
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TOPIC 169

Flooding; ARPANET Algorithm
In this module
We shall understand

® Usage of flooding

® [ndefinite flood

® ARPANET solution

Reference
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
Usage of Flooding
® An algorithm whereby a node broadcasts a topological update message to all nodes
® Sending the message to its neighbors
— Which in tum send the message to their neighbors, and so on
Indefinite Flood
® Transmission of messages never terminates
— Rule: node that receives a message relays it to all of its neighbors except from
which it received
Level Compress (2 of 2)
® Instead of two-way branch from each vertex of the trie
— 2 K-way branch
® Another view of level compression is to say that a subtree of height & is compressed into
one level

Indefinite Flood Problem
® A failure of link (1-2) is communicated to node 3 which triggers an indefinite circulation
of the failure message along the loop (3,4,5) in both directions

Indefinite circulation
in both directions

-
>“\_ Failure
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ARPANET Solution
® Store enough information in update messages and network nodes
® To ensure that each message is transmitted by each node only a finite number of times
— Preferably only once
® ARPANET used Sequence Numbers
Operation
® When a node j receives a message that originated at some node i
® Check if its seq no. > seq no. the message last received from i
® Yes: message stored in memory
® Transmit to all its neighbors except sender
® No: discard
END

TOPIC 170

Flooding w/o Periodic Updates
In this module
We shall understand
® Redundancy of periodicity
® Need-based updates
® The problem
® The solution

Reference
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
Redundancy of Periodicity
® Periodic updates needed because if some updates are sent but not incorporated
® Node crashes
® Transmission errors
—  Routing tables become inconsistent
® However under normal circumstances
— Not needed
Need-based Updates
® Zero seq no allowed only when node is recovering from a crash
— Situation where all of the node's incident links are down
— And it 1s in the process of bringing links up
® Separate seq no. for each origin node
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The Problem

O

® Link (2,3) goes down, then link (1,2) goes down, and then link (2,3) comes up while node
2 resets its sequence number to zero

® Nodes 2 and 3 exchange their (conflicting) view of the status of the directed links (1 ,2)
and (2, 1)

® Both nodes discard each other's update message since it carries a sequence number zero
which is equal to the one stored in their respective memories.

The Solution

O

® Depending on the lexicographic rule used
— Either the (correct) view of node 2 regarding link (2, 1) will prevail right away
— Or else node 2 will issue a new update message with sequence number 1 and its
view will again prevail
END

TOPIC 171

Broadcast without Seq. Nos.
In this module
We shall understand
® Redundancy of periodicity
® Need-based updates
® The problem
® The solution

Reference
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.




Redundancy of Periodicity
® Periodic updates needed because if some updates are sent but not incorporated
® Node crashes
® Transmission errors
— Routing tables become inconsistent
® However under normal circumstances
— Not needed
Need-based Updates
® Zero seq no allowed only when node is recovering from a crash
— Situation where all of the node's incident links are down
— And it 1s in the process of bringing links up
® Separate seq no. for each origin node

The Problem

O

® Link (2,3) goes down, then link (1,2) goes down, and then link (2,3) comes up while node
2 resets its sequence number to zero

® Nodes 2 and 3 exchange their (conflicting) view of the status of the directed links (1 ,2)
and (2, 1)

® Both nodes discard each other's update message since it carries a sequence number zero
which is equal to the one stored in their respective memories.

The Solution

® Depending on the lexicographic rule used
— Either the (correct) view of node 2 regarding link (2, 1) will prevail right away
— Or else node 2 will issue a new update message with sequence number 1 and its
view will again prevail

END




WEEK 13

TOPIC 172

Problem Set 1

In this module

We shall understand
® Complexity of routing algorithms
® Operation of inter-AS protocols

Reference
Kurose, J., and K. Ross. "Computer networking: a top-down approach." 6 Edition (2013),

Pearson

Topology for SPF Algorithm

Routing Algorithm Complexity

With the indicated link costs, use Dijkstra’s shortest-path algorithm to compute the shortest path
from x to all network nodes

Inter-AS Connectivity

ah
_..—4':— fj"-}ll A
AT e Sum.
o : |
2 ASg i

= =

3a za L=
&S <
TS e

As3 B e e e




Operation of Inter-AS Routing Protocols

Consider the network. Suppose AS3 and AS2 are running OSPF for their intra-AS routing
protocol. Suppose AS1 and AS4 are running RIP for their intra-AS routing protocol. Suppose
eBGP and iBGP are used for the inter-AS routing protocol. Initially suppose there is no physical
link between AS2 and AS4.

Operation of Inter-AS Routing Protocols

a. Router 3¢ learns about prefix x from which routing protocol: OSPF, RIP, eBGP, or iBGP?

b. Router 3a learns about x from which routing protocol?

c. Router 1c learns about x from which routing protocol?

d. Router 1d learns about x from which routing protocol?

END

TOPIC 173

Problem Set 1
In this module
We shall understand

® Switching fabric performance

® [nter-AS connectivity

® Subnetting a network

® Fragmentation & reassembly
Reference
Kurose, J., and K. Ross. "Computer networking: a top-down approach." 6 Edition (2013),
Pearson
Switching Fabric Performance in Routers
If the maximum queuing delay is (n—1)D for a switching fabric n times faster than the input line
rates. Suppose that all packets are of the same length, n packets arrive at the same time to the n
input ports, and all n packets want to be forwarded to different output ports. What is the
maximum delay for a packet for the (a) memory, (b) bus, and (c) crossbar switching fabrics?

Subnetting

Consider a subnet with prefix 128.119.40.128/26. Give an example of one IP address that can
be assigned to this network.

Subnet Prefixes

Suppose an ISP owns the block of addresses of the form 128.119.40.64/26. Suppose it wants to
create four subnets from this block, with each block having the same number of IP addresses.
What are the prefixes (of form a.b.c.d/x) for the four subnets?

Fragmentation & Reassembly

Consider sending a 2400-byte datagram into a link that has an MTU of 700 bytes. Suppose the
original datagram is stamped with the identification number 422. How many fragments are
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generated? What are the values in the various fields in the [P datagram(s) generated related to
fragmentation?

END

TOPIC 174

Simulate QoS Routing .

In this module

We shall understand O
® What is QoS routing? o \0
® An example scenario '\
® [mplementation example q

® Support in Inet &
References

Chaudhry, Shafique Ahmad, et al. "NETSAQ: Network &e QoS provisioning for
MANETSs." Management of Convergence Networks a ices. Springer Berlin Heidelberg,
nteed Model for Mobile Ad Hoc

2006. 170-179.
"Design and Simulation of a Quality of Service (
Networks (MANets)". SATNAC 2006.

https://omnetpp.org/pmwiki/index.php ?n% TDiffServ
f

simple/qua
Operation of QoS Routing sler\?q

e
Each class of traffic needs a mini bandwidth path. To avoid oscillations by, QoS routing

modifies the routing algorithms. rq
Key idea: Established routes C@l s to use the previous links till new paths (or links) are

discovered o

Assumptions o

Let b, = 50 kbps, b,,.,, = 100 kbps, t =1 min, w,D = 0.2, w,PLR = 0.3 and i=65 kbps
Then threshold s:

s=max[{1- 0.5 (w1 D +w2 PLR)} b,... Byin)

| s=max[{1-0.5(0.2 + 0.3)} 100, 50] = 75 kbps

Reserve the resources along the path equal to 75 kbps (s)

Else reserve the resources equal to 65 Kbps ()

Otherwise reserve the resources equal to 50 Kbps (b,,,)
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Decision (1 of 3)

lfresources are reserved equal to 75 kbps
when destination node receives data rate < 75 kbps for 1 min
[t will notify the source
Source will establish a new route with data rate > s kbps

If no such route is available, a route with data rate > j or minimum bandwidt b, condition will be set up

Decision (2 of 3)

If resources are reserved equal to 65 kbps
when destination node receives data rate < 65 kbps for 1 min
It will notify the source

Source will establish a new route with data rate > s kbps

If no such route is available, a route with data rate > i or minimum bandwidth b, condition will be set up

Decision (3 of 3)

It resources are reserved equal fo 50 kbps
when destination node receives data rate < 50 kbps for 1 min
[t wil notify the source

Source will establish anew route with data rate > s kops

If no suich route Is available, a route with data rate > or minimum bandwidth b, condition will be setup

Supportin INET
» Basic DiffServ support
» Current queue modules
— DropTailQueue,
— DropTailQoSQueue
— REDQueue
» C(Classifier class: BasicDSCPClassifier
» classifyByDSCP() creates new packet classifiers

END




TOPIC 175

Simulate Routing Updates
In this module
We shall understand

® CISCO EIGRP

® Basic operation

® ANSA

® Module structure in Inet

Reference

Vesely, Vladimir, Jan Bloudicek, and Ondrej Rysavy. "Enhanced interior gateway routing
protocol for OMNeT++." Simulation and Modeling Methodologies, Technologies and
Applications (SIMULTECH), 2014 International Conference on. IEEE, 2014.

EIGRP

» Cisco’s EIGRP is a hybrid routing protocol between distance vector and link state routing

protocols

* EIGRP offers routing based on composite metric

* Cisco released EIGRP specs as IETFE’s RFC draft in 2013
Basic Operation

* EIGRP employs Diffusing Update Algorithm (DUAL)

» Propagates topology change minimizing path compute time

* Sends event-driven partial bound updates

— Weighted (Bandwidth + Delay)

ANSA

* Automated Network Simulation and Analysis

* (@Brno University of Technology

* Czech Republic
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TOPIC 176

Simulate HSRP

In this module

We shall understand
® Background for failover .
® (CISCO Hot standby

Basic operation O
® AMDF Simulation .'\\o
Reference ?

Oppenheimer, Priscilla. Top-down network design. Cisco Press, 2)(&

Botha, Marthinus Ignatius. Modelling and Simulation Framework Incorporating Redundancy
and Failure Probabilities for Evaluation of a Modular Automat n Distribution Frame.

Diss. University of Pretoria, 2012.

Background
* Allows PC to keep communicating on an 1 t even if its default gateway
becomes unavailable

«  Works by creating a virtual (phantom) r virtual router
— Virtual router has its owr& AC addresses
Hot Standby Router Protocol (HS

"i_-:"“\:
o

}-'.l
——

Active Router

| Enterprise
Intermetwork

g Virtual Router
: w— | ':
- /

Workstation

{1“3

Standby Router
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Basic Operation (1 of 2)
* Each PC is configured to use the virtual router as its default gateway
*  When a PC broadcasts an ARP frame to find its default gateway, the active HSRP router
responds with virtual router’s MAC address
Basic Operation (2 of 2)
* Active router sends out HELLO periodically
« If the active router goes offline, a standby router takes over
« HSRP also works for proxy ARP

Automated Main Distribution Frame Housing Routers

Fuili_RRILIF

T
beqRi

uﬂl }H&H:i

AEmah]
&

END

TOPIC 177

Simulate Flooding

In this module

We shall understand
® Message complexity in simple flooding
® Recalling TicToc14

Reference
Hu, Ruijing. "Efficient Probabilistic Information Broadcast Algorithm over Random Geometric
Topologies." GLOBECOM. 2015.
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Chelloug, Samia Allaoua. "Energy-Efficient Content-Based Routing in Internet of Things."
Journal of Computer and Communications 3.12 (2015): 9.

Ruijing Hu. “Fair Comparison of Gossip Algorithms over Large-Scale Random Topologies.”
International Symposium on Reliable Distributed Systems 2012.

Message Complexity 3
* Flooding is a simple routing algorithm in which every incoming packet is sent thrm&;
every outgoing link except the one it arrived on
« Complexity
- M=Q/N-1)
Displaying no. of packets sent/received
® No. of messages at each node
® tictocl4.ned
® txcl4d.cc
® tictocl4.msg

Simulate Flooding

Txcl4.cc (1 of 3)
class Txcld : public cSimpleModule

i

private:
long numSent : —‘i Declared\

long numRe ceived :
protected:

virtual void updateDisplay():

void Txcld4::initialize()

// Initialize variables setto zero & WATCH'ed
numSent = 0; /%ininitiahzei}memnd
numBeceived = 0;

WATCH (numSent) ;

WATCH ( numReceived) :

END
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TOPIC 178

Simulate TCP with BER
In this module
We shall understand
® Reference topology
® The paradox
® Support in Mixim

Reference

Xylomenos, George, et al. "TCP performance issues over wireless links." Communications
Magazine, IEEE 39.4 (2001): 52-58.

Tian, Ye, Kai Xu, and Nirwan Ansari. "TCP in wireless environments: problems and solutions.'
Communications Magazine, [EEE 43.3 (2005): S27-S32.

Kopke, Andreas, et al. "Simulating wireless and mobile networks in OMNeT++ the MiXiM
vision." Simulation tools and techniques, 2008.

'

Reference Topology
Wired Wireless
Q<_Linls_> Link
Fixed Base Base Mobile
Host Station Station Host

Buffer




TCP with BER
* A cross layer paradox
« TCP is for congestion control
« Packet loss due to PHY layer
— BER
* TCP wrongly interprets
— Goes into starvation
Line of Sight effect
* An object within the line-of-sight between two nodes s and b yields a weaker received
signal than that of a non obstructed pair s and a at the same distance
Support in Mixim
* Decider module
— Classifies incoming messages into receivable messages or noise
— Calculates the bit errors for the message
— Info. about current state of channel
PHY Layer Class Graph

BasePhyLayer

r 3 r 3

1 =

Decider AnalogueModel send/rece
¥
Process —
4 filter
Signal 1 0| AirFrame

END

TOPIC 179

Simulate Priority Queues
In this module
We shall understand
® Motivations for PQs
® QOperation
® Variants
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® Delay Bounds

References
Varga, Andras. "The OMNeT++ discrete event simulation system." Proceedings of the

European simulation multiconference (ESM’2001). Vol. 9. No. S 185., 2001.
Chuck Semeria, “Supporting Differentiated Service Classes: Queue Scheduling Disciplines,”

Juniper Networks, White Paper 2001.

Recall!
® Designed to provide a relatively simple method of supporting differentiated service

classes
® (Cqueue provides FIFO by default
® Need to be modified for priority queuing

Operation
® Packets classified and placed into different priority queues
® Packets scheduled from the head of a queue only if all queues of higher priority are

empty
® Within each of the priority queues, packets are s&h'?féﬂf in FIFO order

Priority Queuing with Classifier

et [N

w2 [ | ] ] [ | Classitar Highest Priority —

-
Midde Friorty
e isi==i allRIN

Fows | - |
Lowest Pricity | J'I
-

M, | [+ ~ I T 11|
oo LI~ -
o [~ |

Support in INET
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Member Functions
® simple PriorityQueue extends Queue
{ (@class(PriorityQueue);

h
® void setSchedulingPriority(short p);

END

TOPIC 180

DLL Services
In this module
We shall understand
® Need for DLL
® Service models
® Services
Need
® The datalink layer is to the link what the transport layer is to the path
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® Upper layer necessitates its behaviour
— Reliability
— Flow control
— Error control
® Corresponding services must exist
Services Models
® Services offered
— Reliable (PPP)
— Unreliable (Ethernet)
* Point to point
* Multiaccess

Services
® Framing
® Link access
® Error control
® Contention control

END

TOPIC 181
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EDEC Techniques

In this module

We shall understand
® Strategy of EDEC
® (apability of EDEC
® (Constraints

References

http://computing.dcu.ie/~humphrys/Notes/Networks/data.error.html

Graves, Michael. The Complete Guide to Networking And Network+. Cengage Learning, 2003.
Block Diagram

Nender Receqver
Enzoder Decoder

k bits| Dataword Dataword |k bits

Fatract

Discard

Urrelsable transmission

nbits|° Codeword

Strategy




Cratagram Catagram

bits in D" " )
oK e
: # Detected error

d dntln. bits I
=i - i

=, )

Bit ermor-prone link

Capabilities of EDEC
Given a Hamming Distance of d_.4,

Error detection: e ;<=d_ -1
Error correction: e_<=(d_ ,.-1)/2
e = # of bit flips

Constraints
® All EDEC metlods only work below a certain error rate

® [fwe allow any no. of errors in data bits and in check bits, then no EDEC method can

guarantee to work
— Any valid pattern can transform into any other valid pattern

END

TOPIC 182

Parity Checks
In this module
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We shall understand
® Operation of single bit parity
® [imitations

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
http://computing.dcu.ie/~humphrys/Notes/Networks/data.error.html
Graves, Michael. The Complete Guide to Networking And Network+. Cengage Learning, 2003.
Operation

® Single bit parity detect single bit errors

— Even

— 0dd )
— d data bits —fy

[~ 0111000110101011] 0 | " 641100011 0101011 1

Limitations
® Probability of undetected errors in a frame protected by single-bit parity
— can approach 50 percent
® Burst errors cause such nondetections

END

TOPIC 183

Checksumming at DLL
In this module
We shall understand
® Overhead of parity
® Basic idea of checksum
® Operation at DLL vs Transport layer
References
® Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2.
New Jersey: Prentice-Hall International, 1992.
® http://computing.dcu.ie/~humphrys/Notes/Networks/data.error.html
® (Graves, Michael. The Complete Guide to Networking And Network+. Cengage Learning,
2003.
Overhead of Parity schemes
® Single bit parity schemes provide little protection
® To provide enough resilience, redundancy increases linearly
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® Solution:
— Treat data as k-bit integers
— Generate k-bit overhead
Operation
® RFC 1071 addresses Internet checksum algorithm
® |s complement of all sums of k-bit integers forms the Internet checksum
— 16-bit for TCP/UDP
® (arried in the segment header
Variants
® TCP and UDP: checksum computed over all fields
— Header + data
® [P: [P header
® XTP: one checksum is computed over the header and another checksum computed over
entire packet
DLL vs Transport
® Transport layer is typically implemented in software
® Error detection has to be simple and fast
— Checksumming
® DLL implemented in NIC
— CRC is more robust

END

TOPIC 184

Horizontal & Vertical Parity
In this module
We shall understand
® 2-D Generalization
® Error correction
® [imitations
References
® Bertsckas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2.
New Jersey: Prentice-Hall International, 1992.
® Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet,
3/E. Pearson Education India, 2005.
2D Generalization
® d bits in D are divided into 1 rows and j columns
® Parity value computed for each row and for column
® i+j+ 1 parity bits comprise DLL frame’s error-detection bits
— 17 bits for 64 bits
s ~27%
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Two-Dimensional Parity

row N
parity o
d4q 1 - - daj | da, jun
d5 4 - d=j | ds jsq
d, - - - d; d;
colur‘nhl I I,] i,j+"1
parity Diva,1 - - Divali dinq

1O1LO1|L
1111 0|0
O1 11 0|l
101 01|o

o errfors

1 D@1 O 1)L
Parity

_:L_E =rror
Ol1 11 0O|L

1 d1o1|o

pa‘lrrity

=rror
correctabl/e
single bift error

Error Correction

® A single error is detectable
— And correctable

® Even an error in the parity bits themselves is also detectable and correctable
Forward error correction (FEC)

Limitations

® Two-dimensional parity can also detect (but not correct!) any combination of two errors
in a packet

END

TOPIC 185

Cyclic Redundancy Check
In this module

We shall understand
@® Principle

® Modulo 2

® QOperation

® Applications

References
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Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.

Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.

Principle (1 of 2)
® Checksum becomes weak
— Limited illegal rep
® CRC more powerful error-detection code
— Views data bits, D, as a binary number
— Choose r+1 bit G
— Goal: choose r CRC bits, R, so <D,R> exactly divisible by G (modulo 2)
Principle (2 of 2)
® Receiver knows G,
® Divides <D,R>by G
® All zeros
— No error
® [f non-zero remainder: error detected!
Modulo 2
® Modulo-2 arithmetic
® Addition & subtraction are identical
® Both equivalent to bitwise exclusive-or (XOR) of operands
® 1011 XOR 0101 =1110
® 1001 XOR 1101 =0100
Operation
® D2"XORR=nG
— Left shift by r then append R
— Multiple of Generator
Mathematical manipulation
® D2"'=nG XOR R
® [fwe divide D2" by G, want remainder R to satisfy

® R =remainder] D2 ]
G

D=101110,d=6,G=1001, r =3

9 bits transmitted in this case are 101110 011
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Applications
® CRC can detect all burst errors less than r+1 bits
® Widely used in practice
— Ethernet
— 802.11 WiFi
— ATM

END

TOPIC 186

Throughput of MAC

In this module

We shall understand
® An ideal MAC channel
® Contention issues

References
Lee, Ha Cheol. A MAC Throughput in the Wireless LAN. INTECH Open Access Publisher,
2012.
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Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.
Ideal MAC (1 of 2)
® Broadcast channel of rate R bps
® When one node wants to transmit, it can send at rate R
— M nodes transmit
— Each sends at average rate R/M
Ideal MAC (2 of 2)
® Fully decentralized
— No special node to coordinate TXNs
® No synchronization of clocks
® No slots
® Simple
Access Methods (1 of 2)

by )
chaan el icllis MI"'-'.
glots |
| | DATA | | |
—# P - »
DIFS | ] [

(a) Basic access method

Access Methods (2 of 2)

idle RIS Cls ACK
........... e ’ .
| DATA |
—* ] u- ] » " ¥ ] ¥ -
DIFS SIFS SIFS SIFS DIFS

(b) Four-way handshaking access method

Analysis
® Effective throughout depends upon various factors
— No. of active users
— No of resources
— Channel access methods
— Traffic volumes
® Probabilistic in nature
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END

TOPIC 187

Channel Partitioning
In this module
We shall understand
® Basic idea
® TDM
® FDM

References
Lee, Ha Cheol. A MAC Throughput in the Wireless LAN. INTECH Open Access Publisher,
2012.
Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.
Basic Idea
® Divide channel into smaller “pieces”
— Time slots
— Frequency
— Code
— Space
® Exclusive use
TDM
® Time divion multiplexing
® Access to channel in "rounds"
® Fach station gets fixed length slot
® [ ength = packets trans time) in each round
® Unused slots go idle

TDM Example
Example: 6-station LAN, 1,3,4 have pkt, slots 2,5,6 idle

® Fraction of time slots being used
® Depends upon the frame size

I = E Q;x;

J
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i

FDM
® Frequency divion multiplexing
— Channel spectrum divided into frequency bands
® Fach station assigned fixed frequency band
— Unused transmission time in frequency bands go idle
FDM Example
Example: 6-station LAN, 1,3,4 have pkt, frequency bands 2,5,6 idle
® Fraction of frequency bands being used
® Depends upon the transmission times of each user

=3 a;x;

tirne

FOK cabile

frequency bands -

LY
=54 nvan
.

WEEK 14

TOPIC 188

Random Access Protocols
In this module
We shall understand

® Basic idea

® Packet attempts

® Managing collisions

References
Anurag Kumar et al. Communication Networking—An Analytical Approach. Morgan
Kaufmann Publishers. 2004.
Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.
Basic Idea

® When node has packet to send
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— transmit at full channel data rate R
— No a priori coordination among nodes
® (ollisions are legal
— Two or more transmitting nodes cause collision

Packet attempt instants in space and time

A

© ™ ™
O
g . y
0
°
] * .
™ |
™ |
™ |
|
| -
t .
time
Managing
Collisions
® How to detect collisions?
— Voltage change
® How to recover from collisions?
— Wait &
— Retransmit
END

TOPIC 189

ALOHA

In this module

We shall understand
® Basic idea
® Packet transmissions
® Probability of success

References
Anurag Kumar et al. Communication Networking—An Analytical Approach, Morgan
Kaufmann Publishers. 2004.
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Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.
Basic Idea
® Just say as you like!
® Whenever and wherever
— Simplest
— No synchronization
Packet transmissions are independent
® Packet reception success dependent upon others not transmitting

transmission

J /started by a node a
o A
2
8
w

0 node b

[E I
b 2 reception time

n startedat b
>

Probability of Success (1 of 2) _
will overlap ~ will overlap

i with startof { withendof
i+— i’s frame —>{+—i’s frame —

node i frame

to-l to to+1

P(success by given node) = P(node transmits) * P(no other node transmits in [to-1,to] * P(no
other node transmits in [to-1,to

Probability of Success (2 of 2)
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will overlap ~ will overlap

i with startof { withendof
i+— i’s frame —>{+—i’s frame —

node | frame

to-l to to+1

p-(1-p)™! (1-py™

=p - (I-py™?

[choosing optimum p and n very large]
=1/(2e) = .18

END

TOPIC 190

Slotted ALOHA
In this module
We shall understand
® Assumptions
® Operation
® Performance & limitations
® Efficiency

References

Anurag Kumar et al. Communication Networking—An Analytical Approach, Morgan
Kaufmann Publishers. 2004.

Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.




Basic Idea
® Minimize collisions
— Through synchronization
— Through frame size delimiting
Assumption
® All frames same size
® Time divided into equal size slots
— Time to transmit 1 frame
® Nodes start to transmit only slot beginning
® Nodes are synchronized
— If 2 or more nodes transmit in slot, all nodes detect collision
Operation
® when node obtains fresh frame, transmits in next slot
— if no collision: node can send new frame in next slot
— if collision: node retransmits frame in each subsequent slot with prob. p until
success
Performance of Network with 3-Nodes
® 30% success
® How many collisions?
® How many empty slots?

nade 1 1 1 1 1

Pros
® Single active node can continuously transmit at full rate of channel
® Highly decentralized: only slots in nodes need to be in sync (master clock)
® Simple to implement
Cons
® (ollisions, wasting slots idle slots
® Nodes may be not able to detect collision in time
® Clock synchronization needed

Probability of Success (1 of 2)
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will overlap ~ will overlap

i with startof { withendof
ie— i’s frame —»ie—i’s frame —»

node | frame

to-l to to+1

® N nodes with many frames to send, each transmits in slot with probability p

® Prob that given node has success in a slot = p(1-p)*!

® Prob that any node has a success = Np(I1-p)¥!

Probability of Success (2 of 2)
® Max efficiency: find p* that maximizes
Np(1-p)¥!

® for many nodes, take limit of Np*(1-p*)N-!
— N goes to infinity

® Max efficiency = I/e = .37

will overlap ~ will overlap

i with start of { withendof
ie— i’s frame —><— I's frame —»

node | frame

t.1 t f 4l

END

TOPIC 191

CSMA/CD
In this module
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We shall understand
® Basic idea
® CSMA/CD states
® BEBA

References

Andrew S Tanenbaum. Computer Networks (4™ Edition). Pearson Education

Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Intern
Pearson Education India, 2005.

Basic Idea ) \0
Carrier Sensing x

® [isten before transmit ()J
® [f channel sensed idle
— Transmit entire frame &
® [fsensed busy
— Defer transmission %
Collisions Detection

— Within short time
® (olliding transmissions aborted
® Reduces channel wastage

carrier sense multi

bwith collision detection

CSMA/CD States

® C(Contention this is protocol d in ethernet network to manage access
® Transmission . :
® Idle to the netv“an el and prevent collision between device
Contention
b slots

| ~
A
Frame H 1 H Frame r 1 H Frame F Frame
. " FAR " r L - i
Transmission Contention Idle
period period period
Timg ——

Binar x) backoff
er mth collision, NIC chooses K at random from {0,7,2, ..., 2"-1}
IC waits K-512 bit times, returns to Step 2
— Ifidle, start trans
— If busy wait until idle, then transmits
® [onger backoff interval with more collisions

END



A
carrier sense multiple access with collision detection

this is protocol used in ethernet network to manage access 

to the networkchannel and prevent collision between device


TOPIC 192

CSMA/CD Efficiency

In this module

We shall understand
® Factors affecting efficiency
® Performance of variants

References
Andrew S Tanenbaum. Computer Networks (4™ Edition). Pearson Education
Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.
Factors Affecting (1 of 2)
® T, = max prop delay between 2 nodes in LAN
® t.., = time to transmit max-size frames
® Full load
— Worst
® Partial load
— Increases till a range
® No load
— Poor performance

Factors affecting (2 of 2)

Efficiency= T

prop”’ * trans

® Efficiency goes to 1

— AS tyrop goes to 0

— AS tirans g0€S to infinity
® Efficiency goes to 0 vice versa

Performance with Variants




0.01-persistent CSMA

1.0~
~ 09+ Nonpersistent CSMA
)
E 08— 0.1-persistent CSMA
307~
o

- 0.5-persistent

§ 06 -~ CSMA
205

g 0.3+ _1-persistent
£ 02 =~ CSMA
n
0.1
%9 1 2 3 4 5 6 7 8 9

G (attempts per packel time)

END

TOPIC 193

Min Frame Size Computation

In this module

We shall understand
® What is minimum size?
® Factors for frame size computation
® FEthernet calculation example

References

Andrew S Tanenbaum. Computer Networks (4™ Edition). Pearson Education

Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.

Min Frame Size
® Ethernet recommends 64 Bytes
— Inclusive of headers
® |[f the data portion of a frame < 46 bytes
® Pad field is used to fill out the frame to min. size
® Wireless networks necessitate lesser size
— ReTx cost to be minimized
® Optical networks require longer frames

Reasons (1 of 3)
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® Data field of 0 bytes is sometimes useful
— When a transceiver detects a collision, it truncates the current frame
® Stray bits and pieces of frames appear on the cable all the time
® To distinguish valid frames from garbage
Reasons (2 of 3)
® (ollision detection can take as long as 2 1

Al Packel starts Packet almost Bl
’/animeo atBatr- f\
[ —= I:}—-

Noise burst gets

n B A / backto A at 2t B
T CJC]

(c) Collision at -— (d)
timn ¢

Reasons (3 of 3)
® Prevent a station from completing the transmission of a short frame before the first bit
has even reached the far end of the cable
— where it may collide with another frame
Ethernet Calculation
® 10-Mbps LAN
® Max length = 2500 m (four repeaters: 802.3 specs)
® RTT = 50 usec in the worst case
— Therefore, the minimum frame must take at least this long to transmit
® At 10 Mbps, a bit takes 100 nsec
— 500 bits is the smallest frame that is guaranteed to work
® To add some margin of safety, round up to 512 bits or 64 bytes

END

TOPIC 194

Max Frame Size Computation
In this module
We shall understand
® Ethernet max frame size
® Variable length packet
— Overhead
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® Pipelining
® Transmission errors

References
Andrew S Tanenbaum. Computer Networks (4™ Edition). Pearson Education
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
Background

® FEthernet recommends 1500 bytes as Max

® This limit was chosen arbitrarily for DIX standard

® Transceiver needs enough RAM to hold an entire frame

— More expensive transceivers

Factors (1 of 3)

® Overhead

® Pipelining ; =
® Transmission errors = T .
Overhead of Variable Length Packet (1 of 2) E _ B '
. EaCh ﬁ,ame COl’ltall’lS V as Overhead blts ‘ :; fnirreEr o Bl in the mpsuliing frames. i ihen
® K..x:Max length of packet E = TG o
® Message of length M - | i
— Broken down into M/Kax packets [Tl - see from this that i K, devresses, the sumber of frames inres
n e II:E- --aﬁ;hl.:a:l |-|| Ilh-l|.:||.1-\.;|!_-\-..-_ '|I. :\-I _.l:::rl.-l:.p..--. !1 |1|;:I ||||;|IrI
Overhead of Variable Length Packet (2 of 2) [ e T T e T3 I YO ST

® As Ki..x decreases, the number of frames increases
— Thus the total overhead in the message

® Processing load in a multiple hop network increases

o

Pipelining
® Split the message into smaller packets
— While the later packets arrive on the input queue of the node
— Former packets are leaving or may have already left the output queue

Pipelining Scenario
® Decreasing delay by shortening packets to take advantage of pipelining
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Source —D-O——bo—ro—r Destination

Packet

transmission T

time Total packet
| delay over
l both links

panmson § B A

. Y
time

Total delay for the
two half packets
over both links

N ¢

Pipelining Scenario
® The total packet delay over two empty links equals twice the packet transmission time on
a link plus the overall propagation delay

Source —D-O——bo—ro—r Destination

Packet
transmission T
time Total packet
| delay over
both links

Pipelining Scenario
® When each packet is split in two, a pipe lining effect occurs
® The total delay for the two half packets equals 1.5 times the original packet transmission
time on a link plus the overall propagation delay




Half-packet
transmission
time

A i
Y :
Total delay for the
two half packets
over both links

Tradeoff between Overhead & Pipelining
® As the overhead V increases, K.x should be increased
® As the path length j increases, Kmax should be reduced

Transmission Errors
® [arge frames have a somewhat higher error probability than small frames
® Probability of error on reasonable-sized
® frames is on the order of 10 or less
— This effect is typically less important than the other effects

END

TOPIC 195

Fixed Frame Size Computation
In this module
We shall understand
® Why fixed frame?
® Fixed frame (cell) networks
® Considerations

References

Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.

Maglaris, Basil S., and Mischa Schwartz. "Optimal fixed frame multiplexing in integrated line-
and packet-switched communication networks." Information Theory, IEEE Transactions on
28.2 (1982): 263-273.

Why Fixed Frame?
® Expectability of performance
— Latency
— Throughput



A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight


— Cell loss
® Resource pre-emption

Considerations (1 of 2)
® How much should be the fixed size?
— Processing at the nodes
® Header to payload efficiency
— Padding requirement
Considerations (2 of 2)
® Applications (Voice/video)
— Achieve a small delay for stream-type traffic
® Assume an arrival rate of R and a packet length K
— First bit in a packet is then held up for a time K/R
— Waiting for the packet to be assembled
Fixed Frame (cell) networks
® ATM recommends 53  bytes (424 bits) as Max
— 48 bytes payload
— 5 bytes header
® Emulates circuit-like behaviour
— Good for interactive
— Bad for file transfer

END

TOPIC 196

Multi-Protocol Label Switching
In this module
We shall understand

® [ntroduction

® Basic idea

® Network components

® FEnhanced forwarding

® Important parameters

References
El-Sharkawy, Aamani Nemturand Mohamed. "Performance Evaluation of MPLS Network with
Failure Protection using OPNET Modeler." Performance Evaluation 4.11 (2015).
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Ahmad, Suhail, Wajid Ali Hamdani, and Mohsin Hassan Magray. "Performance Evaluation of
[Pv4 and IPv6 over MPLS using OPNET." International Journal of Computer Applications
125.3 (2015).

Intro (1 of 2)
® Multi Protocol Label Switching (MPLS)
— Fast packet switching & routing
— Provides designation, routing, & switching of traffic flows through MPLS
domain
® All packets labelled before being forwarded
® Network layer header not processed
Intro (2 of 2)
® Although idea was to facilitate fast packet switching
— Main goal: support traffic engineering and QoS

MPLS QoS policy

IP QoS:
DittServ & IntServ

Basic Idea
® Route once and switch many times
® Sct of packets that have the same traffic characteristics are forwarded in the same manner
— Along the route that starts from an ingress node and ends at an egress node of an
MPLS network

MPLS Network Components
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Ingress LSR

Egress LSR D’

Intermediate LSR

Downstream
_

Upstream
—re

MPLS Enhanced Forwarding

N i

NG E Do 3N

Important Parameters
® Link utilization
® Voice jitter
® End to end delay

o o e TP s o e s s g ol o g e e e i o
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i e oo T e Bl Dt . ety e WL O ottt
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b i ea g i T
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] ]
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® Traffic Received when FRR vs link failures

END

|
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Load Balancing in Data Centre
In this module
We shall understand
® [ntroduction
® Basic idea
® Hierarchical design
® [imited host-to-host capacity
® Fully connected topology

References

Greenberg, Albert, et al. "VL2: a scalable and flexible data center network." ACM SIGCOMM
computer communication review. Vol. 39. No. 4. ACM, 2009.

Gandhi, Rohan, et al. "Duet: Cloud scale load balancing with hardware and software." ACM
SIGCOMM Computer Communication Review 44.4 (2015): 27-38.

Intro (1 of 2)
® Google, Microsoft, Facebook, and Amazon have built massive data centers
® Each houses tens to hundreds of thousands of hosts
® (Concurrently support many distinct cloud applications
® Secarch, email, social networking, and e-commerce

Intro (2 of 2)
® Top of Rack (TOR) switch interconnects the hosts in the rack
— With each other
— With other switches in the data center
— Form a data centre network
Basic Idea
® FEach application is associated with a publicly visible IP address
® Clients send their requests and receive responses
® Inside, external requests first directed to load balancer
® Distributes and balances requests to hosts
— Also called L4 switch (with NAT)

Problems in Hierarchical Topology
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10 Gbps
inter-

switch s | . | .’&
S

I

IS

|

Limited Host to Host Connectivity (1 of 2)
® 40 simultaneous flows between 40 pairs of hosts i ent racks
— 10 hosts inrack 1 sends a flow to a c ing host in rack 5
— 10 flows between pairs of hosts in rac and 6, 3 and 7, and 4 and 8
Limited Host to Host Connectivity (2 of
® 40 flows crossing the 10 Gbps A-t

40 = 250 Mbps /\

and B-to-C link) each only receive 10 Gbps /

Solution: Fully Connected Top

H H Fii Tier-1 switches
= |
R e e
L S ST N
3 > <] ) Ter2 swiches
= o e I (= s o L 0, (2 2 [ 2 (5, 5 2, TR switches
e o e e e e e e e
§E==:E; — = :=: I=: ey SEIVES FACKS
=== EEEEEE EE%%
1 | 3 4 5 o 7 &
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Correctness of Stop and Wait
In this module
We shall understand
® Stop and wait operation
® Unnumbered frames and ACKs Using seq nos
References
® Anagnostou, Miltiades E., and Emmanuel N. Protonotarios. "Performance analysis of the
selective repeat ARQ protocol." Communications, IEEE Transactions on 34.2 (1986):
127-135.
® Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2.
New Jersey: Prentice-Hall International, 1992.
Stop and Wait Operation
® (lient sends request
— Waits for response
® Server sends response
— Waits for ack
® Step-locked communication
® Most web and other servers based upon it
— Pipelining is deviation

Problems with Unnumbered Packets

0 0 Time at A -

MNode A

Ack

Node B Timeat 8 ——»

Packet O or 17

Packet O

Problems with Unnumbered ACKs
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2 Timeat A -—»
Node A
Early TimeO
Ack k Nak
Node B
\_/ Timeatf =
\

Packet 0

Problems Management using Seq. Nos.

SN 0 0 1 2
MNode A

rly

Node B

.
I—
.
™™ B
iz |
=
Ly
[ |
L=
=
L=
-

END
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Efficiency of Go Back N
In this module
We shall understand
® Recalling Go back N
® Efficiency of Stop and wait
® Utilization (efficiency) of Go back N
® [imitations

References

Anagnostou, Miltiades E., and Emmanuel N. Protonotarios. "Performance analysis of the
selective repeat ARQ protocol." Communications, IEEE Transactions on 34.2 (1986): 127-135.
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.

Stop and Wait Operation
® (lient sends request
—  Waits for response
® Sends next request
® Each request travels all along the way to server
® Response travels backwards
Efficiency of Stop & Wait Operation (1 of 2)

sender receiver

first packet bit ranSmitted, £ = 0—p.---wrrvevevovene
last packet bit transmitted;1 =L/ R "G

o first packet bit amves
RTT|

ACK arrves, send next | -~
packet, t=RTT+L/R
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Utilization of Go-Back N under No Loss

sender receiver
first packet bit transmitted, t = 0 -,

last bit transmitted, t=L/R3 P
J

first packet bit arrives
last packet bit arrives, send ACK

last bit of 2™ packet arives, send ACK
-last bit of 37 packet arfives, send ACK

RTT

ACK arrives, send next |
packel, I=RTT+L/R

3-packet pipelining increases
utllization by a factor of 3

3L/R &
U e S =
sender RTT+L/ VY* 000087

®

END
TOPIC 200 QQ

Character-l:as ing

In this mod

We sha “%nd
a f character codes

[ )
L onous 1dle

&e gality of control characters within data Transparent Mode
References

Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
Character Codes

® Character codes such as ASCII provide binary representations
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— Keyboard characters and terminal control characters
— Also for various communication control characters
SYN Idle
® A string of SYN characters provides idle fill between frames when a sending DL.C has no
data to send
— But a synchronous modem requires bits
STX and ETX
® STX (start of text) and ETX (end of text) are two other communication control characters
— Used to indicate the beginning and end of a frame

Simplified Frame Structure

L 4

— Frame '
SYN | SYN | STX Header Packet ETX | CRC | SYN | SYN

SYN = Synchronous idle
STX = Start of text

ETX = End of text
Problem
® The header or the CRC might (through chance) contain a communication control
character
— Since these always appear in known positions after STX or ETX, (no problem for
the receiver)
® The payload might contain ETX character
— Interpreted as ending the frame
Transparent Mode
® The transparent mode uses a special control character called DLE (data link escape)
— Inserted before the STX character to indicate the start of a frame in transparent

mode
— Also inserted before intentional uses of communication control characters within
such frame
f— - — Frame— .
SYN | SYN | DLE | STX Header Packet DLE | ETX | CRC | SYN | SYN

DLE = Data link escape

END
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TOPIC 201

Bit-oriented Framing

In this module

We shall understand
® Bit-oriented frames
® Flags
® Bit stuffing example

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
Bit-oriented Protocols
® Bit-oriented synchronous protocol pass variable-length frames
— Image/voice data
— Web data
® Dedicated or switched Simplex, half and full duplex
Flags (1 of 2)
® 3-bit sequence (01111110) that delimits a frame's
— Start and End
® Procedure
— When DLL detects seq of 5 1s in a row in user data
— Inserts a 0 immediately after the 5™ 1 in transmitted stream
Flags (2 of 2)
® DLL at receiver removes inserted Os by looking for seq of 5 1s followed by stuffed Os
Problem
® (Confusion between possible appearances of the flag as a bit string within frame and
actual flag indicating end of the frame
Bit-Stuffing Example )
® The frame after stuffing never contains more than five consecutive 1's
— Hence flag at the end of the frame is uniquely recognizable

- O11TO01T1T1 1117100111170 71111120 TO00mence)

_— 011011711101 1001 1111001 111101111 1 000000
i o - - il

L]
Srutbeod s

01101111171 1001111101111111 11 100000
END
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WEEK 15

TOPIC 202

Framing with Errors

In this module

We shall understand .

® Problems with framing
® FErrors with flagging O

® False flag example .'\\o

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data s. Vol. 2. New

Jersey: Prentice-Hall International, 1992.
aication link

Problems with framing
® Several peculiar problems arise
® When errors corrupt the framing information on
— Flagging

— CRC
— Length field ‘

Flags (1 of 2)
® [fan error occurs in flag at end of
— The receiver will not det d of frame
— Does not check the cyelic re undancy check (CRC)
® When next flag detected, rﬁr assumes CRC to be in position preceding flag

Flags (2 of 2)
® This perceived CRC e the actual CRC for the following frame
— But the receiver interprets two frames as one
® Receiver fails to detect the errors with a probability 27
— Lis the of the CRC
False Flag Exa

Bits before th
'S _A:A

0100110111001 ... (sent)
' 010\0111111001 (received)

ived flag are interpreted by the receiver as a CRC
epting a false frame

® Called the data sensitivity problem of DLC g 3 protocol used for establishing and managing
connections between devices
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A
is a protocol used for establishing and managing 

connections between devices 


— Even though the CRC is capable of detecting any combination of three or fewer
errors

— A single error that creates or destroys a flag plus a special combination of data bits
to satisfy the perceived preceding CRC, causes an undetectable error

END

TOPIC 203

Length Fields

In this module

We shall understand
® Purpose of length field
® Overhead of length field
® Problems with length field
® Partial solutions

References
Bertsekas, Dimitri P., Robert G. Gallager, and Pierre Humblet. Data networks. Vol. 2. New
Jersey: Prentice-Hall International, 1992.
Purpose of Length Field
® Basic problem in framing is to inform the receiving DLC where each idle fill string ends
— Where each frame starts
— Where each frame ends
® [nclude length field in the frame header
Overhead of Length Field
® [fthe length is represented by ordinary binary numbers
® No. of bits in the length field has to be at least
® [ =logm[Kmaxtl]
—  Kimax is the maximum frame size
Problems with Length Fields
® An error in this length field causes receiver to look for the CRC in the wrong place
~ Anincorrect frame is accepted with probability 2+
— L is the length of the Length field
® Receiver does not know where to look for subsequent frames
Partial Solution-1
® DECNET uses a fixed-length header for each frame
— Places length of frame in header
— Header has its own CRC
® [imitation: transmitter must still resync after such an error
® Receiver will not know when next frame starts
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Partial Solution-2
® A similar approach is to put the length field of one frame into the trailer of preceding
frame
— Avoids inefficiency of the DECNET approach
— Requires special synchronizing seq after each detected error

END

TOPIC 204

Topology and Connectivity
In this module
We shall understand
® Topology
® Ad hoc Networks
® Spatial reuse vs connectivity
® Feasibility region-based representation

References
Kumar, Anurag, D. Manjunath, and Joy Kuri. Communication networking: an analytical
approach. Elsevier, 2004.
Calvert, Kenneth L., Matthew B. Doar, and Ellen W. Zegura. "Modeling internet topology."
Communications Magazine, [EEE 35.6 (1997): 160-163.
Topology
® Physical connectivity
— Star
— Hub
— Mesh
— Bus
— Tree
® Connectivity is implied
® Wireless networks have constrained
— Topology
— - Connectivity
Ad hoc Networks
® No infrastructure
® Nodes themselves
— Transmit
— Receive
— Relay (forward)
® An operational area in which nodes randomly placed
® [ocations follow a spatial distribution
® Must communicate with neighbors
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— Certain power
Spatial Reuse vs Connectivity
® The transmission range in the network is large
— At a time at most one transmission occurs
® With smaller transmission ranges, many transmissions can occur simultaneously
— Spatial reuse
— Multihop

Feasibility Region
® x;: location of the first node
® Xx,: location of second node
® Nodes distributed uniformly in [0, z]
X1 = X2
® Two-node network connected if x, — x; <r
® Transmission range of every node: r(n) , where n is the number of nodes in network

X2
A
B A
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TOPIC 205

Link Scheduling & Capacity
In this module
We shall understand
® Hidden terminal problem
® Link scheduling in wireless networks
® Network capacity
References
® Kumar, Anurag, D. Manjunath, and Joy Kuri. Communication networking: an analytical
approach. Elsevier, 2004.
® C(Calvert, Kenneth L., Matthew B. Doar, and Ellen W. Zegura. "Modeling internet
topology." Communications Magazine, IEEE 35.6 (1997): 160-163.

Hidden Terminal Problem
® Wireless nodes are blind
® Carrier sensing is hard
® C(ollision detection is harder

[ .
e § @ O W wie @ B
=t | Al B C D Al ==|B=+ |C D
£\ o l - ’ o
P \ -— ’ 'l‘\\
' Radio range i
Link Scheduling
® MACA
® MACAW
- Range of A’s transmitter Range of B's transmitter ~_

—— e
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Network Capacity
® Sum of all active connections
— Simultaneous
— Non interfering
® Varies with time
® Protocol design determines the effectiveness

END

TOPIC 206

Scheduling Constraints

In this module
We shall understand
® Underlying assumptions

References
Kumar, Anurag, D. Manjunath, and Joy Kuri. Communication networking: an analytical
approach. Elsevier, 2004.
Calvert, Kenneth L., Matthew B. Doar, and Ellen W. Zegura. "Modeling internet topology."
Communications Magazine, [EEE 35.6 (1997): 160-163.
Underlying Assumptions (1 of 2)
® Multihop wireless network
® Topology has already been discovered
® Directed graph G(N , E)
— N is the set of nodes
— E is the set of directed edges

Underlying Assumptions (2 of 2)
® Anedge (1,j) EE
® Transmission from i, addressed to j
® Decoded by j, provided that the SIR at j is adequately high
Constraints (1 of 2)
® The edges can be grouped into subsets
— Edges in a subset can be activated in the same slot
— Receiver in each edge can decode the transmission from the tail (TX) node of the
edge
Constraints (2 of 2)
® Slotted time
— When such a set, S is activated one packet can be sent across each edge in S
Independent Sets
® SI={(1,2),(56),3,4)}
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® S2={(2,3),(l,5)
® S3=1{(2,3),(4,5),(1,6)

END

TOPIC 207

Centralized Scheduling
In this module
We shall understand
® Scheduling problem
® Schedulable region
® Bluetooth
References
® Kumar, Anurag, D. Manjunath, and Joy Kuri. Communication networking: an analytical
approach. Elsevier, 2004.
® (alvert, Kenneth L., Matthew B. Doar, and Ellen W. Zegura. "Modeling internet
topology." Communications Magazine, IEEE 35.6 (1997): 160-163.

Scheduling Problem




® Schedule specifies a seq of independent sets to be activated
@ Static link activation schedule

® Allocates Ms slots to independent set S

® BW allocation follows

2_(ses) Msliees)
M

Maximum Schedulable Region
® Set of all such flow rates A by L
® Flow on each link be less than the average link capacity under the schedule

be =

Az

Bluetooth Example
® Piconet is a centralized TDM system
® Master controls the clock
® Determining which device gets to communicate in which time slot

END

TOPIC 208

Hot Backup Concepts
Hot Backup Concepts



A
Highlight

A
Highlight

A
Highlight

A
Highlight

A
Highlight


TOPIC 209

Marginal Buffering at Every Hop
In this module
We shall understand

® Definition of marginal buffering

® Effect at every hop

® Simple analogy

® Example
References
Kumar, Anurag, D. Manjunath, and Joy Kuri. Communication networking: an analytical
approach. Elsevier, 2004.
Moscibroda, Thomas, and Onur Mutlu. "A case for bufferless routing in on-chip networks."
ACM SIGARCH Computer Architecture News. Vol. 37. No. 3. ACM, 2009
Definition

® Multiplexer has no buffer to store data arriving in a slot but cannot be served in that slot

® Performance depends only on marginal distribution of arrival process

® Doesn't depend on correlations b/w arrivals in slots
Simple Analogy

® The basic idea of “bufferless” multiplexing/routing is

— Always forward a packet to an output port regardless of success

Multiplexer Network Scenario

® Traffic flow from location 1 to locations 2 and 3

® And from location 2 to location 3

— Old and new traffic causes superposition

location 2

Sources

and sinks on

a high-speed
LAMN

location 3

Sources
and sinks on
a high-speed
LAM

Sources
and sinks on
a high-speed
LAMN
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Comments
® Packet switching is unachievable with zero buffering
® At least the header of a packet needs buffer
— Cut through
® Mostly store-and-forward switching
— An arriving packet entirely copied into switch from input to output links

END

TOPIC 210

Problem Set 1

In this module

We shall understand and recall
® BER on channel performance
® Fthernet Framing
® Backoff Algorithm

Reference

Tanenbaum, Andrew S. "Computer networks, 4-th edition." ed: Prentice Hall (2003).

Effect of BER on Channel Performance

Suppose that an 11-Mbps 802.11b LAN is transmitting 64-byte frames back-to-back over a
radio channel with a bit error rate of 10-7 . How many frames per second will be damaged on
average?

Ethernet Framing

A 1-km-long, 10-Mbps CSMA/CD LAN (not 802.3) has a propagation speed of 200 m/usec.
Repeaters are not allowed in this system. Data frames are 256 bits long, including 32 bits of
header, checksum, and other overhead. The first bit slot after a successful transmission is
reserved for the receiver to capture the channel in order to send a 32-bit acknowledgement
frame. What is the effective data rate, excluding overhead, assuming that there are no
collisions?

CSMA/CD Backoff Algo Performance

Two CSMA/CD stations are each trying to transmit long (multiframe) files. After each frame is
sent, they contend for the channel, using the binary exponential backoff algorithm. What is the
probability that the contention ends on round k, and what is the mean number of rounds per
contention period?

END

TOPIC 211

Problem Set 1
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In this module

We shall understand and recall
® Operation of MAC Addressing
® Performance of ALOHA
® Switch learn-ability

Reference
Kurose, James F. Computer Networking: A Top-Down Approach Featuring the Internet, 3/E.
Pearson Education India, 2005.

Operation of MAC Addressing

Suppose nodes A, B, and C each attach to the same broadcast LAN (through their adapters). If
A sends thousands of [P datagrams to B with each encapsulating frame addressed to the MAC
address of B, will C’s adapter process these frames? If so, will C’s adapter pass the IP
datagrams in these frames to the network layer C? How would your answers change if A sends
frames with the MAC broadcast address?

Performance of ALOHA (1 of 2)

Suppose four active nodes—nodes A, B, C and D—are competing for access to a channel using
slotted ALOHA. Assume each node has an infinite number of packets to send. Each node
attempts to transmit in each slot with probability p. The first slot is numbered slot 1, the second
slot is numbered slot 2, and so on.

a. What is the probability that node A succeeds for the first time in slot 5?

Performance of ALOHA (2 of 2)

b. What is the probability that some node (either A, B, C or D) succeeds in slot 4?

c. What is the probability that the first success occurs in slot 3?

d. What is the efficiency of this four-node system?

Switch Learn-ability

Consider a network in which 6 nodes labeled A through F are star connected into an Ethernet
switch. Suppose that (1) B sends a frame to E, (ii) E replies with a frame to B, (ii1) A sends a
frame to B, (iv) B replies with a frame to A. The switch table is initially empty. Show the state
of the switch table before and after each of these events. For each of these events, identify the
link(s) on which the transmitted frame will be forwarded, and briefly justify your answers.

END

TOPIC 212

Simulate Parity Scheme Failure

In this module

We shall understand
® [njecting channel errors (channel)
® Receiver behaviour




® Failing parity scheme

Support in INET (Channel Behaviour)
« BER & PER allow basic error modelling

*  When channel decides (based on RN) that an error occurred during transmission of

packet

* Sets an error flag in the packet object
Support in INET (Rx Behaviour)

* The receiver module is expected to check the flag

* Discard the packet as corrupted if it is set

— Default BER and PER are zero

Typical Example

* channel Ethernet100 extends ned.DatarateChannel
{
datarate = 100Mbps;
delay = 100us;
ber = 1e-10;
b

Failing Parity Scheme
* Need to hardcode the pattern that fails parity scheme
» The data pattern must be known
— So that a corresponding error model can be designed

END

TOPIC 213

Simulate ARP Behaviour

In this module

We shall understand
® How OMNET handles ARP? (recall!)
® Variants
® Performance

Scenario
® (lient computer opens TCP session with server
® Rest of operations (including ARP) follow
— ARP has to learn the MAC address for the default router
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router routerd

client router

arpTest.client.eth[0].arp

module output

H@Q

Il.ﬁHF"] ﬂmcﬁﬂﬂﬂ] ap [id=146) [ptDOCEACFS)

“Event 94 T=1.00001 [1.00s) Module #7146 "ampT est chent ath{0] 2ep'
Packest [IPDatsoram]SYM anmved from baghet lsper, deshination addiess 10007 [no rest-hop acl-:hgsb
A Starting ARP resolution for 10.0.001

&>




Inside ARP Packet

ARP Broadcast
Message

(BRPPackelignulation scheduied-events apREQ (ptDOCFSIDE)

Md]w

int opcode = 1 [ARP_REQUEST)

MaACAddress sicMACAdd&s: = DA-AA-00-00-00-0E
MACAddiess destMACAddress = 00400-00-00-00-00
IPAddiess srclPaddiess = 100010

IPhddress destiPAddiess = 10.0.0.1

ARP Packet Class (Generated by .msg file)

// file: ARPPacket.msg
message ARPPacket

{
fields:

int opcode enum(ARPOpcode);

MACAddress srcMACAddre%!

MACAddress destMACAd
IPAddress srcIPAddress;
IPAddress destIPAddr@

e
Ry
&

AP

s packet is
ppended with
broadcast address in
control info (a small
data structure)

[ ke | pimplation schodulid evanis.a
.mmummﬁﬂmmﬁu 0T
oo | Sersdrgitericn | P | Panma |

BAlhomms m - AOOGIOLG0
WAl kagwig deyl = FTATIFFTIT AT
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- |[E 10
i
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Packet Queue (Contains IP Packet)

This packet is enqueued till
ARP resolution

[eQuewe) ar p Test.cbient. eth] 0 ). ar p. pendingl) veos

o Chamus| arp et cher eid) g pendrglumas Ipa00CV%110)

= 1B X

ARP Cache Build-up
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sirmi AHF _AHP)| arp

Contents of ARP
Cache (entries
with soft timers)

2w M@ s
jlil-dunu.umru:-u-rm (ST Tt T

Seal i

EAESE LT
ST | et e R e el B i O RITRS
i | B | ol |

[RECEE ]

- - B |
Lt

R st
T
=

= T
e
e ruifer

aed weE e

s oot

TE R T e = R il T
T PRt el = L LU e

ey eyl v 1L CVLAD Rid )
g s T L L




ARP Variants
* ARP Broadcast-unicast behaviour
* Proxy ARP
e Qratuitous ARP
* Reverse ARP

Performance
* No of broadcast attempts
* No of successes
o Effect of network size
* Multihop performance

END
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Output Analysis on WireShark
In this module
We shall understand
® Introduction to wireshark
® Packet capture process

® Example
Wireshark
® A packet capturing & analysis tool
— Work in promiscuou e

® Presents output in Binary, Hex and ASCII
® Saves files as .pcap
Packet Capture Process

ad
e L T [ e =y EE-rm—

e e —— o — i —

b i i

i

| erFdeer e SRS — Seviccwive
i



A
Highlight

A
Highlight

A
Highlight

A
Highlight


Wireshark Interface

@0 m ‘i PRAPE g [Pk 1 TR Iy S pee kel om0 10T
[ DSttt s Go Capture Amafygw Steivticy Telegphoay Toois [eterasdis Heip

e Amd BOXEe e FrEE asum@adeEs O

e

Fdnei |dn|. i|Ex|:-|m-ur-... Cheai St
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Example u
inet/examples/inet/tcpsack

* Outputs files in multiple formats
* Including the pcap format

* Sets up a flow between two hosts wq' 'lback

END

TOPIC 215

Simulate Switching Vs@ting
In this module
We shall unders
® Need for ¢
L \%

parison
witch
mparison

are!
outing is inter-network phenomenon
— It is pre-forwarding

® Switching is intra-network

— It 1s forwarding
® Apparently no comparison
® Comparison at the device level

— Router vs switch
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Router vs Switch
® Routing process
— Forwarding process
® Switching process
— Port-based MAC learning
® [D-based behaviour
— Unicast
— Broadcast
Basis of Comparison
® (Cost
— All router
— All switch
— Hybrid
® [solation
— Traffic
— Domain
® Speed
® Complexity
Parameters
Output queue lengths
Output queue length distribution

Packet size distribution
Hop count distribution
End to end delay

A Router (or Switch) Package

Q host0

Output queue length Vs time plots
Number of packets generated and received by hosts

|‘m5l2g

router(

g hostl

END

*

router|

host3 g
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WEEK 16

TOPIC 216

Overview of Access Technologies

In this module

We shall understand
® What are broadband access technologies?
® Overall taxonomy
® Wireless technologies

Broadband Access
® Broadband is longhaul (backhaul)
— Shared medium
— Long distance
® Vs access side (baseband)
® [astmile (first mile)
— User-connecting technologies

Taxonomy of Packet Technologies

Packet broadband
access networks

Wireline Wireless
networks networks
Wireline Passive optical | [, pg Packet Radio-based Infrared-based
LAN network cable wireless systems wireless systems

Taxonomy of Wireless Technologies
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Wireless broadband
access networks

Infrared-based
wireless systems

“Last mile”
systems

==

“Last yard”
systems

FSO [

IEEE 802
IHWLAN] [ IrDA ]

END

TOPIC 217

I
Radio-based
wireless systems

——

“Last mile” “Last yard”
systems | systems |

[Bluetooth] [HomeHF] [ DECT J

e | [Heran] (sateits)( mups | [ Lws |( swa |

WiFi
In this module
We shall understand

® Introduction to WLANSs

® Protocol stack

® Hidden terminal problem
® RTS CTS Mechanism

Wireless Fidelity Network
® Wireless LAN offers mobility and increased flexibility
— Portable computers coming to a meeting forms a wireless LAN
— More economical
® §802.11b uses a HF band
— Upto 11 Mbps

WLAN Protocol Stack
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OSI network reference Wireless LAN protocol

model stack
Higher layers | ..
Logical link control (802.2)
Data
link 802.11 MAC
layer
PHY layer Radio/Infrared

RTS CTS Mechanism
® Sender sends request to sen
® Receiver acknowledges as h
— Overhearing neighborhood cautioned

WLAN Configuration
.'-'-""-'-'_'_'__ R
[ e o]
= Bl
J_H-F--"""F Wn?l
Crliain
e ]\
et
e :
— BaS .-

—_—— _—

s

i‘a s ribution sy sfem

/|

_H““-u___#"*n-_ s
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TOPIC 218

WiFi Operations

In this module

We shall understand
® Brief on operations
® Scanning for APs
® Mobility

Operations

Synchronization

Authentication

Association

Data Transmission

Handoff

Power management

Scanning for APs [Passive scanning]

BBS 1 BBS 2

/®'AP2

a. Passive scanning
1. Beacon frames sent from APs
2. Association Request frame sent:
H1 to selected AP
3. Association Response frame sent:
Selected AP to H1
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Scanning for APs [Active scanning]

BBS 1 BBS 2

I\
4

=1
AP 1 /®/2

H1

1- (1)

a. Active scanning

Probe Request frame broadcast from H1
Probes Response frame sent from APs
Association Request frame sent:

H1 to selected AP

Association Response frame sent:
Selected AP to H1

ol e} ek

P

Mobility in the Same IP Subnet
® HI1 moves from BSS1 to BSS2
® Keeps its [P address
— And all of its ongoing TCP connections

Switeh

END
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TOPIC 219

Mobile IP

In this module

We shall understand
® Degrees of mobility
® Mobile IP standard

® Elements
® Procedures
Degrees of Mobility
Mo mobility High mobil ity
User moses only User moves between User moves bebween
within same wireless access networks, access networks,
access nebwork shutting down while wihilbe maintaining
maving between oangoing connections
networks

Mobile IP Standard
® RFC 3344
® Elements
— Home agents,
— Foreign agents,
® Foreign-agent registration
® (are-of-addresses
® FEncapsulation (packet-within-a-packet)

Elements of Mobile IP System

(CS432 Handouts Made by
Mahjabeen
mahjabeen97869@gmail.com
contact # 0321 2711298




Home netwark: Visited network:
A28 119 40023 A28 R0

Maobile node
W

Pesmanent address:
B2E_ 1900, T B

Permanent address:
128171940, 185

Care-of addrass:

T2k 13.2 e .
Homes agent Foreign agent
Wide area d
L TaatTati 'y )
Comrespondant
Procedures o
® Agent discovery
® Registration with home agent
® [ndirect routing of datagrams
Indirect Routing pr
Heme network: Visited natwork:
128.119.4024 79.129.13/24

Mobile node
Permanent address

12817040 186 Permanent address:
128,119 440,185
Care-of
address:
TE129133
P
L2
Homea
agent Wide amea

metwork

Correspondent

END
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Packet Cable Networks
In this module
We shall understand
® Background
® Components
® Headend
® CMTS
® (Cable Modem
Background
® Packet broadband cable network
— Built on existing broadcast cable TV (CATV) networks
® Hybrid fiber coax (HFC) cable networks
— Deployment of optical fiber
— New amplifier technology
® Alternative to DSL
Architecture
® Tree topology
® One-way broadcast
® Headend and cable modems
Headend
® Operational center of a CATV cable access network
® (Connected to many distribution nodes via trunk cables
— Coax cable or fiber

Components
e
= '/"_.
Al |
Dhisabr By uibion | T :
mes gL o
:':- i Pl wear e ,} __E-. _'F."-":
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Functions of Headend
e Receiving broadcast signals from satellite or microwave dishes
e Mixing local or recorded TV programming
e Assigning channel frequencies to all signals destined for cable distribution

Functions of CMTS

* Controlling bandwidth allocation for data traffic to each modem

(1 of 2)

* Enforcing bandwidth allocation policy

* Assigning a time slot to each cable modem for transmitting upstream messages

* Enforcing QoS policies such as traffic shaping and policing (packet classiﬁc@ ased
on QoS classes)

Cable Modem Network Configuration
e (Cable Model Systems accommodates two way communication
DOCSIS (data over cable service interface specification)

Codx

Set-top box

N
(Q‘)

&

- CMTS

able modem
termination
systemis a
device that allow
multiple cable
modem to
connect to the
internet through a
single connection

— Splitter

END

TO

ot'
1

+ Tuner

Coax

Demodulator

Modulator

MAC ]

E

=

thernet hhh

iMax

In this module

We shall understand
® Background
® Introduction
® Architecture
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® Components

Background
® [EEE 802.16 is an emerging wireless MAN technology
® Originally designed to provide wireless last mile/first mile deployment in a MAN
® Also end-user access an alternative to 802.11 family
® Mobility support provided

Introduction
*  Worldwide Interoperability for Microwave Access (WiMAX)
* Many basic ideas of 802.16 borrowed from DOCSIS/HFC applied to the wireless setting
* Good analogy : Wi-Fi1 : Ethernet :: WiIMAX : DOCSIS/HFC

Architecture
* Line-of-Sight(LOS) and tens of Ghz spectrum
* Severe atmospheric attenuation
— Suitable in operator network between two nodes with high bandwidth
Many base stations deployed at elevated positions

Components
eper Layer SRty ie.) . brdge. ruter. host) Upper Layer Entiy fe.5. brdge. rouler. host]
B i
_:_ Tn.l
—— AP —————————— A5

T - -
Reconstitut=on

Deanlink |#3g.. undo FHE)

Claszidies

H B EE
HII

LY
m

302 04 MAS CPE / B0 18 MAL CPS

END

TOPIC 222

Digital Subscriber Line
In this module
We shall understand
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® Background
® Introduction
® Architecture
® DSL Family

Background
® A family of technologies for broadband last-mile solution using existing copper wires

Introduction
® Based on two premises
— Discrete multitone (DMT) line code
— Widely deployed twisted pair
® Provides upto 7 Mbps (suitable for Internet)
® Flexible bandwidth allocation per user demand
® Dedicated vs CATV

Architecture
® Enterprise CPE includes an integrated access device (IAD)
® Or connected through Feeder Distribution Interface

DSLAM
003/ STS-1 —— |Modem bank| | fictaq
POTS -
TV EB—— | rrertace | |—2or— FDI
Data
T1 £E1 concentrator
Wﬂatinn
PC

W{}rkﬁtaﬂﬂﬂ
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DSL Family (1 of 2)

DSL type

IDSL

CDSL

(iLite

HDSL

SDSL

Data transmission rate

128 Kbps in both
directions

1 Mbps downstream;
less upstream

1544 to 6 Mbps
downstream

1544 Mbps duplex on 2
twisted pair lines 204
Mbps duplex on 3
twisted pair lines

1.544 Mbps duplex
Notrth America); 204
Mbps (Europe) on a
single duplex lige
downstream %

DSL Family (2 of 2)

ADSL

RADSL

VDSL

END

1544 to 61 Mbps
downstreany; up to
640 kbps upstream

640 Kbps to 22 Mbps
downstream; 272 Kbps
tor 1.88 Mbps upstream

129 to 528 Mbps
downstreamy; 16 Mbps
tr 2.3 Mbps upstream
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Distance limit
18,000 ft on 24-gauge
wire

18,000 ft on 24-pauge
wire
18,000 ft on 24-gaupe

wire

12,000 ft on 24-gauge
wire

12,000 ft on 24-gauge
wire

154 Mbps at 18,000 ft;
6.312 Mbps at 12 000 ft

4500 fr at 1296 Mbps

Main applications

Similar to ISDIN BRI but
10 voice service

Splitredess home and
small office dara service

Splitterless DSL
simplified ADSL

TI1/El service
replacement

T1/El service
replacement

Residential and small
business Internet aceess
and multimedia services

Internet access service for
residential and small
enterprise customers

Connections to
fiber-based networks

Wireless Personal Area Networks
In this module

We shall understand
® Introduction
® Comparison
® ZigBee vs Bluetooth

Introduction to LR-WPANSs (1 of 2)

® [ow-rate low-power wireless personal area networks
— Types of wireless sensor networks
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® Applications
— Industrial control & monitoring
— Environmental & health monitoring
Introduction to LR-WPANSs (2 of 2)
® Home automation, entertainment & toys
® Security, location and asset tracking
® Emergency and disaster response
Comparison
® [EEE 802.15.4
— A new MAC for LR-WPAN
® [EEE 802.11: an “overkill technology”
® Bluetooth: High data rate for multimedia applications
® Small size network
® High power consumption

ZigBee vs Bluetooth (1 of 2)

« Smaller packets over + | Larger packets over
large network small network

* Mostly Static  Ad-hoc networks
networks with many,
infrequently used
devices

' P 10006
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ZigBee vs Bluetooth (2 of 2)

Bluetooth

AIR INTERFACE
PROTOCOL STACK
BATTERY
DEVICES/NETWORK
LINK RATE

RANGE

END
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ZigBee
FHSS
250 kb
rechargeable
8
1 Mbps
~10 meters (w/o pa)

DSSS
28 kb
nonrecharge
255
250 kbps
~30 meters

IEEES802.15.4
In this module
We shall understand
® Features
® Topology Models

Features (1 of 2)
* Channels

— 16 channels in 2450 MHz band
— 10 channels in 915 MHz

— 1 channel in 868 MHz

* Over-the-air rates of 250,40& 20 kb/s

* Addressing

» 16 bit short

* 64 bit extended
Features (2 of 2)

* Allocation of guaranteed time slots (GTSs)

e (CSMA-CA channel access

* Fully acknowledged data transfer



A
Highlight

A
Highlight


Low power consumption
Energy detection (ED)
Link quality indication (LQI)

Topology Models (1 of 3)

ZigBee coordinator ‘

ZigBee Routers ‘

ZigBee End Devices O

Topology Models (2 of 3)

Star

Mesh
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Topology Models (3 of 3)

Cluster
Tree

END
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Radio Frequency Identification
In this module
We shall understand

® Introduction

® Application Areas

® Architecture

® Traffic flow

Introduction
® Presence known if within a certain radius
— Object identified
® Do not know exactly the position

Application areas (1 of 2)




Airline baggage ID

orts Timing

Ticketing

Docament Tracking

Application areas (2 of 2)

Product
Authentication

e dmena [ I b ey

Highway
Toll
Collection

Keyless
Remote

€




Architecture

Host RFID
Server | Middleware
= Server

Antenna =

Coupling
Ta =
I o h}r Jﬂlr .E
Reader

[anian-snnpaa= |




Traffic Flow

—

Keyless Remote

—

Product
Authentication

—
EPC Supply Chain

END

THE END

Remember me and my family in your prayers .
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