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We also provide Past papers for MIdS and Flna/s

Cross Check your answers befo re submitting directly from the file. We are not
responsible for 100% correction as human error exists

1. Which of the following is the study of automated methods for uniquely recognizing humans
based upon one or more intrinsic physical or behavioral traits?

Options:

a) Encryption

b) Decryption

c) Biometrics

d) Cryptography

Correct option: c¢) Biometrics

2. Which of the following is a weakness that can be accidentally triggered or intentionally
exploited?

Options:

a) Likelihood Identification
b) Threat Identification

c¢) Audit Trial

d) Vulnerability

Correct option: d) Vulnerability
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3. Which phase determines the adverse |mpact resultmg from a successful threat exercise of

vulnerability?

Options:

a) Impact analysis

b) Likelihood determination
¢) Monitoring threats

d) Risk resilience

Correct option: a) Impact analysis

4. Which of the following are responsible for providing independent assurance to management
on the appropriateness of the security objectives?

Options:

a) Data owners

b) Information Systems Auditors
c) Executive Management

d) Security Managers

Correct option: b) Information Systems Auditors

5. Threat identification can be verified using
Options:
a) Threat action plan
b) Threat statement
c) Threat source

d) Threat impact analysis
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Correct option: d) Threat |mpact anaIyS|s

6. Which of the following is the act of secretly listening to the private conversation of others
without their consent?

Options:

a) Piggybacking
b) Eavesdropping
c) Spoofing

d) Masquerading

Correct option: b) Eavesdropping

7. Which statement describes the security program correctly?
Options:
a) Periodic reviews to check safety
b) Identification of assets
c) Periodic threat exposure
d) Series of irregular reviews

Correct option: b) Identification of assets

8. Which of the following is in fact the risk mitigation process?
Options:
a) Control recommendations
b) Risk determination

c) RISk pllablllty
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d) Control measures

Correct option: d) Control measures

9. Which of the following refers to the process of identifying attempts to penetrate a system and
gain unauthorized access?

Options:

a) Intrusion Detection
b) Audit trial

c¢) Control trial

d) Documentation

Correct option: a) Intrusion Detection
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