


C5205:Quiz Mo. 2 Quiz Start Time: D8:44 PM, 05 July 2022

Question # § of 10 { Start time: 08:48:30 PM, 05 July 2022 ) Total Marks: 1

Policy & compliance practice of “governance” function of
software assurance maturity model is focused
on

Seect th corect option Digital World \VU

On arming personnel involved in software lifecycle with
O knowledge and resources to design develop and deploy
secure software

On establishing a framework within an organization for a
O software security assurance program

On proactively specifying the expected behavior of software
O with respect to security

requirements

' Understanding and meeting external legal and regulatory

Digital World VU



Question # 8 of 10 { Start time: 08:48:16 PM, 05 July 2022 ) Total Marks: |

Which of the following protocols are used for remote
administration of a system?

Digital World VU
TCP and IP

O

'SSH and FTP

SSH & Telnet

TCP and UDP




ThE B Vo 0 0 A 04 iy PO

Dusnins ¥ 1wl V8 | Bt vowe W0 06 1) PR DN iy 3EED Froial e

Which vulnerability comes under cat 2 as per DISA STIG?

Digital World VU

| The exploitation of which will directly and immediately

O iresult in loss of cia
|

e

fThe exploitation of which has a potential to result in loss of
cla

v

[—— ——,

| [Existence_or which Elegrades_ﬁ'neasure to protect against
| O lloss of cia

=1

=

; Any critical vulnerability
i |
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CE205 Quiz No. 2 Otz Start Time: 0457 PM, 05 July 2021

Question # B of 10 ( Suart tirme: 060001 BM, 05 July 2027 ) Tiotal Marks: 1

What do you mean by minimum security baseline?

Select the corfect option

Count all IT assest
0

Digitat-torld
Thres.I ' O\dw WY’IIC is the minimum expectation from
security program

| Prioritizing the assets for hardening
O

| Establishing project tracks for security hardening
O




Question # 5 of 10 { Start ter 045651 PM, 05 July 2027 ) Total Marks: 1

What does check content explain about rule in DISA
STIG?

Digital World VU

Salect the corfeat optien

Tells how to check whether control is implemented
or not

Describes the benefit of implementing control
®

Tells how to apply control
O

| Describes the control
o)




Question # 10 of 10 { Start time: 04:49:13 PM, 05 July 2022 )

What Is the function of security team in security hardening?

Select the correct option

HMW IGAVIe implementation to ISMC
O

Conduct validation of implemented secutity controls

O

I Study the security controls

Ensure it ops team receives required guidance and suppor

0
o




CE206 Quir M. 2 Quiz Start Time: 04-3

Question 2 % ol 10 ( Star time 044823 PAL DS July 20232 )
Wihat m & busireess continlly gan (ECP]7

Select the conrect aption
. A document that consists of crmcal iInformation an organization needs to continge cpEErotng GEmyg an uilsnnsd sl

Piin of pcthn which enaiies iegilal Dusiness will continiee even dutiog o deaste

Digital World \/U

A docurmented stroctured sppreach to desl with unpiannsd noidents

An ares of security thal sliows en orgameation t= guickly restme meson-cribical [TT) fenchiors following & Ssanter

o] o

:f_!ll-' = il —;a._-—--;' 1-'.....-.. Yy



C5205:Quiz No. 2

Question # B of 10 ( Start time: 04:47:45 PM, 05 July 2022 )

Which of the following protocols are used for remote administration of a system?

Select the correct option

TCP and UDP

O

TCPand IP

S5H & Telnet

55H and FTP




C€S205:Quiz No. 2

Question # 7 of 10 ( Start time: 04:46:22 PM, 05 July 2022 )

Checklist of applicable security controls step includes?

Digital World VU

Select the correct option

Decument controls in sop

O

Research for applicable controls

Bothband C

Make a checklist for progress tracking and share with it teams




CS205:Quiz No. 2

Question # 6 of 10 ( Start time: 04:44:54 PM, 05 July 2022 )

What does CCI explain about rule in DISA STIG?

Digital World VU

Select the correct option

Describes the control

O

Describe the benefit of implementing control

Tells how to apply control

References




C5205:Quiz No. 2

Question # 5 of 10 ( Start time: 04:43:21 PM, 05 July 2022 )

How many configuration levels €IS benchmarks describe under prafile applicabiliy?

Digital torld VO
Select the correct option

Twa l=vel 1 domeain cantroller, leved 1 member seiver

O

Twa: leved 1 domain controfler, level 2 domaln controller

Four; level 1 domain control sorver, level 2 domain controlier, level 2 member server

Thres level 1 domain controlier, lavel 1 member server, level 2 domam controller




€S5205:Quiz No. 2

Question # 4 of 10 ( Start time: 04:41:48 PM, 05 July 2022 )

Which variants of Microsoft SQL server exist on CIS website?

Select the correct option

2008,2012, 2014

O

2008, 2012, 2016

2012,2014, 2016

2003, 2008, 2012




CEI05-Quir Mo 7 Qulz Stant Time

Ouestion £3 of 10 | Start time: 04,40 54 P8, 05 July 2022 |
Which of the folsoweng seculity practices come undss "conuiruction” functesn of soflware sesursnce maturity mode|?

Digital World VU

Gelect the sorrect aption
Threat assessmeant, vulnersbility management, pecunty testmg
De=ign review, code revew, pecwrity tenimg

Ii“l’hmu BOEENETHINL SECUNTY FEQUITITEMTIE. EecurThy Brohieature

Education & gidanos, palicy & compliance, strategy & metrics

O




CS205:Quiz No. 2

Question # 2 of 10 ( Start time: 04:39:43 PM, 05 July 2022 )

What do you mean by minimum security baseline?

Digital World VU

Select the correct option

Thresheld which is the minimum expectation from security program

Prioritizing the assets for hardening

Count all IT assest

Establishing project tracks for security hardening




C5205:Quiz No. 2

Question # 1 of 10 { Start time: 04:38:07 PM, 05 July 2022 )

What does check content explain sbout ryle in DISA STIG?

! Ll

e NLINLY IO B APER | L
gt vuorin vu
Select the correct option

Describes the benefit of implementing control

O

Describes the control

Tells haw to check whether control iz implemened ar not

Tells how to apply control

O
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CS205:Quiz Mo, 2 Quiz Starl Time: 04:20 .F'M. 05 July 2022

Question # 9 of 10 { Start time: 04:28:03 PM, 05 July 2022 ) Total Marks: 1

Maturity level “3" for “security architecture” security practice
in software assurance maturity model represents?

Select the cormect option D|9|tal M)ONO( VU

Direct the software design process to known secure services
O | and secure by-default design

Formally control the software design process and validate
O | utilization of secure components

Consider security explicitly during software security
O | requirements

Increase granularity of security requirement derived from
O | business logic




Juestion # 8 of 10 ( Start time: 04:26:41 PM, 05 July 2022 ) Total Mz

How many configuration levels CIS benchmarks describe
under profile applicability?

Digital World VU

Select the correct option

Four: level T domain controller, level 1 member server, level
domain controller, level 2 member server

Three: level 1 domain controller, level T member server, leve
O 2 domain controller

Two: level 1 domain controller, level T member server
O

Two: level 1 domain controller, level 2 domain controller
0




Juestion & 7 af 10 [ Start ume: 042518 PM, 05 July ZDZZ ) Total b

Which activity is carried out in security hardening layer?

Digital World VU
'Ensure the proper utilization, ROl and audits of purchased
O |devices

i;ﬂkggret_:jatiwe controls involving people, process, and
O | technology

'Scanning to inspect patching of all it assets
(o

‘l Address security configuration of all it assets



Question # 6 of 10 ( Start time: 04:24:52 PM, 05 July 2022 )

Which of the following is considered an IT asset?

Digital World VU

Tota

Select the correct option

O

Information

.AII of the given

Hardware equipment

Software applications




Question # 5 of 10 ( Start time: 04:23:43 PM, 05 July 2022 ) Total M:

What does DR plan include?

Select the correct option

Key personnel and DR team contact details

O
r(.ji'uu torte “u\ .
A diagram of entire network and recovery site
O
Directions for how to reach recovery site
O

All of the given




C5205:Quizr No. 2 Quiz Start Time: 04:20 PAM, 05 July 2025

Question & 4 of 10 | Start Ume: 04:23:07 PM, 05 July 2022 ) Total Marks:

What is the function of security team in security hardening?

Select the correct oplion

Ensure it ops team receives required guidance and support
O

Digital World VU
Report the completion of controls implementation to ISMC

O

Study the security controls
O

‘Conduct validation of implemented security controls




Sk
CS205:Quiz No. 2 Quiz Start Time: 04:20 PM, 05 July 2(

Question # 3 of 10 ( Start time: 04:21:59 PM, 05 July 2022 ) Total Mark

In which categories vulnerability can fall as per DISA STIG?

Select the correct option

Critical, high, medium

@]
A~ ') g,y | TR Y
LJ1oreat Of \VAV/
ngh?’me lum, low
@)
Severe, moderate, informational
@)

Cat1,cat 2, cat3




Question # 2 of 10 ( Start time: D4:21:18 PM, 05 July 2022 )

STIG sands for

Select the correct option

Tota

Security Technical Improvement Guide
O|F

Security Technical Implementation Guide

Or
ital U0ortd VO

Secunty Tec nical International Guide
O|F

Security Technical Interior Guide
O F




C5205:Quiz No. 2 Quiz Start Time: 04:20 PM, 05 July 2¢

Question # 1.af 10 { Start time: 04:20:28 PM, 05 July 2022 ) Total Mark:

What is a business continuity plan (BCP)?

Digital World VU

Select the correct option

A document that consists of critical information an
organization needs to continue operating during an
unplanned event

An area of security that allows an organization to quickly
O | resume mission-critical (IT) functions following a disaster

Plan of action which ensures regular business will continue
O | even during a disaster

A documented structured approach to deal with unplanned
O |incidents




Question # 10 of 10 ( Start time: 04:18:20 PM, 05 July 2022)

What Is the function of security team in security hardening?

Select the correct option

O

Study the security controls

Digital (Morld \/()

Ensure it ops leam receives required guidance and support

Conduct validation of implemented security contrals

Report the completion of controls implementation to ISMC




CS5205:Quiz No. 2

Question # 9 of 10 { Start time: 04:15:57 PM, 05 July 2022 )

I account lockout feature value |5 set 1o 0% an a ms 2012 member server than?

Select the correct option

The account will never be locked despite of several failed login attempts

Niadal g )ald\ /1)

L/li.la'l'\,vt'k VAVAS] RV BRVAS,
LLd

‘Will require adminlstrator 1o unlock the account

The account will be locked and system will have to be rebooting

Will have to disconnect fram netwark




sstion # 8 of 10 ( Start lime: 04:14:23 PM, 05 July 2022 )

Vhat Is a business cantinulty plan (BCP)?

ect the correct option

o

Plan of action which ensures regular business will continue even during a disaster

An area of security that allows an organization to quickly resume mission-critical (IT) functions following a

Dotk o) L daal N 21

R — . —
| == ] rCUult U UTtuw vV VU

A documented structured spproach to deal with unplanned incidents

A document that consists of critlcal information an organization needs to continue operating during an unp




CS5205:0Quiz No. 2

Question # 7 of 10 ( Start time: 04:13:25 PM, 05 July 2022 )

Which of the followlng protocols are used for remote administration of a system?

Select the correct option

TCP and LOP

O

TCP and IP

— Digital World VU
55H & Telpet
58H and FTP




CS205:Quiz No. 2

Question # 6 of 10 [ Start time: 04:12:53 PM, 05 July 2022 )

Which of the following is considered an [T asset?

Select the correct option

Infarmation

Hardware equipment

O
O

Digital (Morld \/U

All of the given

Software applications




C5205:Quiz No. 2

Question # 5 of 10 ( Start time: 04:11:18 PM, 05 July 2022 )

What does DR plan include?

Select the correct option

A diagram of entire network and recovery aite

O

Key personnel and DR team contact detalls

s AT ToOT 7O

Directians for how to reach recovery site




CS5205:Quiz No. 2

Question # 4 of 10 ( Start time: 04:09:56 PM, 05 July 2022 )

Checklist of applicable security contrals step includes?

Selec! the correct option

Make a checklist for progress tracking and share with it teams

[ Y NN I AT e Y R W7

oot oot v o
Document contrals in sop

Bothband C

Research for applicable controls




Question # 3 of 10 ( Start time: 04:07:46 PM, 05 July 2022 )

What does check content explain about rule in DISA STIG?

Select the correct option

Tells how to apply control

O

Tells how (o check whether control is implementad of not

L Diaital-t)aeld \ L)

L= B = LEAC 4"\l VA = 40— BEL = —4 BN~ A g

Describes the benefit of implementing cantrol

Describes the control




Question # 2 of 10 ( Start lime: 04:06:18 PM, 05 July 2022 )

Which of the following security practices come under "construction” function of software essuronce maturity mode|?

Select the correct option

Education & guidance, policy & compliance, strategy & metrics

O

Thieal assessmen, vulnarability management, security testing

Design review, code review, securlty testing

o~ 'y | Y g fio g giginy

C1gitat uor i VU
Thieal assessmend, securlty requiremants, security architecture




Question # 1 of 10 ( Start lime: D4:04:27 PM, 05 July 2022 )

Which variants of Microsoft SOL server exist on CIS website?

Select the correct option

2003, 2008, 2012

O

2008, 2012, 2016

2012 2014, 2016

Dioital (Morld \/U

2008, 2012, 2014
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C5205:Quiz No .1 Quiz Start Time: 09:28 PM, 14 June 2022

Question # 10 of 10 ( Start time: 00:41:23 PM, 14 June 2022 ) Total Marks: 1

Which of the following statements is false?

Select the correct option

O

PCI-DSS has six broad goals and twelve requirements

COBIT has five enablers and seven principles

“I5027001 ;2013 has ten short clauses and a long annex with.
14 sections, and 113 controls

PCI-DSS is applicable only to credit card related industry




Question # 9 of 10 { Start time: 09:39:47 PM, 14 June 2022 ) Total Marks: 1

The ITU global cyber security index (GCI) covers:

Select the correct option

Legal, technical, organizational, capacity building and
O cybercrime

Legal, technical, organizational, capacity building and
cooperation

:-Legal, technical, org@mi'@tliéh)é]r M.J\s/lh)ess and cooperation

@)

| Legal, technical, military, capacity building and cooperation
O




Question # 8 of 10 { Start time: 09:38:22 PM, 14 June 2022 )

Total Marks: 1

In information security life cycle methodology and
framework phase comes in step.

Select the correct option

Assess Current Posture
O

'Implement Controls

Digital World VU

Remediation Plan

Test/Validate




Question # 7 of 10 ( Start time: 09:37:24 PM, 14 June 2022 )

Total Marks: 1

In Global Cyber Security Index 2017 (ITU) Pakistan at
ranked

Select the correct option

23rd
®

72nd

67th

53rd
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C5205:Quiz No.1 Quiz Start Time: 09:28 PM, 14 June 2022
Question # 6 of 10 { Start time: 09:35:56 PM, 14 June 2022 ) Total Marks: 1
The verizon and symantec reports show
that

Select the correct option

Web is the most vulnerable vector

O
P N I T} I TR Y
Malicious internal Gsers o Psrglguﬁt\i)ed employees cause
most damage
10T is more secure than other technologies
0

Email is the most attacked vector




Question # 5 of 10 ( Start time: 09:34:27 PM, 14 June 2022 ) Total Marks: 7

During the “test/validate” stage

Select the correct option

Al security projects & activities are presented on a
O dashboard

| Digital (Morld \/U

' The information security team conducts a review of
correctness and coverage of security control

implementation

| The security project charter is reviewed
O

A third-party is invited for review
O




[E— ]

C5205:Quiz Mo.1 Quiz Start Time: 09:28 PM, 14 June 2022
Question # 4 of 10 { Start time: 09:33:02 PM, 14 June 2022 ) Total Marks: 1
Policies and procedures are the part of layer in

information security transformation framework.

Select the correct option

Vulnerability management

O

Security hardening

Security eng"iﬂ@&%&uoma VY

Security governance
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C5205:Quiz No.1 Quiz Start Time: 00:28 PM, 14 June 2022

Question # 3 of 10  Start time: 09:31:33 PM, 14 June 2022 ) Total Marks: 1

What are the three types of redundant site models in an
enterprise network?

Select the correct option

Hot site, cold site and warm site

Digital World VU
Highly available site, fault tolerant site and DR site

Primary site, secondary site and DR site

Botha &b




1 g

CSRI05 Chair M, 1 ity Saart Tima 0938 P T4 Juss 2027

Duastion # 3 of 10 | S3arm teme 90013 6, T4 Juss 20ID ) Total Marks: 1

The impact of vm sprawl is that

Bslect e correct nption

Vms can be created quickly, self-provisioned, or moved
O between physical servers, leading to too many vm's

L] Digital World VU

Vms can be created quickly, self-provisioned, or moved
between physical servers, avoiding conventional change
Mmanagement process

Vms can be created quickly, self-provisioned, or moved
O between physical servers, causing performance issues

Virtual machines may not be allocated sufficient resources
o



1Hme Lenm'

C5205:Quiz No.1 Quiz Start Time: 09:28 PM, 14 June 2022

Question # 1 of 10 { Start time: 09:28:47 PM, 14 June 2022 ) Total Marks: 1

A security project

Select the correct option

Has no end date

O

Diaital )awld \ /L)

Ui U U OT WO VU

Is partuol the security program

'Has to be signed off by senior management

May be undertaken to control malware































CS205:0uiz Ne. 2 Quiz Start Time: 09-07 PM, 05 July 2022

Question # 2 of 10 ( Start time: (9:09:47 PM, 05 July 2032 )

Total Marks: 1

Palicy & compliance practice of “govemance” function of software assuance maturity modal is focusedon_______

Salect the cormect option

On establishing a framework within an organization for @ software security assarance program

)

On anming pecsanns] imolwed lrQ.lML WIMWHH tespurces 1o design develop and depioy secure aoftiae

On proacirealy specifying the expecied bahgvor of Eoitwans with respect 1o secuny

Undersianding end meeting external kgal and regulatory reguirements




