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Which subscription senvice model QUALYS offers?

Select the correct option
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| Against which frameworks NESSUS scanner gives configuration auditing leature?
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2h of the following security practices come under “governance” function of software assurance maturity model?

BRCE. policy & complioncs, strategy & metrics
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Which of the following tools are offered free by QUALYS?

Select the correct option
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Which of the following are common vulnerability scanners?

Select the correct option
P Nessus & rapid7/ | | [ A

| Forcepoint & redwolf

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k
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| CS$205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |

Question # 20 of 20 ( Start time: 12:20:42 AM, 30 January 2023 ) Total Marks: |

Which of the following security practices come under “construction” function of software assurance maturity moded

Select the correct option

I
| Design review, code review, security testing

| Threot assessment, vulnerability managament, Security testing

|
| Threat assassment, security reguiramants, securily architecture

| Education & guidance, policy & compliance, strategy & matrics
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Question # 19 of 20 ( Start time: 12:20:15 AM, 30 January 2023 )] Total Marks: |
Which of the following security practices come under “governance” function of software assurance maturity model?

Select the correct option

Education & guidonce, policy & compliance, strategy & metrics

Enwvironment hardening, vuinerability management. operational enoblement
Threat assessment, security requiremeants, security architecture
Design renview, code review, security testing
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| C5205 - Information Security (Quiz No.3)

Question # 18 of 20 ( Start time: 12:19:44 AM, 30 January 2023 ) Total Marks: |

What information we get from open TCF and UDP ports?

Select the correct option

Which OS5 is running on tha host

Metwork details of the host

Whether hast is alive or not

wWhich services are running
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Question @ M of 20 ( Stort thime 1219 44 AM_ 30 January 2021)

Whieh one of the following ie considered the first step in a vulnerability scan?
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ous monitoring feature of QULAYS is very useful for?
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Ahich team tests the patches in test environment in vulnerability rmanagement process
Select the correct option
Business team

Risk & complionce team

Audit team

gy Z19AM
© 1730/2083 |

| |-*- |i

IT operations team

2 mig
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Total Marks: |
As per cameige mellon university computing consortium commerciol sottware contains?
Select the correct option

20 to 30 bugs for every 10,000 linas ot code

40 to 50 bugs tor every 10,000 lines of code

20 1o 30 bugs tor every 1000 lines of code

40 ta 50 b s for every 1000 lines of code
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Which subscription service model QUALYS offers?

>t the correct option
Annual subscription

Scanned with CamScanner
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Question # 15 of 20 ( Start time: 12:18:01 AM, 30 January 2023 ) Total Marks: |
How many TCP and UDP ports are scanned in a default scan?

Select the correct option

65, 535 TCP ports
A
1300 UDP ports and 1B0 TCP parts
1900 TCP ports and 180 UDP ports
A
o ports are scanned by defouit
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What feature set QUALYS scanner offers?

Scanned with CamScanner
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Continuous monitonng feature of QULAYS is very usetful tor?

Select the correct option

Check ng compliance of CI5 baenchmarks

Scanning of web applicotion

Wartching critical changes
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Question # 13 of 20 ( Start time: 12:16:58 AM, 30 January 2023 ) Total Marks: |
What tegture set QUALYS scanner offars?

Select the correct option

Cloud based service

Mot scalable

“ost etfective

Quarterly subscription
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Question # 12 of 20 ( Start time: 12:16:34 AM, 30 January 2023 ) Total Marks: |
Which of the following tools are offered free by QUALYS?

Select the correct option

Web application tirewall
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Question # 11 of 20 ( Start time: 12:16:08 AM, 30 January 2023 ) Total Marks: |

Which best practices are to be lollowed for applying security patches?

Select the correct option

Thers should be a working backup

&ll the updates are necessary to Install and WOorKking pockup

All the updates are necessary to install

A good chang

control procedure and working backup
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BB OF the Tolowing function is perdfarmed by 11 oparation team in vulnerability management process?
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Question # 10 of 20 ( Start time: 12:15:39 AM, 30 January 2023 ) Total Marks: |

Which of the lollowing function is perfarmed by IT operation team In vulnerability management process?

Select the correct option

Tracks remediation timeline

Share report with management

Run vulnerability scanner

Takes bockup and downtime

Scanned with CamScanner
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023
Question # 9 of 20 ( Start time: 12:15:18 AM, 30 January 2023 ) Total Marks: |
NMhich activities are carried out at stage 1 of transformation model?
Select the correct option
Take stock of the assets and prioritize

Establish a MSE

All of the given

gy ZI5AM
© 1730/2083 |

.|I|I |-*- |i

Apply CIS/DISA benchmarks

2 mia
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# 8 of 20 ( Start time: 12:14:50 AM, 30 January 2023 )

w many TCP and UDP ports are scanned in a default scan?

1

Scanned with CamScanner
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| €5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |

Question # B of 20 ( Start time: 12:14:51 AM, 30 January 2023 ) Total Marks: 1
Which team tests the patches in test environment |0 vulnerability managemeant process?

Select the correct option

Riic R -TaTan]
pusiness (ean

tions team

information security team

Risk & compliance team

Scanned with CamScanner
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| CS205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |
Question # 7 of 20 ( Start time: 12:14:24 AM, 30 January 2023 ) Total Marks: |
Which screen is displayed immedagiately after login screen in NESSUS scanner?
Select the correct option
Dashboard
Vulnerability management screen

=Can screen

Policy compliaonce scrasan

12:14 AM

all % W )

Scanned with CamScanner
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| CS$205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |

Question # 6 of 20 ( Start time: 12:13:06 AM, 30 January 2023 ) Total Marks: |
Anthern insurance breach 2014 was initioted through

Select the correct option

Man in the middie attack
hishing email
ql injection attack

Windows vulnerability

Scanned with CamScanner
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| CS$205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |

Question # & of 20 ( Start time: 12:13:06 AM, 30 January 2023 ) Total Marks: |
Antherm insurance breach 2014 was initiated through?

Select the correct option

wWindows vulnerability

Phishing email

Sql injection attack

B

Man in the middle attack

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k
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£5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023

Question # 5 of 20 ( Start time: 12:12:40 AM, 30 January 2023 )

Total Marks:
Oy SBCUr LAECuUrCed & CEE Can e L d
Select the correct option
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Scanned with CamScanner
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M tests the patches in test environment in vulnerability management process?

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k
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€5205 - Information Security (Quiz No.3)

Question # 4 of 20 ( Start time: 12212211 AM, 30 January 2023 )

Time Lelt m

Quiz Start Time: 12:08 AM, 30 January 2023

Total Morks:

Select the correct option

1212 AM
2 i

Scanned with CamScanner
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TN S VAN VULeOU. P/ Uiz QuizQuestion.aspxTver = Td4fcd90-9f5¢-4624-86b4-585091dd28ba

Question # 5 of 20 ( Start time: 12:11:29 AM, 30 January 2023 )

Which activities are carried out at stage | of transformation model?

slect the correct option
, ;I. Take stock of the assets and prioritize

7~

Apply CI6/D15A benchmarks
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Scanned with CamScanner
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Question # 4 of 20 ( Start time: 12:10:25 AM, 30 January 2023)

E’ Whot information we get from open TCP and UDP ports?

1 the correct option
Which OS is running on the host

e

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023
Question # 3 of 20 ( Start time: 12:10:06 AM, 30 January 2023 ) Total Marks: |

What is the first step in running a pollcy compliance scan through qualys?

Select the correct option

Build a policy

Configure authentication

Add IP address to scan

Configure scan settings

12:10 AM

al % @ W)

130/08 | |

Scanned with CamScanner
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| C5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |

Question # 2 of 20 ( Start time: 12:09:32 AM, 30 January 2023 ) Total Marks: |
Which types of plugins are supported by NESS5US scanner?
Select the correct option
WASP

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

I €5205 - Information Security (Quiz No.3)

Question # 3 of 20 ( Start time: 12:08:35 AM, 30 January 2023 )

Which screen is displayed immediately after login screen in NESSUS scanner?

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k
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| C5205 - information Security (Quiz No.3)

Quiz Start Time: 12:08 AM, 30 January 2023 |

Question # 1of 20 ( Start time: 12:08:41 AM, 30 January 2023 ) Total Marks: |

Which ane of the following is considerad the first step in a vulnerability scan?

Select the correct option

Checking if the remote host is alive

Firewall detection

Port scanning

TCR/UDP service delivery

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k
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£5205 - Information Security (Quiz No.3)

Juestion # 1 of 20 ( Stort time: 12:06:46 AM, 30 January 2023 )

Ihich best practices are to be followed for applying security patches?

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

Quastion 8 20 of 20 [ Start tirme: T1S9:18 P, 20 January 1021)
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Scanned with CamScanner
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Question & 9 of 20 ( S1art time 1147 38 paa 19 January 7021 )

WhOT Teature s Al e Tgdal

Sslect the correct option

Scanned with CamScanner
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Select the correct option

ﬂ P Tyme hete 1o seach
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wWhat is the first stap in running o poficy compliance soan thaough Gualye

Select the correct option

ﬂ £ Type nere 10 spach
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Which of the tollowing modules are displayed on hame screen of gulys triol version?

Select the correct option

File mtagrity montoning

iy gt ssrmSint M i pamllid g i| s

E s Type hete to SEarc)
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Ouestion & 4 of 20 [ Start time: 11:42:45 PM, 20 January 2021 )
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Scanned with CamScanner
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¥ 8 0120 (Start time: 11:26:14 PM, 29 January 2023 )

Seloct the correct option
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Scanned with CamScanner
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Continuous maonitoring feature of QULAYS is very usetul tor?

Select the correct option

Checking complionce of CIS banchmark

Vuinarability monagement or Q ol b

Scanning of web application
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Scanned with CamScanner
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Question # 19 of 20 ( Start time: 11:07:58 PM, 29 January 2023 )

Which screen is displayed immediately after login screen in NESSUS scanner?

Select the correct option

()

Vulnerability management screen

Policy compliance screen

Scanned with CamScanner
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~ Question # 17 of 20 ( Start time: 11:07:10 PM, 29 January 2023 )

Which of the following statement is correct?

NVD is suflyrset of CVE

NVD ié superset of CVSS
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Question # 15 of 20 ( Start time: 11:06:18 PM, 29 January 2023 ) 2N

Which activities are carried out at stage 1 of transformation model?

Select the correct option =

Foe e

1 Al of the given

1 Toke stock of the gssets and pnoritize
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Question # 14 of 20 ( Start time: 11:08:30 PMm, 29 January 2023 )

Which of the following security practices come under “construction” function of software ¢

Select the correct option

O

tducation & guidance, policy & complionce, strategy & metrics

Threat assessment, vulnerability n er-uLI]-::-rm.!ut secunty tu';.'tmg_;

-o

"

] Design review, code review, securty testing
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~ Question 13 of 20 ( Start time 1104 50 PM. 20 January 2023 )

Palicy & compliance practice of “governance® function of software assuronce maturity model is focused

Select the correct option
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How many TCP and UDP ports are scanned in a default scan?

Select the correctoption _
1800 UDP ports and 180 TCP port
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- What information we get from open TCP and UDP ports?
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Which of the following are common vulnerability scanners?

Select the correct option
| Nessus & rapid?

3 Openvas & qualys
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QUERTION W 19 OF 40U | Htort Time” 1INDUA7 M, 28 Januvary JUd35 )

Which of the tollowing modules are displayed on homae screen of qualys trial version?

Select the correct option

] Assel review and adimimistrat ion

{ )

File integrity monitoring

— e

Yulneraobiny managemant and |
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Question # 16 of 20 ( Start time: 10:58:13 PM, 29 January 2023 )

Which team tests the patches in test environment in vulnerability management process?

Select the correct option
| IT operations tean
|

|
—

| Informmaont
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Select the correct option
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Which of the tollowing modules are displayed on homae screen of qualys trial version?

Select the correct option
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Which of the following are common vulnerability scanners?

Select the correct option
| Nessus & rapid?

3 Openvas & qualys
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- What information we get from open TCP and UDP ports?
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How many TCP and UDP ports are scanned in a default scan?

Select the correctoption _
1800 UDP ports and 180 TCP port
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~ Question 13 of 20 ( Start time 1104 50 PM. 20 January 2023 )

Palicy & compliance practice of “governance® function of software assuronce maturity model is focused

Select the correct option
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Question # 15 of 20 ( Start time: 11:06:18 PM, 29 January 2023 ) 2N

Which activities are carried out at stage 1 of transformation model?

Select the correct option =

Foe e

1 Al of the given

1 Toke stock of the gssets and pnoritize
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Question # 19 of 20 ( Start time: 11:07:58 PM, 29 January 2023 )

Which screen is displayed immediately after login screen in NESSUS scanner?

Select the correct option

()

Vulnerability management screen

Policy compliance screen
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023
Question # 3 of 20 ( Start time: 12:10:06 AM, 30 January 2023 ) Total Marks: |

What is the first step in running a pollcy compliance scan through qualys?

Select the correct option

Build a policy

Configure authentication

Add IP address to scan

Configure scan settings
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130/08 | |
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Question # 4 of 20 ( Start time: 12:10:25 AM, 30 January 2023)

E’ Whot information we get from open TCP and UDP ports?

1 the correct option
Which OS is running on the host

e
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Question # 5 of 20 ( Start time: 12:11:29 AM, 30 January 2023 )

Which activities are carried out at stage | of transformation model?

slect the correct option
, ;I. Take stock of the assets and prioritize

7~

Apply CI6/D15A benchmarks
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M tests the patches in test environment in vulnerability management process?
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023
Question # 9 of 20 ( Start time: 12:15:18 AM, 30 January 2023 ) Total Marks: |
NMhich activities are carried out at stage 1 of transformation model?
Select the correct option
Take stock of the assets and prioritize

Establish a MSE

All of the given
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Apply CIS/DISA benchmarks
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| C5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |

Question # 12 of 20 ( Start time: 12:16:34 AM, 30 January 2023 ) Total Marks: |
Which of the following tools are offered free by QUALYS?

Select the correct option

Web application tirewall
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| CS205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |
Question # 14 of 20 ( Start time: 12:17:38 AM, 30 January 2023 ) Total Marks: |
Continuous monitonng feature of QULAYS is very usetful tor?

Select the correct option

Check ng compliance of CI5 baenchmarks

Scanning of web applicotion

Wartching critical changes

Vulnerabill Ty "'u‘::".‘]-:':-!-r"-:-"', of Oss8ls
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# 13 of 20 ( Start time: 12:18:45 AM, 30 January 2023 )

ous monitoring feature of QULAYS is very useful for?
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| C5205 - Information Security (Quiz No.3)

Question # 18 of 20 ( Start time: 12:19:44 AM, 30 January 2023 ) Total Marks: |

What information we get from open TCF and UDP ports?

Select the correct option

Which OS5 is running on tha host

Metwork details of the host

Whether hast is alive or not

wWhich services are running
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Question # 20 of 20 ( Start time: 12:20:42 AM, 30 January 2023 ) Total Marks: |

Which of the following security practices come under “construction” function of software assurance maturity moded

Select the correct option

I
| Design review, code review, security testing

| Threot assessment, vulnerability managament, Security testing

|
| Threat assassment, security reguiramants, securily architecture

| Education & guidance, policy & compliance, strategy & matrics
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Which of the following are common vulnerability scanners?

Select the correct option
P Nessus & rapid7/ | | [ A

| Forcepoint & redwolf
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Which of the following tools are offered free by QUALYS?

Select the correct option
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