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Madulc—Ol: software Quality Engineering Discipline

A. Quality Engine
what is software qu
defines qunlily? Thes
Engincering. Modern Soft
software and due to lack
quamy(_SOftware o ol t process just to
ensure that that any agreed-upon processes, standards and procedures are being followed to

desired results and there should be no cherry picking of standard9

ering Basics el h{uo\
ality? What are the characteristics of high quality software solutions? What
o arc some of the subjective q'ticstior‘lr:i)n th.e field of Software Quality

ware Systems are usually interconnectio lying
of sta(naa)ardization and varie)d nature it's really difficult to define

get

B. Roles and Responsibility
people may have different expectations related to software quality assurance based on their

roles and responsibility. The stakeholders for software development are dixided into two ang

their expectations are as follows:

¢. Consumer @ CU-‘@ blw Cudtenl &y gex @

Consumers of a software product are further categorized into the following:

Not o . .
otuée,rs are the group which use the services acquired by the customer; The quality

.Qk(f expectations on the side of users are as follows:

E/-f}’b "‘mz{'é"; o It performs all the functions_as specified in the software requirements, which
a et fits/meets the user’s needs.

e

o Performs all the specified functions correctly over repeated use or over a long
period of time, or performs its functions reliably.

@O/ngt;_;é;r usually acquire the Software and Services: The quality expectations on the
C,c’ZM side of consumer are as follows: Puvethate $ dee\wa\
J | o Basic expectations of the consumer are similar to that of users with additional
concentration on the cost of the software solution.
P 05";& ki Side say mdelue nabv cuxd ?e&&?ﬂ
D. Producer Stovelue m e I th&ﬁ

Producer of the software solutions includes person involved in the development, management,

maintenance and service of the software product. It also includes third party software product
and ogganizations. For producers, the expectations are as follows: ¥

o Their biggest concern is to fulfill their contractual obligations by _producing software
products that conform to product specifications. '

* Proper choice of software methodologies, languages, tools, software usability and
modifiability and other factors are closely related to quality for this category of
stakeholders.
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. aducts wn as Plugins: They developed apg |
g. Off the shelf products () cally known as PIUEE™ © ”
. d are u main purpose 1S to pro\“ e reusablél[)

f i roducts an .
These are pl g-and-play PI== ce Solutions: Thell Jefined as(ttsoftWare product(s)
d inde endently Of softwa ducts_can be d& ==

f‘ software PO -m the need t0 conduct developmeny
functionality. and used witho ion regarding selection OTS g
available for any Usel o while making decis -
activities”.JProper anal . “)k C Mﬂh
one solution doas not fitall. wyi\io/ C’W S' 1 - | 1
,’ .
’ it provides hierarchlcal framework

luation, )
° e are six to -level quality

ket W M&w‘il 150-9126 Quality Framework
acteristics- Ther

v
Ayatfl 150-9126 is International standard for Soft\/flarei
g'\;’\\‘ for quality definition, organized into quality € ar
characteristics that are summarized below:
naracters s —

) )F. Functionality (;) . . h -

" : onality € aracteristic

g Functionality is the essential purpose 0 any product of service, The fu?(::;né'%e;/ired Functions
allows drawing conclusions about how .

«  The functions are those that satisfy stated or implied nee

e.g. a sale order processing system, then the more complicate

functionality. Continuing with the same example, the sales order system
ftware product may have

sales, price, quantity, tax ipping and inventory details. The so
nultiple functions, but functionality is expressed as a totality of essential functions that the
software product provides.
l ) e B ) T e Jsrds
Jr_2>6. Reliability $imple mearury bk et { AU‘({ ¢
Vﬂﬂ? st <z}’{The set of attributes related to the capability of software to maintain its level of performance

alres d,—,:z*lf under §t_@_f_e£_c9-nﬂit10n5 for a.s’cated period. of time. The reliability characteristic tells the
:}/md? stakfeholders ?beUtdhO\A; effectn{fe.lydand efflaentl.y. a softw.are solution maintains the level of
o performance if used under specili€ /stated conditions. Reliability can be used to evaluate the
performance of whole or part of software and based on that suggest i
LU ggest corrective measures to
Uﬁ' ensure continued software performance. o

SQ}W’LM( e w@}i. Usability

well software rovides-and per
4s. The more functions @ product has,

d it becomes 1o define it's
ble to record

lyw Usability can be defined @the ease to useCZhy function especially from .
Usability refers to the se f attributes of any software solution relateqd =L view-point.
assessment of different function by the Sta@ to the individual

' use.rs. The usability characteristic all
stakeholders to @clude about how easily the-sblutions can be learned, ynd and e
it hoy ; I 1€d, erstood and ys
ed.

A good example to understand the concept is the revolutionary switch from Keybo
screen in 2007, and that makes Steve Jobs quote “Machines can be user Frien?lf :ard to touch-
V 00" a real.
Ity.
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Efficiency is a set of attributes™¢oncerning with the relationship between the level g?software
performance and the amount o r)é)sources used, under stated conditions. This characteristic is
- B . $
\Sncerned with the system resources (amount of disk space, memory, network etc.) used when
e — . . .

providing the required functionality. This attribute examines how well the software provides
required level of performance relative to the amount of resources used. For example, Good Ul
Design can take several minute to load due to bad internet connection and it may happen that
Heavy weight Ul might take more time to load in presence of good internet connection.

© 1. Maintainability
Maintainability refers to the set of attributes that bear on the effort needed to make specified
modifications. In other words, the ability to identify and repair a fault within a software solution
or any part of it is what the maintainability characteristic tackles. In simple words, the
maintainability characteristic allows to conclude about how well software can be maintained.
The analyzability, changeability, testability and stability are subcomponents of maintainability.
This feature is easier said than done because it is directly related to how well or bad software is

designed, documented and reviewed periodically.

@K. Portability
Portability refers to the set of attributes related to the ability of software to be transferred

from one environment to another. The portability characteristic tells abdft how well and easily
software can be ported from one environment to-another. Presence of functionality is required
to measure. This attribute also refers to how well the software can adopt to changes in its
requirements as well. Due to available to multiple platforms these days in 2017 this feature is
very critical for the success because it might happen that one feature might work in one version
of OS but fails to work properly igianother version of OS of same platform

nian . _
L. Whatis Error? <£g;?mvkhk &i lAlm 8 %MG“(

Error is @ human action that produces an incorrect result and/or the mistakes made by

programmer is known asjan Errar Error is usually some Syntax mistakes)by developer but it can
be bothjSyntax and semantic error) This could happen because of the following reasons: some
confusion in understanding the requirement of the software; some miscalculation of the values;
or/and misinterpretation of any value, etc. Cost of fixing the logical error increases with line of
codes to be analyzed.

M. Example of Error
Examine the following lines of code:

SemanticError  Corrected Version
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Exit();?> EXITU:

. o t
Dadeat ?
N. What is Defect? S(DLUV\Q ment. Mostly Defects are found in yy,

. ]
. uire .

Defect refers to the deviation from customer red oduction site. Defect is th departurequl‘!

Software after (§oftware is shipped to the customert P sults in @ product not satisfying i3

of a quality characteristic from its specified value that re

normal usage requirements.

PE—
——

Q. Example of Defect .

. . i
Let’s assume a software solutien for online payments. Follow
expectation vs. defect.

ng table would explain the user

"1 software Defect

:7 USér ErxpéCté—tiOAnsw_ : e PSR SRR AR A TR SRS 5 tere a e s saa .--».....:.....4... ._.....a-._.__\‘.
 The software will allow me to make . The option of selectmg thr:z d.EblE car
- online payments using debit/credit cards . for making payments is missing in

? _production Software

P. WhatisBug? - Ekblm \Qwﬁ?
Gugs are the errors found before the software is shipped into production. Famously the defects
ccepted by developers are bugs and software is shipped with known bugs. The ugly fact in the
software development is that there is nothing like Bug Free Software. Most bugs results from
mistakes and errors made in either a program's source code or its design, or in components and
operating systems used by such programs. Bug is rarely traceable by Compiler\to its nearest

place) NI B
e
Q. Example of Bug ,

Mc@JS § July 28, 1962)-- Mariner | space probe. A bug in the flight software for the Mariner 1 Siliseciis
rocket to divert from its intended path on launch. Mission control destr :
Atlantic Ocean. The investigation into the accident discovers that a for
pencil was improperly transcribed into computer code, causing the
the rocket's trajectory.

OYs the rocket over the
Mula written on RPaperin

CoOmputer to Miscalculate
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" An incorrect step, process, or data definition in a computer program is known as fault. Faults
re fundamental condition within software that causes certain failure(s) to occur. Faults are

known to be resul . In simple terms, Fault is an incorrect step or process due to which{
- ind o .
unanticipated result arises.  dpl £ > Pl > w\’w@d @L\K\a ol 5 due b erv

AU
ceptanct. Teal (erd o) pupied St

DATS Usel ac

S. Example of Fault
Let’s assume that the requirement is to write a program to add two numbers. In order to meet

the requirement, the developer writes the following code: )
#include<stdio.h> : : ' : *e RS o
int main ()’ : : ) : ] =N e Gey fgﬂlwg’
o + 0. difh e Saudd (5
int valuel, value2, ans; : ’ il o e 2 e &

Valuel =5; ) .
value2 = 3; eryoY: Due to wrong sign there is

ans= \{‘a_l_qualuez;r A " deviation from expected result
printf("The addition of 5\+} = %d.", ans);
return 0; D N o .
} Chath (g} ’ \mma/) “dhal o dende (tj e
T. Whatis Failure?
failure is a result of fault; failure is inability of the
program to behave as expected within given performance requirement. According to Laprie “a
system failure occurs when th_ev delivered service no longer complies with the specifications, the
latter being an agreed description of the system's expected function and/or service”. As

mentioned above that |failure is the result of fault} the followoi;§ example would help

understand this concept.

U. Example of Failure QG_\OM (\a\\
#include<stdio.h> ?)\\ ¢ \Sg\
int main ()
{ o)
int valuel, value2, ans;
Valuel = 5;
value2 = 3:
ans= valuel - value2;
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= " s);
printf("The additionof 5+3 = %d.”, ans)

return 0;

}

A}

%\/ i'n l - ei_, d ,Vla .|Ol O .x
UU : » 2GS

f adding the tw L
Mg : tput. Instead O o nump. B
] is failure In the ou 3
Eailure: Due to Fault there |
subtracting the two numbers.

C e |

V., Defect Prevention

i
f ti db |

d |

Recurring defects are verylcostlyy nature and mere wastage ? t.lme' n . 'udget and g th |
duct development lies in minimizing the NUmber f:

same hand the challenge in any software pro
P— v to identi s of defect and preven
defects.\Defect Prevention is strategy_t0,1‘_31,‘irl§l‘i‘i.r2(-)IEUSE P %

recurring. Defect prevention is one

of the important activities in any

software project. It i@to

identify the root causes of defects

and improve the process to avoid 80% Bactsria | 20% Pure

introducing defects, which help to Requirement Dafects \ """""""""""""" / fter |
, 60% Bacteria | 40% Pure.

improve the quality of the software

Customer Requirements (toozs)
L)

1
|
!
i
i\

Design and Planning Defects I N N T /  Fiter?
product. ‘ /
_ 40% | 60% /
On a macro level defects can be Coding Defects - - -- - -- F ----- / Filter 3
classified and filtered as depicted in - \ 20% | 80%%

— . ‘lestifig Defects \ - - - -¥-- - - ex
the figure. But still there is no bug i = \ v ierd
free product i.e. 99.99% does not \ /
mean 100% \ /

93.9 % Bug Fres Product

< (=
| _ S ‘o
I‘;’V.fDefsct Detection or Reduction &K\?\wm dleQQl DLW
efect i ion i
etection and Reduction is process to minimize defects but in a real scenario it is Vel

\unrealisticito expect project or product witH® bu £ : fect
H g count. JDefect prevention and defec

reduction activities dj i

during theazg\f/tl\tf:/zsr:l;ew\]/ ceal with the Competing processes of defect jnjegtion and removal

defect prevention actii\i,t?eop;nent brocess (Humphrey, 1995). It is {unrealistic Jo expect the
* 10 be 100% effective in preventing accidental fault injectio™
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Therefore, we need effective techniques to remove as many of the injected faults as possible

under project constraints.

& & i3 §s NN
k: i}“a (..Bg\ u§$ ;;} L& ‘:si \\«\ %&wi 3§§§

Due to nature of Software there are some defects which are produced under rare conditions.

e M qDe ct Containment aims to reduce the chance of passing of defects from one phase to
ano her. Due to large-size and highly complex software systems, the defect reduction

La,bf??
?echnlques only reduce the numbers of faults, though, to a very low level but this is not

C
;(Lm\t} enough. The remaining faults may be triggered under certain and rare conditions. Thus it is
necessary to prevent failures by breaking the causal relations between these faults and the

resulting failures, thus “tolerating” these faults, or to contain the failures by reducing the

resulting damage.



Module 02: Cost of Software Quality

Quality is always hard to define and in the case of software quality, it’s more difficult. For any
software application, the term quality may have different perception and definition among the
developer, users, clients, managers, software quality engineers and other related stakeholders.
Definition of quality often becomes even more complicated when quality depends upon the
circumstances/environment in which it is being used. Literature reveals that software has the

highest failure rate in the history of all the products resulting in loss of millions of dollars and

this is one reason that makes quality important.

N'
28
NERES

A. Economics of Software Quality Engineering |
High concerns and challenges in the software quality engineering, one must realize the

following facts in order to cope with the quality task: )
Eve'rything'in the proceSs of software development ends up in theﬁii%m)

®
Satisfaction of the user is dependent on the overall behavior of the system, and

software product comes at first |
The behavior of any software product is defined and comprehended through features

and quality
Features and quality of the software product are defined/determined through

M(Q\S - ['Tequirements \
® Any behavior related requirement of the software product can only be actualized

through code that execute the behavior



ey
3 ~§

aséociated with it. | \/ MP mc@ +&'—6jf—dw« ,
B. Function-Quality-Cost {FCQ) A

. H H ‘ A 1
The discussion on financial ramification of engineering quality into any softu are product Can be
summarized through the following statement:

]
b
E

In most development projects,[functionality and quah'i‘&QA precisely) are]naturalme\m_,_?&}

1
|
|
|
\

Projects with open budgets are very rare, usually the budget is fixed and here the functionality

and quality compete with each other in order to get a bigger share from budget. The Functiop.
Quality-Cost comes out to be:

Where

A & B = Level of investment
F = Features/Functions
Q = Quality

ollowing example will elaborate the concept
more clearly.

C. Quality vs. Pre-defined Budget
Let’s take the example of project with fixed budeet <av 10n Ann -
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bruary 2017, Verizon and Yahoo announced that the deal will sti.\l go forwa d- b
rq, but

he sale price bY 5.350 million and new offer was $4.48 Billion. On the other si
tial information including email, credit card details, bank account det:ir‘ S“de(;
! S an

decid
[ater in Fe
dropping t
user’s confiden
many others hit

the market putting millions of users on stake.

Analysis Based Approach
ware Application has direct impact on People and Organizations as seen

ned in the above lines. Measuring such cost is critical to calculate impact
ge control otherwise the conditions will turn worst. Along with financial

by the example mentio
and proceed with dama
s as well. According to Eppler and Helfert principles the costs are

cost, there are other costs &
classified in tworcategorieszlw EN (7,@3 q (o g Ermas =
. = . s = \ ol ¥ Y ."{/) Y‘Q"
oct Cost of missing Quality } V\’ KLM/ Ck)u \L\
Direct Costs,as the name suggest, are directly linked to the missing quality. The direct costs are
ble and they occur immediately after any

effects that are “easily observable/measurea
unate event. Examples includes; financial loss & physical injury and related. In short,

F. Cost
Missing Quality in Soft

(/:.4‘5h r‘)

unfort
dWIe; visible and measureable.
H. Indirect Cost of missing Ouality

ality and hence difficult to calculate. It is also,

t of missing qu
he\/"occusr after a long ti

loss of market and s

me of the incident. Example

Indirect Costs_are_invisible €OS
hareholders trust and

sometime, difficult to realize or identify ast
incl'udes: Loss of market shy_ewutation,
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\'n'/ee’t take appropriate action on rignt ik ==

)

J. Risk Analysis Approach

of missing quality. As in map,
Risk analysis approach is ewﬂw&wﬁetermme it methOdy SQg
the time and place of missing quality events I difficult to p of ¢

oy
evaluation is risk analysis approach. The risk is defined by its probability (p) and its 'mpact

K probability and it
potential loss (L). Risk exposure (RE (RE) is the product of the rlsk probability and | S potentia| |0
The equation could be:

(R\%Wo\“’w”@% stu\oo@b% ?(S?gt‘?l\}iﬂ@ Ls%}

The probability and loss are directly and strongly related to the level of criticality of the
software solutton under observatlon The different levels of risks.are elaborated below..

-2 Y |
K. Level of Rijg? V\J ‘U\U\/ Ok”b’@q M’d@i ‘ '}/ L&\,)z e |
The IEEE Standard for Software Verification and Validation has published the most broadly :
known scale of crltlcallty in the IT domain. The standardized IT system criticality levels are as *\
follows: |
L))A(/” 09 oS ’M)L !1

@Level A: Catastrophic / &

o Continuous usage (24 hours per day)

o lIrreversible environmental damages
O Loss of human lives

Page |12 |
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o Disastrous economic or social impact AV )
/~ | B: Critical . 09/& i
o i ol

o Continuous usage (version change interruptions) ! 9/’6
o Environmental damages [\}
o Serious threats to human lives
o Perinanent |mury or severe illness

Important economic or social impact.

@ LeveIC Margmal[z/'f’/ﬂ@ )

o Continuous usage with fix interruption periods
o Property damages
o Minorinjury or illness

o  Significant economic or social | imp: act (wJ
@ Level D: Negligible A0 ymut! |

o Time-to-time usage

o Low property damages
o No risks on human lives gaﬂA
o

Negligible economic or social impact. "\0‘-1 \
- -1’\0\
A Sob 45 S
oD

Module 03: Standards and Models
O: inthat o foxie 7eg Uitenanls

A. Rationale for Quality Management System
A-quality management system is a formalized system to achieve Quality and the absence of
which may lead to tragic situation or even product/system failure. A quality management
system ensures documentation of Processes, Policies and work flows required to achieve
desired standard of quality. One of the famous quality definitions - conformance to
requirements - is a very unfortunate one because requirements are sometimes fill with defects,
_normally known a—ftoxm requ1remerl__! It is for sure that conformance to those toxic
requirements is not equivalent to quality. So the software engineering community has a moral
obligation to eliminate such requirements.- ——

B. Quality Leverage Points
One such framework to implement quality mindset is the concept of People - Process -
Technology. It has also been referred to as the ['golden trian@ﬂﬁevea{s that finest Talent is

ROP Page | 13
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C. Why Process is needed? 7 derstand process firstG\ process js,
. S i ’ r =
Before the discussion of why a process is needed, let’s unde tly oractices are Un\iform

set of practices performed to achieve a given pur?c?se more lmportaﬂsemeS v SR
and same across organization to perform a specific task. A proces.S time to realiza it
\Z!Eoini which ensures synergy. Process doesn’t work as a magic stick; it needs _'m bt €
&\results. Process provides ajconstructivelhigh-leverage focus on quality. TP.ie skills an- training of
ML the workforce is not always enough and working hard is not the optimal solution. A we]-
defined and implemented process can provide the means to work smarter, utilizing people and
technology at optimal level. Technology, by itself, will most likely not be used effectively,
Technology, in the context of an appropriate process roadmap, can provide the most benefit.

b Process 88?}{:%?&&{%@ Ve Sh/\p éwdikf ¢ e K'LJ‘QM

Pro‘CESS‘i’mchmarking Is a very important part of process improvement initiativ i

a variety of benefits including very critical and empirical data re!meezragr;:ijailg%z

current processes and open room for improvements. Benchmarking is COMparing existin

processes and performance metrics to industry’s best processes Practices from oth g

companies. But this should be kept in mind that there is not good or bad Procese: : Oother

limitation, circumstances and resources must be evaluated before adopting an » Internal
Y externg|

process that seems to be optimal because what works in one situation Might not
Work in

others.
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@ £. Mature vs. Immature Organization .
Mature organizations are system oriented and they ens
processes, with clear sense of roles and responsibility ¢ at_all_levels. -On the opposite side,
immature organizations rely orj gut feelings.JEven if they have processes in place, they do not
follow or implement them rigorously. Following table identifies major difference between

mature and immature organizations:

ure stability. They rely on documented

&T Immature Organization (BYT\? é}‘l‘ Matur'e.drzgamzat'o“

OCESS.'mPFOV'SEd during project " Inter-group communication  and coordlnatlon

?

~ Work aCEOrripllshed accordlng to plan

Approved processes being |gnored i |

Practlces conS|stent W|th processes

Reactlve not proactlve
Processes updated as necessary

| Unrealistic budget and SChEdUlE o

"'daai’i’iy'"s‘ac"riﬁEéa"'fc{.fgéhéa'a‘l’é""" o Well defmed roles/responmblhtnes
N N@Qéﬁ}éégﬁre of ‘dﬂality ivianagement formally commits >

e &8 ,
G. Process Model Overview of CMMI > (V\W“ Sjﬂl\ﬂ(}’g g—m ?

Capability Maturity Model Integration (CMMI) is a collection or a model of best practices in

systems, product and software development. CMMI is not a process and it does not tell how to

do your work rather it tell what to do to achieve high quality. CMMI is based on the premise ' MU@
Process Management. The CMMI provides a framework for’ organizing small steps into

@aturity levels_that lay successive foundations for continuous process improvement. The

maturity levels have associated process areas. CMMI holds the following beliefs:

Page | 15



v Ludige mnust come with future in mind, crisis

crisis. - ‘ ~ i
, 7 7e ' ,” »
ALkl atg Atfevonrd (png nfdu&% Ll
H. Behavior of Different Levels of CVIvY

Each maturity leve] comes with set o

practices are implemented, each behavi
effectiveness. The results are compared wij

which pre-defined for every behavior. Both the software process and products are

quantitatively understood and controlled and the quantitative feedback enables c6ntinuous

improvements. Further details of CMMI levels are given below. , g
[ A CMivi Maturity Leval 1 ~ Initial

At this level, the organization’s enviranment is_unstable for software development and

maintenance. The processes - if any - weli imperfectly defined an

d are reactive in nature. The
organization, in overall is, unstable and unpredictable at this stage because the software

process_is constantly changed or modified as the work progresses. There ESE) roadmﬂfor

software development i.e., the process is ad hoc. Such organizations do face difficulties in
retaining talented resources because of unstructured work and/or Uncertainty in the
organization. Let’s examine a scenario:

4. Example CMIMI Maturity Level 1 |

I Software House, there are multiple projects in progress and projects
7 \ .

? a’e or multiple Project Manager, Assume there is new project Which

sing J

Project Managers, Client asks for what are next steps to proceed

can be assigned to
is assigned to two

Answer:
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At this stage, the Do hcles and related_ﬁpamﬂons_ate_esLaleshﬂiiaLsoftware develecpment
gy,freate work plans} and]meonitor]

projects. Organizations at this level define a se
Whem—

Yand comtrot the-work to ensure the service is delivered as planned. Besides work activities and
S

processes are managed and ensured that they are planned in accordance with the policy.
to avoid situation mentioned above and also provide

Organization defines responsioilities
adequate resources and training to the workforce so they can smoothly execute the process

This is still not the optimal stage as the process here are often reactive and organizations rely
heavily on Heroes and when they are gone, process and performance are gone. Read the

following scenario.

\?’Qf‘ggi\;{ N,s‘w\;sé ?é

7

L. Exampie



COMPANY IS WAITING FOR AERO.

Result: Client is shouting at Marketing Team and eventually stops using the Product

This results in supplier’s credibility level going down to zero, leading to failure ultimately.
Usually lack of documentation is justified with the intelligence and that’s actually not true.

/. CMMI Maturity Level 3 - Defined _
At the third Level, the E_Lagdard-— process for developing and maintaining scftware are
established and documented. The processes including both software engineering and
management processes and they help workforce to perform more effectively. The reliance is on
the defined process instead of Heroes. This stage can be considered as standard and consistent
and people understand, support and follow the process and they are well aware of th%ir roles
and responsibilities. The major difference in Level 2 and 3 is as follows: 0 -&ULY\Q-/Q’ w

R S QYR | N D O - WO 4 402 o1 s N
4 Level 2 - V\U/wd Lﬁ e _ :

4_ o tevel2 O T | Level 3
The process, standards and proceduresare ' The process, standards and procedures for a
quite different for each instance of the

- project are tailored from the organization's set -
process. The process can be different for a

~ of standard processes to suit a particular
project or specific organizational unit. j project or organizational unit. 2(

Page | 17
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@{‘% CMIMI Maturity Level 4 - Quantitatively Manages
At this level, Organizations quantitatively manage

Quantitative objectives are established to evaluate th

eliver tne project.

their process and software products.
e quality and process performance and

@hence they statistical

gnalyzed. Management can .measure different valuable metrics like

software process, quality_and productivity

lvity and they can also tune them as requijred.
Quantitative boundaries are decided for

the processes and organizations achieve control over
their products and processes by narrowing the variation in theijr

process performance to fall
within acceptable range. During the evaluation, special variation points are identified for
further improvements. |

A critical distinction between maturity levels 3 and 4 is the predictability of process
performance. At maturity level 4, the performance of processes is

. o controlled using statistical
and other quantitative techniques and predictions are based, in Part, on a statistical analysis of
fine-grained process data. ‘



Moral of the story is: “Process without Stats can’t be improved”

Q. CMMI Mamrity i.em}% Optimize (ﬁ @wa% Q&{

orgamzatnon at thlS stage@ns ‘the ablllty to proactlvely evaluate the process !n order tﬁvoud
@ardefactsd Continuous process improvement is based on the quantitative understandmg of M&@J

the variation in the process performance. ThlS level is all about striving for continuous
improvements in the process capability and process performance. Such improvements occur in
incremental changes in the existing process and by adopting new technologies and methods. (\

Thedifference betweenilevel 4 and 5iis that: Q W;hfﬁ ﬂ(y,& eKQ, olu:ﬁﬁ b}w CM/\/H ’Idﬁ,& LP ﬂ

LLevel 4 focus on two things: addressing special: causes of variation and d providing
§tatlstlcal predictability of the results. Ty

oot hi £

® Level 5 address common causes of {Variatiohs et Chgnging the _process to’ improve
EJrformance and maintain the statistical pred:rmbgty./j g

0326 15§77

s e el ekl ak a

R, Example cvimi Maturity Level 5 -
Contmumg with the example stated in level 4, there can be two options for further



Kick-O11 e

(PM, Team Lead,

on Kick-Off (Mlnutes) |

Total Tlme m Hours 3

/ o Lo @cp m; wcv&fﬂz(j prin (u’ SM\O)

Capablhty level is part of CMM! that isiéoncerned withsthe, capablhty of the orgamzat al

) the process aréa. The capability level reflects on how Well"an’ Organlzatlc,n :On relative

@ecuﬁc process ar 7area. In CMMI there ares dxfferent ‘Process-areas: and each pro is a lgned f&a
Cess_area h e

i
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¢ leveld

Elffererib-proces%s The capability level is consisting [ofgSpecific and generic lpractices for a

[process-area. Organizations can adopt those

E\c’uce f they want to improve their processes

associated with any process area. There are{six_capability. [&Vels: designated-by the numbers0/
[through'5:and each level is a next step to the continuous improvement. M&g

.’\\ . : llS ¢ MM
T. Component of CMMI Process Modei*\/q{)} [/\[h‘d all C,t',\ms,vé’?’((ﬂ

There are three components of CMMI process model through which maturity and capablhty are

aaLd

derived. These are as follows along with their actual definition and explanation as per CMMI:

Process Area: A cluster of related practices in an area that, when implemented
collectively, satisfies a set of goals considered important for making improvement in

that area.

@ Generic Practices: An expected model component that is considered important in
achieving the associated generic goal. The generic practices associated with a generic
goal describe the activities that are expected to result in achievement of the generic
goal and contribute to the institutionalization of the processes associated with a process

(-g ) area.

Specific Practice: An expected model component that is considered important in
achieving the associated specific goal. The specific practices describe the activities
expected to result in achievement of the specific goals of a process area.

U. Processs Area, Goal and

Practices

There aﬂz’llmwmm)

and each process area is associated
with a maturity level. The optimal
level in each process area |is
achieved in increments. Each
process area has a set of standards,
processes and guidelines that an
organization must need to follow in
order to achieve higher maturity

Continuous Representation

Specific Goals

.............

------
. ~

Specific Practices

______

level. Process areas are viewed differently in the two representations; continuous and staged.

0' Continuous: the organization chose the processes that are critical to its business and

achieve high capability levels.

@ Staged: Organization using this approach achieve the goals of the process areas

associated each maturity level,
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Brocess Improvement Framewor s %P(jl &’]ﬂV\d“S _&

'SV\'S Ghe major purpase of €NgiAEeting process group (EPG)jis to improve thewhﬁhout
the ;@amzatlo PGfirst evaluate the existing process] defln_,hat a process should be gnd

then ovide suggestion for improvement! EPG also manage multiple process action teams with
the purpose of improving different process areas simultaneously. PATS are individual “teands
fEFTEd o addressrspecific process improverment and PAT teains are-consisting-of technical

§taff from throughout the organizations; How EPG G work is shown in the figure below fallowed

by the details about process action teams.
¢ PAT stands et

Executive Sponsorship &
Management Committee

Transition Partner EPG Lead




C'K'j

and Goal M(/@} M(/QJ
“seringrelated processa

5 course onlyféngineerin areas
camce . . I P (7 | e |
rmg}process, areas COVer ‘the d_e.\!,el,mee'ﬁt«a,n;
e_é,rjngdi's___cip_l‘ij;s. These are as follows:

g, Differant process Areas
There are in (Ol 22 process a}r‘qgsl.b}lt in thi
er CMMI definition, snginee
fhatare shiared across engin

be discussed. As P
n{aintelmai1cefact_iVities
agement Process Area

ol Requirement Man
nt Process Area

o2-Requirement Developme
o 3 Technical Solution Process Area

ol Product Integration Process Area \/ (>”{VP

95 Software Validation Process Area
oL Software Verification Process Area

C. Process Action Teams (PAT) ? -
As mentioned above, (P'AT'i's"”‘r,éé}:ib’hs-ib'levfdr’, >implé‘rh'e;1‘fé¥fbﬁ' of i"rﬁp}o'\/’éfﬁén‘t:ih“ﬁﬁﬁ\?és
‘Ei:tivities‘ir)'Spe’E:iﬁcfP‘rdc{é§$"Are'aq. In other words, ewach"process area has associated process
. The™ATs are also known'as the "worker bees,f with immediate_"focus',onwe;kness
evaluationTstagey their mandate is to write the procedureé; ‘p—i'lot

g-to-différent_domains and

faction tea

fiind in process during'the

them, and update them as needed. Merabers of PAT belon
tgj?f::tt;ne\zﬁﬁ?éf'tﬁéﬁdfg'anmn'@nd they may include projeét manéEéE. There tasks list is
D. Task List of PAT

is [mainly~tasked to generate the process improyement

Process Action Teams (PAT)
documentation;—policies, - processes -procedures, ~charters, and~Action “Plans.. For the

improve_rﬂgmii'ni-tiqti(ves, PAT need to take care of different stakeholders for different pro

areas. Dne important task of PAT is to bring consistency. in'th’e.documeht's_}_'tﬁmd'hp o
o[ganizatriqn‘in"orrder to improve quality so the _n”'.silY'_ilEB.Qd.tO~w.Qd<_,on—(j—r;j’t-j—[; t E out .the
This will help in bringing same document structure for all procésses—aﬂn‘d g"emplaL-e-sj-ﬁt.
ments. This is also referrgd to standardization of artifacts. svaid revlting ot

docu

£. Process Area: Requirement Management
This process area istconcerned with therm
e ermanagementTof the entire requi S
[ggn~e_(gte£ﬂ,the?’projectg’{gi_ther-_techni,calzornon;tech‘ﬁ’i?é'l?The< B e,,.r!?Q,l,{!,remernfr_ggeyed o
ensure alignﬁenti.between-:the<requireme‘nts;"“pr‘oje‘ct“ﬁlé‘r:l's“"“ '~crin ar:‘(‘)i B
_ ’ ’ - and the final outpt
require - '
quirement management is t0 document the entire requirement, an chaqmppt. N
. nlz%in requirement
ithef change and/or

along with_their ¢ tionale. Change i -
: ge in requnreme@ ca e
exXiStingITed n také 2Eforms,

E’ daterinzthi requirement’ T
‘ theve: or entTadde
lor newsrequirementTadded to the projeet. Moti
t. Motivations

behind requ‘i-;gment
management pro
cess area are a
s follows:

/ om i i
S

@/'To manage different versions of Requirements
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o To manage correlation between different project deliverable and requirements
@ Traceability Matrix to be used to manage cross referencing

Action Item for Requirement Management
The goals of requirement management and practices to be followed are mentioned below: O& i O v/

b g .
Goal: Manageineit Requirement Q V\[Mi@@\w& %,\%'\% (L N{/\u&ep‘d\-

Practice' In order to achieve the goal, followmg practicesdre to be followed:

g

provnders on the meaning of the requirements.

e Obtain Commitment to Requirements: Obtain commitment to requirements from
broject stakeholders. In other words, this specific practice deals with agreements and
commitments among those who carry out activities necessary to implement
requirements.

e Manager Requirements Changest Manage changes to requirements as they evolve
du.fir/\gtthe project using Change Management Process by performing Impact Analysis.

° Mamtam ‘Bidirectional Traceability of Requirements: When requirements are managed
well, traceability can be established from a source requirement to its lower level
requirements and from those lower level requirements back to their source
requirements.

o (dentify Inconsistenties; Ensure that project plans and work products remain aligned

with requirements. ‘5\[ Jabb W

F. Example of Requirement Management

Requirement Management 2_ 6 4 S 577%/

.Consider a real-time scenario below:

o [3:Mar-2016: Client and Project Manager agree on Requirements and Client approves it
14-Mar-2017§ Requirements are passed on to Technical Team by Project Manager so
they can work further

28:Mar-2017j Demo to be given to client and it was communicated to client
124=Mar=2017: Client and Project Manager agree on new set of requirements
28:Mar-2017:sClient Reject the Demo by saying that Demo was not what was
committed and rejected the Demo

( Root Cause Analysis .

ent, “Project Manager, " Technical™Team ‘and QA" Wwere  looking™ atodifferent..

VEersi of
Requirements. ) 2rsign




G. Process Area: Requirement Development

The purpose of this process aredlis to analyze ‘and establish-customer, prOdL!qt‘ahdtpr%iu(t

Tomponent requirements. Customer requirements are further divided intojProduct nd%
@‘rement@ﬁequirements are identified and refined throughout the phases of the p?d:ct

lifecycle so all the requirements should be documented, analyzed and approved by the client

and the source trace should be maintained. )

M@} -Major artifact for this process area is Development of Software "ﬁ'éq‘Ui-r'é}n'éVﬁﬁf"TS‘ﬁéc":iﬁ'c;tion

:. v . (SRS).
. : -
&3&}’\ Action ltem for Requirement Management -

The goals of requirement development and practices to be followed are mentioned below:

—~ © Develop Customer-Requirements:Stakehol ' '
;j>takeholder needs, expectations, constraints, and

%\ interfaces are collected and translated into customer requirements ;
Q/. {Develop: Product Requirements:iCustomer requirements are refinéd d elaborated t

develop product and product component requirements and efaborated

® yAnalyze-and Validate Requirementszjr |

h .
H. Example of Requirement Development

The most important thing is that SRS should explicitly be 3

cause problem later in the Project. Pproved by Client otherwise it wil

The following images serve as good example of Require ‘
ment DeVelo
PMment

Fupstinnal Tpwificaton Dooum

€ mvrsF syt o

et



No tepad:‘
% das% it SEYVEVFFY LS
Fars font is applied to the whels text.

@ process Are *Ta&:?&mmi Soiutions S O}I@JLVLL

This §pFC 5cess area- is all“about” _selection; %'demgn and” S’nplementatlon of “solutionsTEo the

[‘jﬁ‘ﬁrrement of the product/pro;ect?As a good practice, ‘desigirand solutlon should be aligned

R LN BIeeh NN

and traceable with the = requirementsgln other words, the selected solution should produce the
required output (requirement) and the solution must also tell that which requirement it is going
to fulfill. This process area focuses on evaluating different solution or design approaches that
satisfy functional and quality requirement. WireFrame are also considered, through partially, to

visualize the technical design. The main goals for these process areas.are as followsy

e [elect Product Component Solut:ons., Product or product component solutions are

s b it i i

selected from alternative solutions.
¢ Dévelop"thé"DEs‘ig@Product or product component designs are developed.
e Implement "the ~Product- Design: sProduct components, and associated support

v
documentation, are |mplemented from their designs.
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uliy=1"=" - . adaopLt=*~ R
tails of d cchitecture along with

~'T.he‘;r;(;ain-artifact is Technical Design UULt) All the de -
project plans and final aliiput (prqduc v gives a picture of product @ t is attached in
documented in this artifact which ultimately g'\lf* Cechnical Design pDocumen
i - ' t. Sample 1€
the traceability with the requiremen
Appendix - |
cess areais allrabout

L ——— '
softvare producs are made EEIREE U NE NSRRI (2

assembling the product from multiple product compon et afelii - mentd Major failure
whole)behaves properly and satisfy all the functional and quality _re(.:lu_ll’,. L -
occurs when the pfbduct components are either failed to integrate with each other p Yy
integrate  which results in defects due to misaligned interfaces. S0, heterogene.ous
duct integration is not one-time

-Development environment is a major risk in this area. Pro
assembling of the product components; in fact it can be done incrementally. In other words,

instead of simultaneous integration of all the components, only few components are integrated
and tested first and then more components are assembled. Usually Sanity is performed to
ensure that integration is successfully completed no further issues/defects are introduced due

to it. _
The A goalfor thisprocess read:  pledLic) ﬁhﬁﬁ falor 2

@ Prepdre for Product Integration: Preparation for product integration is conducted
‘ I - @g wge ‘\. i . C e -
Ensure-interface” Compatibility: The product component Interfaces, both internal and

, external, are compatible. S
Q Assemble Product Components and Deliver the Product: Verifieq product
are assembled and the integrated, verified, and validated produyct i dell COmponents
' vered.

L. Example of Product Integration

W ————




e cAQiipt=s - g T 7T TR R ewr uu.vc]upt:u Dy tnre d.f
s per th ) . e different
fompone”ts are integrated by softwar configu teams. These

ration team and the
A ; . . merged .
forwafded for sanity testing. Product integration also includes removal e based is

. . . Of iSSUES o :
codebase: sanity testing on merged codebase will evaluate the integration and ch N merged
defects aré introduced due to integration. — eck that no

B v
-process Area: Software Validation ‘f\d\“" SW

rhis process area has the PUFpOSe of ensuring that the final productioritsicomponentis)fufsi

i Feqirerents and it intended-use-when-deployed:jThe produict o its compomerte o A ). s
@ﬁﬁﬁjﬁj‘tﬁéiﬁtended en\{ironment be it manufacturing, operations-or-any-other\The rr;a]oer deb
goal Is to capture client requirements correctly from client and then meeting thanéw MJ&
7e. building the right thing. No code is required for software validation as it is just to chack

whether the product is doing what it should be doing (as per requirements) in the intended

environment. Once again, Proof of Concept, WireFrames, and Requirement Modeling are key to,

validation. TRe'major-goal forthese process areas’includesthe fdll‘bwing:c{cx l g éiL Cg‘?\fﬁ! ST Ya Qd
Prepare for Validation:jPreparation for validation is conducted by selecting the product,
validation environment and validation criteria ‘

Validate Product or Product Components] The product or product components are
validated to ensure they are suitable for use in their intended 2eratijg environment.

N. Example of Software Validation ; édbal/lﬂ 9
Sample Requirements 5& ' 0 3 9 6 -l Sf /
* Admin (Employee) should be able to login

* Employee should be able to register another employee in the organization
* Employee should be able to mark the attendance on daily basis




emplioyee and mark

ogin, register another
re validation is

ment; employee is able to |
One good strategy for softwa

As per the require

qttendance i.e. developer build the right product.
that prototypes are shown to the customer and after approval the actual product is built and
delivered. £
rProcess Area: Software Yerification | ;}LL \ C&\%\"U
more concerned with the engineering/programming

n process area is
ct with the purpose to ensure that the final product is error free’and
d requirements. Verification doe:-, not

laspects of the proje
ts/components meet their specifie
Page | 30
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evaluate usefulness of the system instead verification is concerned with whether the system is
well-engineered, error-free, and so on. So verification is more concerned with building the

product right way. Software verification includes testing, design analysis, mspect;ons and code

reviews. The major goals for these process areas are as under:
S—

[/e \Prepare for Verificationt Preparation for verification is conducted.
Venfy Selected Work Products: Selected work products are verahed against their

specified requirements.

§ g NN W m}%};& \o\\s‘ Sgﬂ%g‘-‘iﬁﬁe,&yﬂ \_g,‘f\\\w§§:§ww,§«;\ &
5 XIaMBIS OF DUITWarg vernyilayin



celving the shipment from Developmep

2P0

- : ' E
@ Q. Engineering Process Group Oh [ focal point to implement softwareé Processes to
. . . ' C : : i '
(Englneerlng process group is organizatiorf’s 0 p — e m——

~ch step after 1é

In verlfication QA team will execute €

team

‘ "
iensure compliance with quality st:mdnr(tlsj EPG al:.or — e ENTERE: =ty
ate oves-nrocessesyand iEiIsTa majo :
e Me!nbers of this group helongs to technical and manafg,ement
xisting process, provide and

‘throughout the organlzatlon;!y
sides of the organization and they a

implement suggestion for improvement and measure

re responsible to assess the e

the effectiveness of the improved

processes.
(\4

= L}
@f R. {What are Audits? Q}&wedﬂw .
Audit is tool to measure the organizational-compliance level with the established process.
arganization.if

{Assessment and then improvements in rany‘proc?esseguy@n’t do any good for the
ithe process s not being followeds Through audits, organizations not only check the level of

compliance but the reason behind the nonconformance. The reasons can come up in many
shapes like people are not provided with required resources or training to follow the process or
the process is misaligned with the working model and so on.¥Audits are conducted by
lindependent auditor who first study the process, evaluate the conformance levelkéng then

|assign ratings to the process after the audit.y

S. Rationale for Audits
Audits are required to keep check ard balance on organizatio
C C ¢ nal-process-and .
Practices. Such

audits become more important in_valatile-working environments. Results of audits becon

\starting point for process improvement and it gives valuable insights related-to s ec_?m? a
can also tell where improvement is needed; in process desigh, process ifhméfﬁmgnc_e' It
working conditions or the staff who are required to follow the process. entation,

T. Audit Process



Defpe Shodt)? ol w{ahinh‘jﬂf&

Fizure 1: Continuous Audit inplementation Steps

U. Audit Types \" BmP

There are Bree (3)typesof auditsiandithese;along with brief explanation, are as follows:

First Party”Audits; These are ofteaneé'c'rihed‘a‘si’i‘ntérhél"aU'dEté. Someone from the
organization itself audits a process to measure compliance and/or effectiveness.

@ §econd Party Audits; This is a@here the audit is being performed on
sq‘pplier by a customer @ By'a'contracted organization on behalf of a customer with the
intention to ensure that the supplier is meeting contract specification. oag

@o Third=Party Audit: this is also am\external audit and - it’s performed by ‘an atdit h;]_ S
organization independentof supplier-customer relationship. \Sg’[ql\
| S 6,

%\‘ . S&b’;’
V. Audit Roles and Responsibilities 05
Audit team includes a certified lead auditor who leads the gudit activities and a team of 210’3
mz_e‘mbersrsupportmg the'leqd’ln performing audit: %ach merr?ber is equipped with right attitude
and skills to measure the process results and performing the process audit to ensure

compliance. Further in tough scenarios, domain experts become a part of this team to deal with
the technicalities of such scenarios.

4 w.{cn‘m_\m';:\p‘,g'faisaw‘/€Z %o(\a\m\n CaANL Qt?q?{ adald
_—TRppraisal is defined as'a process tocollect; review and analyzes datato measure performance
[or*@mli_arlce' level) The collected data is then compared with'the'desired or 'standard-data to
identify the'gap between'the actual'and desiredyif any with the main purpose of measuring the
effectiveness of the framework or process. CMMI appraisals provide ratings that accurately
Eél_éﬁt;thé"c’apability le\ﬁl_q_r__rﬂ_Lturitv levelof the'processes:in usep

X. Process Reviews

<_P@‘c‘é$’§'r’eviews are fréquently carried out in'therorganizations:ta-measurerthe effectivengss-of)
tm'pfw_t it-is-being-completely foIIovEchhe frequency of process audit
depends upon many factors but usijélly it's biannual or quarterly or on need basis. The process
reviews also helps in identifying the required actions to improve the process results. Those
required action may vary based on the results and it can be related to change/update in

process objectives or design, training of stakeholders, technological advancement and many
othersiy,




ploduie 05: Process Management Process Area

A Need for project Improvement (PM) Framework

Bésides\;eghnical aspects, there are certain management facets of software development and
thosc are managed with the frameworks of project management. Project management covers
all the management related concerns of software development and sales. The main purpose is
1o standardize every step of software development life cycle (SDLC) and this can be achieved by
developing company-wide consistent artifacts and frameworks. Instead of arbitrary software
development, Project management suggests a systematic and consistent approach to be

adopted throughout SDLC to ensure desired results, - . |.\f>i
B. Project Management {PM) §:§~am@ww§@5% | ?J DAQU Ph ¥

project Management Framework is a bridge between Development, Sales, Finance and
Management. A project contains handsome number of factors contributing for desired results
and none of them can be put in isolation as it may harm the project. Project management is an
approach to connect technical and management facets of software development so the
product is delivered with the d?sired quality and timo_ span while reducing costs. The project
management, involves project\ planning and execution of plans,.management of software
development teams, project docufné¥tation and project r;)(mt)or_igg. Mta is
incorporated in all phases of project management.

%Component of Project Management Framework 7

ZThe following document sample would help a lot to get a fair and practical idea about the & gw e
' AN bz ednes LA vddenee O ‘0 ¢ ne ). o
project management fra}mework. 3) Qb;&wt} &,})\AUC}\O\ {4 (3 ?GQ\BQJ @G"\Q\) C(Uk“’w g

B o i Ji) Ty 7N o g TN N P
FEE e fort € ozl 1vtep ) Detro piem B (Lpdalts lon

Project Management Framewor

oo

z. Objectives: To ensure visibility of Project Progress to be Audited any time during Project lifecycle
- Audience: Higher Management

C Praa-aar i

-




[ In case there is deviation from plan or if a deadline is missed following steps are to be done: j
iii.
iv.

Note: For Invite detail Date / time is needed to be mentioned.

Updated Plan to be shared by PM
Updated deadline to be shared with Client and Finance by PM

e 3 o o 0 * A8 e v
D. Artifacis of Project Management Framework | - .

® © © @ © 0 /o™

There are following artifacts of PM Framework: o)X OLQI& q
g W

Signed Contract ~ V\\M‘

Specification Documents

I(E;stimations QM kan gdﬁ*(&
ap Analysis al
By S

Project Plan

Demo Planjl \\/L‘/C/) : O > LQ
Invoice Plan . ' _ Al S
== ( <\f u\mm R ,’\‘\UBL C\ {/\C;\HV\\W'

f
: Project Planning ) (. @ \5 | 3
| b))
~~Project planning includes a wide range of activities including development efforts gua%\;xy
- - 2
_assurance and de dates._Planning for development activitias reniiirac actimatrine ~eea_r_ s _




